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Electronic Parts and Electrostatic Discharge (ESD) –
Gaps and Mitigation Strategies

•

•
•

•

Gaps have evolved because of new technology and
inconsistencies of standards development (e.g., three zaps vs.
one zap per pin for testing). Parts have continued shrinking to
smaller sizes & growing in complexity. Consequently, they are
more susceptible to ESD and require more testing effort.
Costs cannot be ignored—per unit price for advanced devices is
approaching $200K. ESD mitigation costs are minute compared
to the device unit costs.
Mitigation strategies include ESD surveys, observations during
audits, standards updates (including harmonization of
standards), & outreach to the military & space communities.

There is always a latency risk from ESD.

The cost inf ormation contained in this document is of a budgetary and planning nature and is intended for informational purposes only.
It does not constitute a commitment on the part of JPL and/or Caltech.
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Why Electronic Parts and ESD Need a Fresher Look-Gaps

•
•
•
•
•
•

NASA has been supporting Defense Logistics Agency (DLA)
audits of the supply chain.
During the audits, it was observed that the MIL-PRF-38535
requirements were practically nonexistent regarding ESD
aspects of electronic parts.
Microcircuit pin count has increased significantly (e.g., Vertex
FPGAs have 1752 columns). Manufacturers are striving for still
higher counts.
Current qualification standards were developed years ago with
pin counts in the twenties.
Applying these old device testing standards to modern high-pin
count products can cause severe problems (e.g., testing times
increase dramatically).
Furthermore, microcircuit part production is no longer under one
roof, but landscape of supply chain is multiple specialty houses
(see next slide).
Need to update standards
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A Changing Landscape (Shipping/Handling/ESD Challenge)
A New Trend – Supply Chain Management
Ensuring gap-free alignment for each qualified product
(All entities in the supply chain must be certified/approved)
Manufacturer A

Die design

Manufacturer B

Fabrication

Manufacturer C

Wafer bumping

Manufacturer D

Package design and package manufacturing

Manufacturer E

Assembly

Manufacturer F

Column attach and solderability

Manufacturer G
Manufacturer H

Screening, electrical and package tests

Radiation testing

More Stops — More Places with ESD Risk
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NASA Electronic Parts and ESD FY20

•

Activities
o Mil Standards Update (Deliverables: Inputs to DLA. Complete)
❖ Shri and Paul Nixon to clarify the language in MIL-PRF-38535 (Done, sent to DLA)
❖ Shri to provide paragraph on wafer foundries (Done, see previous slide)
o ESD Test Data (Deliverable: Test Report)
❖ Limited resources
❖ HBM per 883/3015 vs JEDEC 001
❖ CDM per JEDEC 002
❖ MM

o ESD Program Implementation
❖ Review ESD test data and issue internal guidelines
o Continue to support JC-13 Task Group (Deliverable: Technical Talk by ON Semi)
❖ Present at meetings
❖ Facilitate Technical Talk on ESD by ON Semi (Done)
o Guidelines document (Deliverable: Document)
❖ Combine the bulletins and any new work
o Continue NASA ESD Surveys (NES) of Supply Chain (Deliverables: SAS Reports)
❖ Align with DLA audits
❖ DLA Product Test Center (DLA’s request)
❖ JPL ASIC supply chain
❖ GaN supplier(s) of interest to NASA (new technology)
❖ TopLine (scheduled for 2 March)
o Questions from Designers
❖ Mostly related to overshoot/undershoot, undefined parameters in SMDs
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DLA Specific Activities
ESD Changes Summary (Already Implemented)

•

Ref: 38535 Revision L, Dated December 6, 2018
o
o
o
o
o
o
o
o
o
o

•

•

Para 2.3. Updated HBM, added CDM
Para 3.2.1. Added S20.20 as an alternate
Para 3.12. Updated program control requirements
Para 3.6.7.2. Updated sensitivity identifiers for HBM, added CDM
Para 4.2.3. Updated ESD requirements
Para A.3.4.1.4. Updated references
Para A.3.6.9.2. Updated test requirements
Para 4.4.2.8. HBM update
Table H-IIA. Updated HBM reference
Table H-IIB. Updated HBM reference

Updated MIL-STD-883, Test Method 1014
o Added Para 2.2.1d. “ ESD Protective Tubes shall be utilized to ensure
the system is ESD safe…”
Added requirement in 38535K for post column attach electricals
o To catch handling/ESD related problems
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DLA Specific Activities (Cont’d)
ESD Changes Summary (Submitted to DLA)

•

MIL-PRF-38535 updates for ESD wording:
o Current Rev:
4.2.3 Electrostatic discharge (ESD) sensitivity. ESD sensitivity testing
shall be performed in accordance with TM 3015 of MIL-STD-883 and
the device specification. The testing procedure defined within
ANSI/ESDA/JEDEC JS-001 for Human Body Model (HBM) and
ANSI/ESDA/JEDEC JS-002 for Charge Device Model (CDM) may be
used as an option in lieu of TM 3015 for applicable devices (e.g. high
pin count devices wherein parasitic charge may effect ESD failures).
However, manufacturers shall document such ESD testing procedure
in the QM plan that require QA approval. The reported ESD sensitivity
classification levels shall be documented in the device specification
(see 3.6.7.2). In addition, unless otherwise specified, Human Body
Model (HBM) and Charge Device Model (CDM) tests shall be
performed for initial qualification and product redesign as applicable. If
manufacturer is using the HBM or CDM or both method for ESD
classification, it shall be reported in the device specification or
standard microcircuit drawing (SMD) devices certificate of compliance
(CofC).

7

DLA Specific Activities (Cont’d)
o Proposed clean re-wording:
4.2.3 Electrostatic discharge (ESD) sensitivity. ESD sensitivity testing
shall be performed in accordance with TM 3015 of MIL-STD-883 and
the device specification. The testing procedure defined within
ANSI/ESDA/JEDEC JS-001 for Human Body Model (HBM) may be
used as an alternate in lieu of TM 3015. Testing for Charge Device
Model (CDM) sensitivity shall be performed in accordance with
ANSI/ESDA/JEDEC JS-002. Human Body Model (HBM) and Charge
Device Model (CDM) tests shall be performed for initial qualification
and product redesign as applicable. The reported ESD sensitivity
classification levels shall be documented in the device specification
(see 3.6.7.2). The manufacturer shall report the test method(s) used
for ESD sensitivity classification in the device specification or standard
microcircuit drawing (SMD) devices certificate of compliance (CofC).

•

Proposed update to ESD definition to define HBM and CDM:
o 6.4.18 Electrostatic discharge (ESD) sensitivity. ESD sensitivity is
defined as the level of susceptibility of a device to damage by static
electricity. The level of susceptibility of a device is found by ESD
classification testing and is used as the basis for assigning an ESD
classification for the Human Body Model (HBM) or the Charged
Device Model (CDM).
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DLA Specific Activities (Cont’d)
o Human Body Model (HBM): One of the most common causes of electrostatic
damage is the direct transfer of electrostatic charge through a significant series
resistor from the human body or from a charged material to the electrostatic
discharge sensitive (ESDS) device. The Human Body Model is the oldest and most
commonly used model for classifying device sensitivity to ESD. The HBM testing
model represents the discharge from the fingertip of a standing individual delivered to
the device. It is modeled by a 100 pF capacitor discharged through a switching
component and a 1.5 kohms series resistor into the component. Testing for HBM
sensitivity is defined within MIL-STD-883 Method 3015 and within ANSI/ESDAJEDEC JS-001.
o Charged Device Model (CDM): The transfer of charge from an ESDS device to a
conductive material is also an ESD event. A device may become charged, for
example, from sliding down the feeder in an automated assembler. If it then contacts
the insertion head or another conductive surface, which is at a lower potential, a
rapid discharge may occur from the device to the metal object. This event is known
as the Charged Device Model (CDM) event and can be more destructive than the
HBM for some devices. Although the duration of the discharge is very short (often
less than one nanosecond), the peak current can reach several tens of
amperes. The device testing standard for CDM is ANSI/ESDA JS-002. The test
procedure involves placing the device on a field plate with its leads pointing up, then
charging it and discharging the device.

•

Note: need to fix typo in section 6.8
o List of acronyms has “HAST” listed for “Human body model” – it should be “HBM”.
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DLA Specific Activities (Cont’d)

•

ESD Changes (Submitted)
o Suggested solution: Replace “Devices” with “Wafers/Dice/Devices” such as
in Para A.4.4.2.8:
o A.4.4.2.8 Electrostatic discharge (ESD) sensitivity.
……..Wafers/dice/devices shall be handled in accordance with the
manufacturer's in-house control documentation, which shall be maintained
by the manufacturer……...

Mars 2020 is ready for its voyage.
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Human Body Model (HBM)
883 vs JEDEC Test Methods

•
•

•

Per MIL-PRF-38535, they are equivalent.
883 requires 3 zaps per pin, JEDEC 1 zap per pin. No data showing
equivalency. NASA did limited testing.
Initial Results of ESD Testing
o Tests performed on
❖ Parts from same manufacturer
❖ Same function
❖ Same lot
❖ Testing done in increments of 250V

•

o Test Results
❖ Human Body Model (HBM) per MIL-STD-883
➢ 3 units tested
➢ All 3 failed at 250V
❖ Human Body Model (NBM) per JEDEC standard
➢ 3 units tested
▪ 2 units failed at 250V
▪ 1 unit failed at 500V

Discussion
❖ Misclassification is a concern

•

Next Step
o Test additional units at smaller voltage increments?
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JC-13/ESDA Activities

•

JC-13 Started a Task Group on ESD
o The fact that it is a JC-13 task group means that it has the highest level of
attention and applies to all commodities
o Last meeting in Jan. 2020

•

JEDEC/ESDA Are Continuing Joint Effort
o JESD 625B and S20.20 Harmonization telecons and face-to-face meetings
o Participation by NASA and Aerospace Corporation

•

Facilitated Technical Talk on ESD
o By On Semiconductor
❖ At January 2020 JC-13 meeting

•

Leveraging ESDA Standards Meetings
o The recent meetings in Riverside, Ca covered topics such as
❖ Automotive (WG 27)
❖ Finger cots and gloves (WG 15)
❖ High reliability (WG 19)
❖ ESD wafer foundry parameters (WG 22)
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JC-13/ESDA Activities (Cont’d)

•

Continuing NASA ESD Surveys
o Conducted by NASA experts
o A major finding: The manufacturers
are spending money to buy ESD
safe material but those products
need to be validated – we limited
testing found the so called ESDsafe curtains and cabinets were
not safe!

Launch of the ESA/NASA
Solar Orbiter mission to study
the Sun from Cape Canaveral
Air Force Station in Florida on
Feb. 9, 2020.
Source: NASA Website

Photo credit: Jared Frankle
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ESD Outreach by NASA

•

NASA Is Highlighting ESD in EEE Parts Bulletins
o Released three special editions on ESD.
o The first dealt with the need to upgrade specifications related to ESD and
suggestions for better ESD practices wherever parts are manufactured,
stored, or prepared for shipment.
o The second ESD special issue focused on a parts failure investigation that
ultimately concluded that ESD was the most likely cause of the failure. The
second issue also included an important reminder about regular ESD testing.
o The third issue provided an example demonstrating the importance of
maintaining ESD discipline and a high-level risk analysis related to
electrostatic discharge.

•

Invited ESD Talks
o NASA has been instrumental in arranging invited talks at JC-13/CE-12
meetings.
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NASA ESD Surveys of Microcircuit Supply Chain

•

NASA ESD Surveys
o Benefits not only NASA but the whole community
❖ Especially vendors processing very expensive new technology parts
(where the per unit price could approach $200k)
o Candidate companies are identified during DLA audits—but not a DLA activity
o Conducted by NASA ESD experts
❖ The survey findings and corrective actions have been merely suggestions
for improvements (but, in all cases, were implemented by the vendors)
o Very well received
❖ Some vendors have requested re-surveys every two years
o Working with Suppliers and DLA to incorporate NASA ESD Surveys into DLA
audit agendas
❖ Make efficient use of resources
❖ Was done a few times, worked well

NASA ESD Surveys Are Meeting Greater ESD
Challenges for Electronic Parts
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Examples of NASA ESD Survey Findings

•

Findings
o ESD Protected Areas (EPAs) were not designated as such
o The so called ESD-safe curtains and cabinets were not safe!
They needed shielding/grounding
o In several cases, chairs were noted to be non-ESD Safe
o Non-ESD items found on ESD work benches
❖ Binders, plastic bottles, mouse pads
o CRT monitors were found near parts in engineering test. These are charge
generators. CRT displays are not recommended.
o Cloth wrist straps were used typically. Prohibited per JPL 34906.
o Operator retraining certifications had lapsed
o Waste Bins/Bin Liners were found to hold or generate charge
o Ionizer generated + 2000V spikes when tested
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Potential ESD Issue Identified During Customer Source
Inspection (CSI)

• Cleanroom Humidity Nonconformance
o A customer source inspection (CSI) was performed recently
o During the routine check of temperature and relative humidity in the
cleanroom, humidity was seen to be 26.5%
❖ Mil spec requires 35-65%
o The manufacturer to notify DLA of their nonconformance
o Further follow-up thru NEPAG
❖ A NASA ESD Survey was conducted and recommendations
were made
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Device Design Enhancements – An Ongoing Process

• A major manufacturer is currently enhancing ESD protection
networks
o To improve thresholds for HBM and CDM
o To get higher yields

o Four devices affected
o Qualification data being reviewed by microcircuits Qualifying Activity
(QA) which includes DLA, The Aerospace Corporation and NASA
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NASA ESD Mitigation Going Forward

•

Mitigate Existing and Possible Future ESD Issues by Supporting
Efforts in Six Categories:
1. NASA ESD surveys
o We would like to see the requirements documented in M38535 so DLA
can take over oversight responsibility at least for QML suppliers.
o Responsibility for mitigating the risks from non QML, COTS sources will
require a different approach and we know in a significant number of
cases, we will not be permitted access to monitor such facilities. This is
a significant gap!
2. Independent evaluations of new technologies (e.g., high speed and high
power microcircuits, GaN devices, SiC devices). Characterization of ESD
thresholds per Human Body Model (HBM) and Charged Device Model
(CDM) for new devices
3. Independent evaluations of 883 vs. JEDEC test method equivalencies for
HBM
4. Low-ESD-threshold parts mitigation, e.g., GaN, very high speed ICs (GHz
range) -- conduct limited tests to make recommendations
5. Interfacing with industry groups (e.g., JC13, JC14, ESDA, EC-11, EC-12)
6. Harmonizing ESDA 20.20, JEDEC 625, and other ESD standards

•

Note: NASA Is Part of the Qualifying Activity (QA) for Space
Microcircuits
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Summary

•

•
•

•
•
•

•
•

NASA brought many ESD concerns to the attention of the parts
community
All types of commodities affected for both military and commercial
parts
COTS hardware could be affected more severely
Monthly telecons held on harmonization
of 625 and 20.20 ESD standards
NASA is continuing to conduct ESD Surveys
Parts community must promote an ESD-safe
environment!
M38535 Rev. L has added a number of ESD updates but more needs to
be done. There are other military documents that will require updates.
Be mindful of ESD when shipping / handling parts and hardware!
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Backup Slides
•

EEE Parts Bulletin ESD Special Issues
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•

EEE Parts Bulletin Electrostatic Discharge Special Issue
(Part 1)
NASA EEE Parts Bulletin (January – July 2016)
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EEE Parts Bulletin Electrostatic Discharge Special Issue
(Part 2)
•

NASA EEE Parts Bulletin (August 2016 – May 2017)
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NASA Parts Bulletin

•

NASA EEE Parts Bulletin (August 2017 – May 2018)
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NASA Parts Bulletin

•

NASA EEE Parts Bulletin (June 2018 – September 2018)
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http://nepp.nasa.gov
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