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B0 .
NASA’s mission challenges

Groundbreaking

-~ New mission concepts, new technologies (autonomy, agents, ...),
unknown environments

Past experience provides only a partial guide
Multi-disciplinary
- Navigation, telecom, fault protection, commanding/sequencing, ...
- Cross-coupled interactions
No individual is an expert in all areas
No individual can juggle all the details at once
Resource constrained

- Schedule (e.g., celestial mechanics dictate launch date window),
budget, testbeds,

- CPU, RAM, data storage, bandwidth,

Many risks that, if untamed, lead to cancellation,
underachievement, or even loss of mission

Need good decisions early

- Cost of correcting a bad decision escalates over time

Early on, lack information (e.g., detailed design)
on which to base decisions
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Sl

What do What can get  What can you do

you want? in the way? about it?

“Objectives” “‘Risks” “Mitigations”

“‘Requirements” “Failure Modes” “Solution Options”

“Goals” “‘Defects” “Preventions, Analyses,

Controls,Tests — PACTs”

Mick Jagger " Dr. Michael Greenfield Matt Landano

(Rolling Stones): (NASA HQ): (JPL):

“You can’t always get  “Risk as a resource” “Do the right thing & do it

what you want Trade risk for other right

Descoping — strategic  resources. Can't afford all possible

abandonment of Use risk mitigations, so must

objectives. ~SEe risk as an choose judiciously.
intermediary between

Reprioritize objectives; other resources. Know the purpose(s) of

primary, secondary... each mitigation.

Determine attainment if
given additional
resources ($, mass, ...)
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SPL

Objectives Risks Mitigations

—Returdate- Seftware-bugridden——Become-ShivHevel3—

Insufficient detail for decision making. Elaborate!

In flight s/w upgrades  Requirements risks Requirements practices

Code/Data separable Unstable Documented

Real-time control loops Incomplete Formal CM

Sync to external clock  Unclear Peer review

Tolerate memory errors Invalid Formal inspections

Run time memory =...  Infeasible Formal reviews

Storage = ... Unprecedented Criticality analyses

CPU utilization = ... Large size/complex Verifiability check
Risk u \J Mitigation
x Objective : X Risk:
How much of objective will be How much will risk be reduced
lost if risk occurs? — “Impact” if mitigation applied? - “Effect”

Elaborate enough to be able to say by how much
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JPL.Day1-day of the pessimists!

Objectives - what you want
Risks™* — what could occur to detract from attaining objectives \
Impact (Objective x Risk) - proportion of the Objective lost
if Risk occurs
* All risks, including those whose mitigation is planned:

Makes available for scrutiny explicit assertions of risk reduction
Allows risk and its mitigation to be involved in trades >

Reveals dependencies on mitigations (what if can’t do it on time?)

Day 2 - day of the optimists!

Mitigations — what could be done to reduce risk
Effect (Mitigation x Risk) — proportion by which Mitigation
reduces Risk )

Experts’ estimates, past
experience if available,
models & simulations

Day 3 - day of the realists!

Decision-making guided by

Objectives to discard i i
Jectives to discar accumulated information

Select - Mitigations to perform }
Resources to ask for

Getting the right people is key!!!
Mission scientists, technologists, relevant disciplines’ engineers,
assembly/integration, testing, QA, operation, programmatics
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JPL Day 1 - day of the pessimists!

Risks
Ty Objectives - what you want
" have weights (their relative importance)

: g — 3 1 : Risks - what could occur to detract from
m o — |7 ) attaining objectives
P 9 — b [1.9 | have a-priori likelihoods (how likely
- g — 2 S . they are to happen if not inhibited by

. - I - l Mitigations), usually left at the default of

1 (certain!)

Impact — proportion of

L i Impact (Objective x Risk) - proportion of
objective lost if risk occurs

the Objective lost if Risk occurs
Combine additively: 11 & 12 =11 + 12
(therefore objectives can be more than
100% killed!)

Sum the rows: how much each
objective is “at risk”.

Sum the columns: how much each
Risk causes loss of Objectives.

Disagreement about an impact
number usually (always?) resolved by
refinement of Objective and/or Risk

SEHAS, May 2003 Page 6



JPL Day 2 - day of the optimists!

Mitigations
— what could be done to reduce risk
have costs ($, schedule, high fidelity test
beds, memory, CPU, ...) 1111 I II
have type (prevention, detection — reduce risk
likelihood:; alleviation — reduce risk impact)
have status applied / not applied: major
purpose is to decide which to apply!

Mitigations
I

Effect (Mitigation x Risk) — proportion by which
Mitigation reduces Risk 1
Combine as serial “filters”:

E1&E2=(1-(1-E1)*(1-E2))
e.g., a 0.8 effectiveness Mitigation catches
80% of incoming Risk ,

Effect — proportion by which risk
reduced if mitigation applied

a 0.3 effectiveness Mitigation catches Sum the rows: how much each Mitigation
30% of incoming Risk ; reduces Risks; “solo” or “delta”. '
100% -> 20% -> 14% so together have Sum the columns: how much each Risk
86% effectiveness detracts from Objectives (1) when
(1=(1=08)(1=03))=(1-0.20.7) = Mitigations off, (2) when Mitigations on.
(1-0.14)=0.86

Note: some mitigations can make risks

Note: a law of diminishing returns as apply worse (increase likelihood or impact)!

additional Mitigations
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JPL Day 3 - day of the realists!

Risks
Impacts NN 5
m o — |3 m
m y — |7 [
| 9 — 9 B
L g — 2 9 W

Objectives
Impacts 11

Effects

Mitigations

. [
dmen
,ns‘
L ]
L]

Risks

Risks
Effects
Mitigations E11
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Goal: select mitigations so as
to cost-effectively reduce risk
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Typical DDP information set:
50 objectives, 31 risks, 58 mitigations

SPU

Objectives

ions

t

Mitiga

DDP process and custom tool enables models

of this scale to be built and used effectively
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4,740,000
Checked 396,000

- $-o-meter
Red = remaining risk v \
e . P . boundary =
Green = mitigated risk (but at a cost) A : oY
¢ iso-risk line!
Cost
ALL 4,740,000
Checked 996,000
Goal: select mitigations so as
to cost-effectively reduce risk
Page 10
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Pl “Stem-and-leaf”’(*) visualization
of DDP sparse matrices

E.g., Risks Mitigations - turquimse width = effect

& their : selected
Mitigations -94 B0 B2 Ha B g unselected
: 93 2 ’~ ’,'
RISks — red >- D71 D?Z 94 D?U DBG 93 10(99 98 DZU D34 D63 6?

width = log
outstanding -
2 impact M, By Hie B s By g B Mg By By 465

item number in
M@ nom o Mitigation tree

Item numbeF - 93 94 102D90 2
in Risk tree |

(*) Tufte attributes these to John W. Tukey, “Some Graphical and Semigraphic Displays”
Their usage was introduced into RBP (DDP without numbers) by Denise Howard &
Chris Hartsough, extended further by us in DDP.
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P Typical DDP screenshot

CReqsteient At anment {Tree, Rigkist, Ch
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fiod : : 31.1.3:200 cycles, 8.9. for LEO, GECA]

0 B 31.4-200t0 +125
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; B 3.1.7:4500 degrees C :

00 : BG 3.2:Survive launch

it} . -F 3.2.1:Acoustic vibration

(I . B 3.2.ZEM & EMC, launch & in-flight ; 8 O )
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1100 -8 3.5:8urvive handling
[406 . - BEY3.6:Contamination "

30 M 3.6.1:Hamidity .

70 (2 3.8.2:Intermetalic - - agw -
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100 3.6.5:Small conductive paricles CES&R 5.4 H u
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100 - - @M 47 Raworkabla

" ' M 48 Renemabl'e procasses _’rﬂ *
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2] [Tiee G ~] :; ;‘:,‘
Objvs . 34:Fyo shock, TRobustness

~

~Click objective’s
_bar to get list of
risks impactingg it

17 322 34 381 383 355 367 42 44 46W g 51 83
321 33 35 352 364 238 41 43 A5 47 49 52 54

,_,m
o
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SBP0L Examples

of DDP-assisted improvements

« Cost & Time Saved
— At least two instances of savings > $1M
(per study cost: $10K - $30K)

+ E.g., Storage technology study revealed problematic
overly-stringent requirement, whose removal permitted
dramatic cost & time savings

= Designs Improved
— Savings of critical resources (power, mass, ...) seen in
W\' comparison of designs before & after DDP sessions
0 500

« E.g., Flight experiment redesign: power needs decreased
by 68%, mass decreased by 13%, cost decreased by 9%,
major category of risk changed from architectural to well-
understood design

= Reliability and Safety Increased

- Non-obvious significant risks identified and mitigated
« E.g., Lander — Sufficient L2 cache size on computer
SEHAS, May 2003 Page 13
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= Flight Project risk insights
from DDP

0 10101 #1 I‘ISk

80:Lack of L2 cache proves to be EDL butlleneck

Lack of L2 cache proves
to be EDL bottleneck

Sg Pb-Te TECs do not meet qual schedule ' |
| 198:Indequate computer performance to do N S

1 211:Broadband EDL comm pruves coslly u rp rlse

{ 33:2-step AQ ~-

27:Mars Sa
140:.Cunent
235:Technnq

Pt fli_qht project application

2B:Expectati
| 134:M0S im’

s

G Loty « Large number of risks (>150) and

12%nadequ wgs »

e mitigations (>300)

180 Rodon

) 13 utrn
31

* Mix of several kinds of risks
(Technology, Engineering,
Programmatic, ...)

187:Don't k
I 169 Autonolr}
. G lnadequa
168:Unable
155:Am mat?
i 8:MER overr
. 07 Inadequl
8inadequ
. Z:Inadequ‘
137:Actuato
56.RPS is m!
14:X2000 c

o DDP enables both

9:M5L LIDA|
i 50:RPS Per

s big-picture understanding |*
and detailed scrutiny :

|
: |
‘Rover Av l
|

v- 148:Sensor |J
- IR 153.5ample
2 - 1srsamp|e] |
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SPBL

-

Benefit (expected attainment of objectives)

Cost-Benefit trade space

58 mitigations = 28 (approx 10'8) ways of selecting.
Simulated Annealing used to search for near-optimal selections.

n },ﬁd’, ;:) u&)u “V ‘,;(.% o ”2"?“" :{xl 'l(’.
’\” ,ﬂ A oL .;f,; et e p iy
‘J”{“ ’vz’fpzf 'w‘* Zahn: oA :
2 JA’.& b‘-? ol 13 RN s ‘h} ¢~‘. SNl
gk ~sf:‘*'"'*‘gw«-w‘-..aa» et
‘ " X o Sade g il i U G
i “f s . “ b ¥ooe 4" e
s Ealfia s e S

e
’a & ‘g.< *
St ";:4»“ 5 ‘x' P Wiy

i .,Eachfpoint .represents a

: selection of mitigations,
: located by its cost
1000 S i (horizontal position) and
S : benefit (vertical position).
C i Thousands of such
- : points!
0 T ) = : - T ! e
0 1000000 : 2000000 cost . 3000000 4000000 '
->
Cost
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SPBL Cost-Benefit trade space insights

Significant improvement possible §weet spot! Reg_ion of diminishing returns
A Lowcos, |
| High Benefitr

3000

Benefit (expected attainment of objectives)

Low Cost, : . o 3 |
. Low Benefit f . 20000 cost ; Low Benefit }‘
Cost
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JPL DDP Timeline

199 Los| Code Q/IV&V “Advanced Risk

Reduction Tool”

PEMs: John Kelly, Burton Sigal, Allen Nikora
Pls: John Kelly, Martin Feather

Code Q “Failure Detection
and Prevention Program”

PEMs: Tim Larson, Kelly Moran
Pl: Steve Cornford

2002-?
Code R “Engineering of Complex Systems”
Level 2 Manager: Stephen Prusha Pls: Ken Hicks (Risk-Based Design),

Steve Cornford (Risk Workstation),
Martin Feather (S/W Risk Characterization & Mitigation)

Cornford &
Barela DDP DDP ARRT DDP Cost/benefit
experiment software v1 DDP for Optimization available tradespace
using Excel started s/w via website  capability
A 4 v \ 4 \ 4 \ 4 \ 4 \4
11998 1999 2000 2001 2002 2003
A A A A A A A A A
Compact Micro LTMPF Hybrid LabView A tive Chip Micro Thermal
Holographic Gyro Imaging Pixel On Sun Cycle
Data Technology Sensor Board Sensor Resistant
Storage Electronics
Technology Infusion Maturity Assessments (partial list) MSL (Cor;\;t;r:j; ;\l.e-v;e.lr/\./\;c;ér;lze;)l
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=L Reflections:
Probabilistic Risk Reduction

Probabilistic Risk Assessment computes risk from knowledge of:
o Individual components’ reliabilities (e.g., MTBF)
é o System architecture (e.g., Fault Tree)
o @ o Calculate system risk / reliability
% when system too expensive/complex/long lived/critical to directly measure
C o Gain insight into system vulnerabilities
8 (e.g., cut-sets indicate key contributors to failure)
Probabilistic Risk Reduction computes risk from knowledge of:
o Individual risk mitigation activities (e.g., inspection, unit testing)
o Potential risks - both product risks and process risks (e.g., late/over-cost)
o o Quantitative assessments of mitigations’ effectiveness (at reducing risk) and risks’
Y impacts (on system obijectives)
Q. o © Calculate system risk / reliability
= when development process key system assessment (e.g., software)
2 o Select mitigations to most cost-effectively reduce risk
8 o [dentify problematic objectives (those with expensive-to-reduce risks)
o Gain insight into risks (reduction of, remaining) & mitigations (purpose)
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JPL  bART I: CONCLUDING SUMMARY

— Information: make use of information available early in lifecycle
» Combine knowledge from experts and past experience
« Accommodate both evidence and estimates

— Process: gather the right information the right way
 Objectives, including their relative importance
* Risks, and by how much they impact objectives and requirements
 Mitigations, and by how much their use would reduce risk

— Tool support: effectively handle voluminous amounts of information
 Capture experts’ knowledge on-the-fly during intensive sessions
* Present information through cogent visualizations
* Derive additional knowledge via calculation and search

For more details, please see:

[Feather & Cornford, 2003] M.S. Feather & S.L. Cornford “Quantitative risk-based
requirements reasoning”, to appear in Requirements Engineering (Springer),
published online 25 February 2003, DOI 10.1007/s00766-002-0160-y.

http://ddptool.jpl.nasa.gov
Steven L. Cornford@Jpl.Nasa.Gov  Martin.S.Feather@Jpl.Nasa.Gov
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JPL PART II:

Example of application to technology infusion

Next four slides show application of this risk-based reasoning to the
“Technology Infusion” problem.
For illustration, model checking technology is considered.

Using the DDP risk-centric decision process, aspects application of model
checking (for what, and by whom) are represented as DDP “Objectives”,
impediments to these are represented as DDP “Risks”, and solutions to
those impediments are represented as DDP “Mitigations”.

Quantitative (albeit coarse-grained) estimates of by how much each
impediment inhibits model checking, and by how much each solution
addresses each impediment allows for scrutiny of the net effects of
decisions.
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S0l Technology infusion as a “risk” centric decision problem

“Objectives” “Risks”

impediments to use of model checking

[ 1:artifacts

1.1:rgmts
1.1.1:consistency
1.1.2:completeness
1.1.3:validation
1.1.4:test case generation

1:Technical issues
1.1:state space explosion
1.2:slow turnaround time
1.3:notation that mc can't handle
1.3.1:design notation incompatible with model checking

1.2:design
121 ?equirements verification 1.3.2:property notation incompatible with model
1.2.2:bug finding checking , .
—> 1.3:code 1.4:challenging generation of environment models
1.5:unknown what applications domains are suitable

1.3.1:requirements verification
1.3.2:unit testing

1.3.3:integration testing
1.3.4:structural, defect detection
1.3.5:functional errors, bug finding
1.3.6:timing errors

1.6:unknown how much work it takes
1.7:complexity of deciphering error traces

2:Social Issues
2.1:resistance to learning new languages and tools
2.2:need to have specification expertise

1.4:models 2.2.1:modeling expertise (how to build the model)
1.4.1:sanity checking 2:2.2:LTL etc expertise (how to specify th_e properties)
1.4.2:validation 2.3:well dp(_:umented requirements are lacking
2:who uses the tool 2.4:beneficiaries not thg ones who do |t_

2.1:developers 2.531arge effort of applylng mc_)del checlfln_g .

< 2.2:test engineers 2.6:knowledge of the application domain is required

’ 2.3:QA

2.4:1V&V Note the wide range of issues taken into consideration; our thesis is
2.5:model checking gurus that technology infusion can and does fail for a variety of reasons.

-

—— Choose one from each group. Group 1 is what model checking is to be used for (e.g., 1.1.2, completeness
checking of requirements), Group 2 captures the general level of expertise of the users of model checking
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JPLTechnology infusion as a “risk” centric decision problem

(continued)

11 =¥ 9
RIS kS (repeated from preceding slide)
impediments to use of model checking

1:Technical issues
1.1:state space explosion
1.2:slow turnaround time
1.3:notation that mc can't handle
1.3.1:design notation incompatible with model checking
1.3.2:property notation incompatible with model
checking
1.4:challenging generation of environment models
1.5:unknown what applications domains are suitable
1.6:unknown how much work it takes
1.7.complexity of deciphering error traces
2:Social Issues
2.1:resistance to learning new languages and tools
2.2:need to have specification expertise
2.2.1:modeling expertise (how to build the model)
2.2.2:.LTL etc expertise (how to specify the properties)
2.3:well documented requirements are lacking
2.4:beneficiaries not the ones who do it
2.5:large effort of applying model checking
2.6:knowledge of the application domain is required

SEHAS, May 2003

“Mitigations”

help address impediments to use of model checking

1:tools for abstraction
2:tools for translation into mc Ls
3:hiring PhDs
4:training application engineers
5:increase computing resources
5.1:chips get faster
5.2:more memory
5.3:parallel hiw
6:short training course for LTL el al
7:emphasize the unique role that m/c can
play
8:cost of failure a driver
9:specification patterns for properties
10:model checking provided as a "service®
11:Develop cost models
12:Case studies
13:Baselining & benchmarking
14:(Funded) partnerships with projects
15:Search heuristics
16:custom model checkers for
programming Ls
17:compositional m/c
18:marketing
19:design for verification
20:tools for visualizing results
21:include mc into existing toolset
22:pick customers

Page 22
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1.1 1.3 1.4 1.6 2.1 222

12 082 s 7 F 220555 2 26
Risk magnitudes, when a lesser Mitigation
(11:Develop cost models) adopted

2.4

1.1 131 1.4 1.6 21 222 24

12 132 15 17 221 23 25
Unmitigated Risk magnitudes

Green indicates risk that has been reduced because of the selected mitigation(s);
different selections achieve different risk reductions

..........................................................

e W e e e L R e R iy b e SR e - -

I R Y 11131 14 21222 24

1.2 132 15 17 221 23 24 25 12132 1'51'6” 22123 25
Risk magnitudes, when a key Risk gragtmctlfu‘:‘!ﬁs.bwheln thre? Mlt&g7t,|]ons
Mitigation (14:(Funded) partnerships ,: . t°p. ed: p e‘t’.e Oop cost mogers g
with projects) adopted :training application engineers” an

“2:tools for translation into mc Ls”

Judicious selection of mitigations is the goal - reduce risk, but in a cost effective
manner (e.g., maybe you can’t afford a funded project partnership...)
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JPL End of PART II
(Example of application to technology infusion)

For more details, please see:

“Infusing and Selecting V&V Activities” Martin S. Feather

V&V State of the Art: Proceedings of Foundations '02, a Workshop on Model and
Simulation Verification and Validation for the 215t Century, Dale K. Pace (ed), held
October 22-24, 2002, Johns Hopkins University Applied Physics Laboratory, Laurel,
MD.119-129. Published by The Society for Modeling and Simulation International,
www.scs.org, ISBN 1-56555-256-3 2002.
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