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Problem Addressed

Assessment of the ability of a system (mission) to perform its required
functions in a given time frame can be accomplished using appropriate
modeling techniques. One such technigue is a quantitative representation of
the dependencies between the system (mission) requirements and their
respective risk elements. The success criteria for the system are identified
by the set of requirements that it is intended to achieve. Requirements have
different weights from a systems perspective; some may be more important
than others. The degree of system success is expressed as a weighted sum
of the requirements attainment. -Any event that prevents one or more
requirements from being satisfied is a risk element. Risk elements appear in
various forms. In some cases, they are decomposed into more atomic
events. In other cases, they are combined to yield further risk elements.
Both the combined and the decomposed elements may in turn effect one or
more of the requirements specified in the system or mission success criteria.
Moreover, requirements could be subject to the same process. They could
be decomposed into more atomic elements, or combined to yield higher level

requirements.

The problem that we address in this paper is assessing the expected

 degree of success of the system or mission based on the degree to which

each requirement is satisfied and the relative weight of the requirements.
We assume a complete list of the requirements, the relevant risk elements
and their probability of occurrence and the quantified effect of the risk
elements on the requirements. The challenge that we encounter is carefully
defining the relationships between the elements within each category (intra-
category) and the elements between the two different categories of risk and
requirements (inter-category). In addition, appropriately quantifying and
modeling inter and intra category dependencies is crucial in estimating the
exact measures of system success.

Work Performed

We consider the degree to which each requirement is satisfied to be a
function of the risk elements that affect it. The relationships between the
elements within each category of requirements and risk elements are
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classified into independent, child-parent, or overlapping classes. Events that
are not subsets or supersets of each other, but aren’t independent either are
analyzed for their degree of overlap which is determined by decomposing
them- into their common and separate sub-events. Further, we define
algorithms and heuristics as appropriate to correspond the inter category
elements and assess their dependencies. The probability of occurence of
higher level risk elements are assessed from their basic events using fault
tree analysis techniques.

Expected Results

The results of this work are twofold. First it provides a clearer
understanding of the relationship between the two categories of requirements
and risks and clarifies the type and nature of the dependencies. Second, it
establishes protocols for computing the exact requirement attainment
measures based on the probability of occurrence of the basic risk elements.

Applicable Category

Effective Risk Assessment/Analysis
Modeling and Simulation

Risk and Safety Management

R&M Requirements

R&M Cost versus Benefit Tradeoffs
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