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Cloud in a Historical Context

Jet Propulsion Laboratory
California Institute of Technology

Six Ages of Computing Capacity
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R setpropuision Laboratory | Cgracteristic Benefits of the Cloud

¥

» Scalability/Elasticity : Scale up to meet sudden and/or temporary peaks of
traffic automatically or on demand.

 More Efficient Per-Resource Utilization : Match capacity to current need

* Business agility : Reduces the time required to provision resources to
minutes as well as provide customized capacity

* No Touch Disaster recovery and Back up : High availability with backups,
stand-by virtual resources, and by seamlessly moving failed instances of
virtual resources

 Better Automation : Self-healing, support for Bursting and Better Resiliency
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Cloud Computing
is a way of doing
computing

Cloud Service
Providers

—

N\ - ~
Private Cloud Hvbrid Cloud Public Cloud
ybrid Clou .
Operated solely for an _ Accessible over the Internet
rganization, typically within Composition of 2 or more for general consumption
the firewall interoperable clouds,

. g enabling dataand ~—
application portability

Common Platform, Security Model, & Management Model
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Choices and Flexibility

ﬂ)mmercial
<

Cloud

GovCloud <

inate Cloud <<
.

e Publicly accessible application
New or Redesigned Application
Global Scale and Availability

New or Redesigned Application
Sensitive Application

High Availability

Good Scalability

New or Redesigned Applications
High Performance network. Decent scalability.
Very Sensitive data or applications

Hybrid Cloud

New or redesigned application
Bursting capability
Pre-designed/configured platforms
Architecture Portability
Automated

VMs {

Porting Legacy Applications from Physical Server

Physical Server { e Should be option of last resort
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The Goal: Cloud Computing for Spacecraft

@ Jet Propulsion Laboratory
California Institute of Technology
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, Jason-2 and Jason-3

SearSurface Height Anomaly: SA

OCT 25 2016



ez The Journey: A JPL Cloud
d Vendors
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Vision

Position cloud computing
as not only a standard IT infrastructure option,
but as the preferred Infrastructure option.

Use the Cloud Service organizational model

as a proof-of-concept for future end-to-end IT Service
Delivery initiatives

Through education, infusion, consulting, influence,
and strategic direction
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* We must Define:
— Current state,
— Desired state
— Work required to Transition

This data compiled by Caltech: Information Technology Directorate of the Jet Propulsion Laboratory



@z The 6 Cloud Service Vectors

Service
Management
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Vector 1: Define

“A full IT Service Management capability
Providing or Enabling
All Infrastructure Cloud Computing products.”
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Strategy BUSINESS Financial

Development Opportunity Management
Development

Service
Reporting and Service-Level Architecture,

Analysis \EREECE IR EE Engineering and
Innovation

Innovation, ..
Communications
Technology, and Vendor

Service i) (e Management
Management
Improvement
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Service Definition Basics

Products: /| Samnple Products

A 3-year cloud computing tactical roadmap

A budget, cost model, and rate structure > cloud Sustaining
= V4

e A reposjltory and a survey mechanism to _and Innovation Budget

collect issues and feedback list of desired capabilities
s + Consolidated and Tr | :
* Alignment with the and reqU|rementS
ok Ikormesion Technology Diectornieofthe J * Evolve the servicew  voee——ee ——————————————
Values:

 Consolidated and Truthful Metrics

* (Close and frequent communication with the customer
 Automate everything anywhere

* Bias towards action rather than study
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Customer
Teams

| | | | | ]
Cloud Computing

User Group and
Advisory Team
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development

- Crowd-Sourced and
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Vector 2: Maintain

“A Service that cannot be
Trusted
to deliver

Consistent Quality
has Failed its Customers.”
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Cloud Flavors — Commercial Cloud

Jet Propulsion Laboratory
California Institute of Technology

Commercial Cloud

This data compiled by Caltech: Information Technology Directorate of the Jet Propulsion Laboratory



(Y s oo oo Cloud Flavors — Gov Cloud
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P Cloud Flavors — Private Cloud

Private Cloud
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JPLIT Catalog

Testbeds

AN SRS\ [\ A\ A\ \F\l

IT Service Integration

Hybrid Cloud

Automated Configuration Management & Billing

Gov Cloud

Network
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@ Loipronson Laberater In-Cloud Infrastructure

* Cloud forces us to evolve to support new fundamental network
constructs

Regions

e Qurinfrastructure must evolve too

A Jet Propulsion i
v Califomia Instituteof Technology |

s
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Jet Propulsion Laboratory
Bl California Institute of Technology

SA Managed Cloud Services

Sustaining infrastructure can be hard in today’s fast-paced world
of shifting cybersecurity standards and vulnerabilities.

Why Run your Own Datacenter!

Drop off your well-behaved

applications and we’ll manage them!
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@ sz Managed Cloud Services

. RedHat, Centos and Wind

. Patching and Security up

. Infrastructure Service Integration

. Security Plan Management and Operating System |aye
. Backups and Data Retention

. Operating System Availability Monitoring and Response
. Consultation on architecture setup

. Business Hours Support (9 am - 5 pm PST)

. After-Hours response to Monitoring alerts

Per Incident After Hours Emergency Support

. For those only subscribed to Basi
. Per-Incident charge

. After Hours SA Response

. After-Hours Coordination with
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Vector 3: Analyze

“It is a capital mistake to theorize
before one has data.

Insensibly one begins to twist facts to
suit theories, instead of theories to
suit facts.”

-Sherlock Holmes
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Cloud Forecasting Tool
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on_demands_subtotal, request_subtotal, spots_subtotal, storages_subtotal, total and reserved_instances_subtotal by month
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Jet Propulsion L cost Savings show Help
California Institute o

Possible Monthly Savings

Idle Resources: $3,200.97

$11,754.63
Mis-Provisioned Resources: $0.00
Security Cost Availability Usage
(83 issues) (9 issues) (11 issues) (17 issues)

History: 05/03/2018 07:06 PM v O D Export Summary

Unused Resources: $200.44

Previous Generation Resources: $810.72

~ Auto Scaling Groups with Notifications Not Enabled
16 EC2 Snapshots Of Deleted AMIs
28 Under-Utilized EC2 Instances (=}

3 Under-Utilized Elastic Load Balancers

| 3 CloudFront Distributions With Logging Not Enabled
° Iti
Re a t I n 0 4 EBS Volumes With Excessive Snapshots e
[ ] CO St D‘ 0 EC2 Instances Not Attached To An Auto Scaling Group
0 36 EC2-Classic Security Groups With No EC2 Instances
Resour

0 14 EC2-VPC Security Croups with No Resources

. Providt
- M

M Reserved Purchase Recommendations

+) Frevious Ceneration nstances ould Be Migrated

— Sc

& EC2 Reserved Instance Purchase Recommendations
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Jet Propulsion Laboratory Real-Time Cloud BI”Iﬂg Estimates

California Institute of Technology

Billing & Cost Management Dashboard R )

Cost Type:  Blended ¥  SelectMonth: May2018 Include RI Upfront Costs

Current Month-to-date for May 2018

$1,350.64
Spend Summary Month-to-Date Spend by Service
$15000 Services Amount
B Ex $1,329.76
$12500
[ e $2071
510000 . CloudWatch $0.14
e TI to
§7500 AWS Confi $0.03
Vi Il scs $0.00
$5000
. I\/ . CloudFront $0.00
enses
$2500
. AWS loT $0.00
tc . 7 ssos
Last Month Month-to-date Forecast
(April 2018) (May 2018) (May 2018)
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@/ Calfomia stitsof Techology Spend by Percentage

VPC($) EC2-ELB(S)
29 1% Other
3%
S3(S) / / °
| %
Relational
Database EC2-Instances(S)
Service(S)___ 41%
10%
Rls
15%

EC20ther
21%
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Vector 4: Protect

“CyberSecurity isn’t something you buy

or take, like a pill...
It’s like Hygiene,
It’s built into how you think and behave,
like washing your hands.
It’s just Good Hygiene”

This data compiled by Caltech: Information Technology Directorate of the Jet Propulsion Laboratory



@Jet Propulsion Laboratory CI ou d Fe d erd te d Logl N

California Institute of Technology

Allows AWS Cloud resources to be managed centrally

Use single sign-on (SSO) to access accounts using
their JPL Account

SAML (Security Assertion Markup Language 2.0)
connects AWS roles to a JPL LDAP group

Configured in both Commercial and GovCloud
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Why is Federated Login Exciting?

Account Owners can manage which users have access to their
account using LDAP Groups

Users only need to remember two links to log in to their AWS
accounts
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Roles as Code

Auditing, enforcement, and automation while allowing

self-service access to create and manage roles.

Add mandatory Develaper
permissions Defiined Rolle
WA
SuperUser
Superdser

;

I

This data compiled by Caltech: Information Technology Directorate of the Jet Propulsion Laboratory

Check for
errors and
compliance

qr—



Jet Propulsion Laboratory
California Institute of Technology

Roles as Code

Auditing, enforcement, and automation while allowing
self-service access to create and manage roles.

dd mandatory De: r Check for
permissions Defil %and
: | compliance
SuperUser 4: |
N Auto-De ' /mentand

“‘ Manage'-U pdates
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Vector 5: Innovate

“What does IT stand for?
Innovate. Together.”

This data compiled by Caltech: Information Technology Directorate of the Jet Propulsion Laboratory



Jet Propulsion Laboratory
California Institute of Technology

Think "services" not servers.
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Compie

. EC2
Virtual Servers in the Cloud

l: Elastic Container Service
Run and Manage Docker Containers

Ir Elastic Beanstalk
Run and Manage Web Apps

‘ Lambda
Run Code in Response to Events

Storage & Content Delivery
53

Scalable Storage in the Cloud

Glacier

Archive Storage in the Cloud

Snowball

Large Scale Data Transport

Storage Gateway

Hybrid Storage Integraticn

Metworking

s VPC
W |solated Cloud Resources

Direct Connect
Dedicated Network Connection to AWS

Developer Tools
$ CodeDeploy

Automate Code Deployments

Cloud Computing Environments:

AWS Gov Cloud

Database
RDS

Managed Relational Database Service

. DynamoDB
Managed MoS0QL Database

+ ElastiCache
" |n-Memory Cache

. Redshift
Fast, Simple, Cost-Effective Data Warehousing
DMS

Managed Database Migration Senvice

Management Tools
Cloudwatch

Monitor Resources and Applications

CloudFormation

Create and Manage Resources with Templates
CloudTrail
Track User Activity and AP| Usage

o Config

W Track Resource Inventory and Changes

Security & ldentity
? Identity & Access Management

Manage User Access and Encryption Keys

@  Trusted Advisor
Optimize Performance and Security

= Ceriificate Manager

——

= Provision, Manage, and Deploy SSUTLS Certificates
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Analytics
e EMR

Managed Hadoop Framework

Elasticsearch Service
Run and Scale Elasticsearch Clusters

g, Kinesis

== Work with Real-Time Streaming Data

Mobile Services

‘ SNS
Push Notification Service

Application Services
* API Gateway

Build, Deploy and Manage APls

- SQSs
Message Queue Service
SWF

Workflow Service for Coordinating Application
Components

Migration

Server Migration
Migrate on-premises servers to AWS

Artificial Intelligence

e Amazon Polly
Turn Text into Lifelike Speech

@ Rekognition

Search and Analyze Images
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A

Alexa for Business
Amazon Chime =
Amazon Comprehend
Amazon Connect
Amazon FreeRTOS
Amazon GamelLift
Amazon Lex

Amazon Macie =
Amazon MQ

Amazon Polly
Amazon Redshift
Amazon SageMaker
Amazon Sumerian =
Amazon Transcribe
Amazon Translate
APl Gateway
Application Discovery Service
AppStream 2.0
Artifact

Athena

AWS AppSync

AWS Aauto Scaling
AWS DeeplLens

AWS Glue

AWS Migration Hub
AWS Single Sign-On

Batch

C

Certificate Manager
Cloud9
CloudFormation
CloudFront
CloudHSM
CloudSearch
CloudTrail
Cloudwatch
CodeBuild
CodeCommit
CodeDeploy
CodePipeline
CodeStar
Cognito

Config

D

Data Pipeline

Database Migration Service
Device Farm

Direct Connect

Directory Service
DynamoDB

Cloud Computing Environments:
AWS Commercial Cloud

Elastic Container Service
Elastic Transcoder
ElasuCache
Elasticsearch Service

Glacier
Greengrass
GuardDuty

1

1AM

Inspector

loT Analytics

loT Core

loT Device Management

K
Kinesis
Kinesis Video Streams

L

Lambda
Lightsail =
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Machine Learning
Managed Services
MediaConwvert
MediaLive
MediaPackage
MediaStore
MediaTailor
Mobile Analytics
Mobile Hub

o

OpsWorks

=

Pinpoint

Q
QuickSight &

R

RDS
Rekognition
Route 53

s

53

Server Migration Service
Service Catalog

Simple Email Service
Simple Motification Service
Simple Queue Service
Snowball

Step Functions

Storage Gateway

SWF

Systems Manager

T

Trusted Advisor

VPC

wW

WAF & Shield
WorkDocs
Workhail
WorkSpaces

X-Ray
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° Secure, ruggedized appliance for Azure data transfeAzu re
¢  Storage Explorer
° View and interact with Azure Storage resources

® Archive Storage

Industry leading price point for storing rarely accessed data
®  Web

¢ App Service

¢ Quickly create powerful cloud apps for web and mobile

® APl Management

° Publish APIs to developers, partners, and employees securely and at scale
®  Content Delivery Network

° Ensure secure, reliable content delivery with broad global reach
®  Notification Hubs

° Send push notifications to any platform from any back end

®  Azure Search

Fully-managed search-as-a-service
®  Web Apps
Quickly create and deploy mission critical web apps at scale
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Vector 6: Align

“Vison in a Vacuum

leads to Products
that Really 7
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* Understand:
* Engage:

* Empower:
* Deliver:

Dead\ne

)]
=
0
a
VA
-
0
=z

* EXxpect:
e Reward:
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Cloud Maturity Scale

Cloud Native
Architecture

Lift and Shift \ncre?
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Example of a Webserver Lift & Shift

* Benefits:
— Hardware Maintenance and Upgrades by Cloud Provider
— Potential for Reduced Cost

* Concerns
— Potential of Increased Risk of Outages
— Cloud does not plan outages or respect flight freezes!

* You still need to
— Continue to Patch, Upgrade, and Secure Instances
— Manage Scaling and Load Balancing
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Example of a Webserver Cloud Native

Jet Propulsion Laboratory
California Institute of Technology

 Benefits:
— Infinite AutoScaling

— Reduced Risk of Outages

— Serverless
* No Instances or Servers to Maintain
* No Maintenance or Patching

— More Capabilities and Options as services Improve
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Adoption

“Vision

without Execution
is simply

Hallucination”

This data compiled by Caltech: Information Technology Directorate of the Jet Propulsion Laboratory



Adoption Strategy & Action Plan
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Cloud Computing Currently in Use Today @ JPL

*Just a few examples

* Spacecraft telemetry processing
— MSL, SMAP, DAWN, Jason-{2,3}, M2020, & more

* Science data processing
— OCO-2, SMAP, ARIA, SWOT, NISAR

* DSN archival data storage

e |IT Infrastructure Services
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Does this Work?

MISSIONS AND TEAMS

* Adoption of Cloud by JPL USING CLOUD AT JPL
Missions is rocketing upwards. 0
* Upgrades to the Cloud are now a -
critical component to JPL’s e
infrastructure. 60
 Inthe last Quarter, IT has a0
released over 21 new cloud 20
Infrastructure Improvements 0
including 11 major Rollouts &0&0&\%%&00\%&\%10&0«
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* Presentation by:
— Michael Stefanini, JPL

e Senior Engineer and Associate CTO for IT
* Manager of the IT Engineering and Project Management Office

* Manager of JPL Cloud Services

Reference herein to any specific commercial product, process, or service
by trade name, trademark, manufacturer, or otherwise, does not
constitute or imply its endorsement by the United States Government or
the Jet Propulsion Laboratory, California Institute of Technology.
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