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Who Is JPL?
• We are a federally funded research and 

development center (FFRDC) managed 
by Caltech

• We are a full NASA Center

• We have 27 missions ongoing including:

– 17 spacecraft

– 10 instruments

• We manage NASA’s Deep Space 
Network (DSN)

• We “Dare Mighty Things”



This data compiled by Caltech: Information Technology Directorate of the Jet Propulsion Laboratory

Mars Science Laboratory Wheel Designs
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Cloud in a Historical Context

Six Ages of Computing Capacity 
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There are many cloud providers
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Type of Cloud Services (X-aaS)
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IaaS Providers
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Characteristic Benefits of the Cloud

• Scalability/Elasticity : Scale up to meet sudden and/or temporary peaks of 
traffic automatically or on demand.

• More Efficient Per-Resource Utilization : Match capacity to current need

• Business agility : Reduces the time required to provision resources to 
minutes as well as provide customized capacity

• No Touch Disaster recovery and Back up : High availability with backups, 
stand-by virtual resources, and by seamlessly moving failed instances of 
virtual resources

• Better Automation : Self-healing, support for Bursting and Better Resiliency



This data compiled by Caltech: Information Technology Directorate of the Jet Propulsion Laboratory

Cloud service models
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Benefits of the Various Cloud Models

Hybrid Cloud
• Bridges Multiple Clouds

• Allows Orchestration

• Supports Resource Portability

• Allows better cost management

Commercial Cloud

•Better Scalability

•Multi-Tenant

•Diversity of Instance 
Classes

•Diversity of Service 
Options

Private Cloud
• Single Tenant Architecture

• Control & visibility of 
physical hardware

• Higher levels of data 
sensitivity at JPL

• Better Network 
Performance
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Choices and Flexibility

Commercial 
Cloud

• Publicly accessible application

• New or Redesigned Application

• Global Scale and Availability

GovCloud

• New or Redesigned Application

• Sensitive Application

• High Availability

• Good Scalability

Private Cloud

• New or Redesigned Applications

• High Performance network. Decent scalability.

• Very Sensitive data or applications

VMs • Porting Legacy Applications from Physical Server

Physical Server • Should be option of last resort

Hybrid Cloud
• New or redesigned application
• Bursting capability
• Pre-designed/configured platforms
• Architecture Portability
• Automated
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The Goal: Cloud Computing for Spacecraft



This data compiled by Caltech: Information Technology Directorate of the Jet Propulsion Laboratory

The Goal: Cloud Computing for Spacecraft
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The Goal: Cloud Computing for Spacecraft
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The Benefit

Are we alone?

How do we protect 
Our Earth?

How can we reach 
other Solar Systems?

Is there an 
Earth 2.0?

Was there life 
on Mars?
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The Journey: A JPL Cloud
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Vision
Position cloud computing 

as not only a standard IT infrastructure option, 
but as the preferred Infrastructure option.

Use the Cloud Service organizational model 
as a proof-of-concept for future end-to-end IT Service 

Delivery initiatives

Through education, infusion, consulting, influence, 
and strategic direction
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Setup
• We must Define:

– Current state, 

– Desired state

– Work required to Transition
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The 6 Cloud Service Vectors

Service 
Management

Define

Innovate

Analyze

Maintain

Protect

Align
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Vector 1: Define

“A full IT Service Management capability 

Providing or Enabling 

All Infrastructure Cloud Computing products.”
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Sample Objectives

Strategy 
Development

Business 
Opportunity 

Development

Financial 
Management

Reporting and 
Analysis

Service-Level 
Management team

Service 
Architecture, 

Engineering and 
Innovation

Innovation, 
Technology, and 

Service 
Improvement

Communications 
and Change 

Management

Vendor 
Management
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Service Definition Basics

Authority:
• Define IT cloud priorities and strategies 

as approved by IT executive leadership
• Budgetary authority and the ability to 

apply it to people, resources, or 
necessary procurements

Responsibility:
• Manage the cloud Sustaining, 

Operations, and Innovation Budget
• Maintain a list of desired capabilities 

and requirements

Products:
• A 3-year cloud computing tactical roadmap
• A budget, cost model, and rate structure
• A repository and a survey mechanism to 

collect issues and feedback

Values:
• Consolidated and Truthful Metrics
• Close and frequent communication with the customer
• Automate everything anywhere 
• Bias towards action rather than study
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IT Executives

Service Manager

Service Reliability 
Engineer / Architect

Service Operations 
Manager

Service Engineers

Service 
Improvement 

Manager

Project/ 
Development Leads

Crowd-Sourced and 
Customer-led 
development

Service 
Financial/Analytics 

Manager

Service 
Relationship 

Manager

Cloud Computing 
User Group and 
Advisory Team

Service Vendor 
Manager

Cloud Consulting 
Team

Service 
Cybersecurity 

Engineer
Sub-Service Leads

Sample Organization
Cloud Team

Cross-Service 
Team Members

Temporary 
Assignments

Customer 
Teams

Maintain Analyze Align

Define

Innovate Protect
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Vector 2: Maintain

“A Service that cannot be 

Trusted

to deliver

Consistent Quality

has Failed its Customers.”
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Commercial Cloud

Cloud Flavors – Commercial Cloud
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Gov-Cloud

Cloud Flavors – Gov Cloud
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Private Cloud

Cloud Flavors – Private Cloud
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Cloud Flavors – Hybrid Cloud
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1 Logical Compute Cloud
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JPL’s Cloud Layers

Private Cloud Gov Cloud Commercial Public Cloud

Hybrid Cloud

Automated Configuration Management & Billing

3-tier 
Web

Basic OS HPC Etc…Testbeds

JPL IT Catalog

Network

IT Service Integration
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In-Cloud Infrastructure
• Cloud forces us to evolve to support new fundamental network 

constructs

• Our infrastructure must evolve too

Regions

Security Zones / 
VPCs

Network

Infrastructure
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Essential Cloud Infrastructure

• Amazon (Azure) Essential Infrastructure provides local JPL 
Infrastructure Services

– DNS, NTP, LDAP, Kerberos, HTTP proxy, more in progress

– All services are self-healing and HA across multiple AZs
• Includes Internal-facing VPCs with vGWs and Public-facing VPCs

– Peering a VPC requires architecture review and may require 
technical and best-practice changes to application architecture

us-gov-west-1us-west-2
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SA Managed Cloud Services
Sustaining infrastructure can be hard in today’s fast-paced world 
of shifting cybersecurity standards and vulnerabilities. 

Why Run your Own Datacenter!

Drop off your well-behaved

applications and we’ll manage them!
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Managed Cloud Services
Basic Service includes:
• RedHat, Centos and Windows security vetted images
• Patching and Security updates of OS components
• Infrastructure Service Integration (LDAP / NTS / DNS Configuration)
• Security Plan Management and Operating System layer SPL remediation
• Backups and Data Retention
• Operating System Availability Monitoring and Response
• Consultation on architecture setup
• Business Hours Support (9 am - 5 pm PST)

Managed Operating System - Critical Infrastructure Support (CIS)
• All of the above plus:
• 24/7 SA Response
• After-Hours Incident Escalation and Coordination
• After-Hours response to Monitoring alerts
•

Per Incident After Hours Emergency Support
• For those only subscribed to Basic Support:
• Per-Incident charge
• After Hours SA Response
• After-Hours Coordination with customer
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Vector 3: Analyze

“It is a capital mistake to theorize 
before one has data. 

Insensibly one begins to twist facts to 
suit theories, instead of theories to 

suit facts.”
-Sherlock Holmes
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Cloud Forecasting Tool

• Generate monthly cost forecasts by combining your cloud capacity 
requirements and historical AWS cloud pricing.

• The forecasts can be run from either the OCIO’s Website or can be 
plugged into your existing application via our API’s.

• Accurate cost-evaluations by pulling AWS rates at least twice a day.
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CloudCheckr Cost Dashboard

• Realtime cost usage for Amazon Web Services

• Cost Dashboard is a tool that helps manage, optimize and govern your usage of Cloud Computing 
Resources

• Provides a unified cost, security, inventory, utilization, and automation solution
– More efficient

– More secure

– Save money
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Real-Time Cloud Billing Estimates

• The Cloud Cost Dashboard provides our AWS Cloud users with the ability to 
view their costs that are accumulated during the current month.

• Make sense of every billing detail and proactively plan for upcoming expenses 
to keep your cloud costs in check. 

• Includes all Cloud Maintenance, Service, and Support
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Services Comparison
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Spend by Percentage
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Vector 4: Protect

“CyberSecurity isn’t something you buy 

or take, like a pill… 

It’s like Hygiene, 

It’s built into how you think and behave, 

like washing your hands.  

It’s just Good Hygiene”
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Cloud Federated Login

Allows AWS Cloud resources to be managed centrally

Use single sign-on (SSO) to access accounts using 
their JPL Account

SAML (Security Assertion Markup Language 2.0) 
connects AWS roles to a JPL LDAP group

Configured in both Commercial and GovCloud
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Why is Federated Login Exciting?

• Account Owners can manage which users have access to their 
account using LDAP Groups

• Users only need to remember two links to log in to their AWS 
accounts
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Auditing, enforcement, and automation while allowing 

self-service access to create and manage roles. 

Roles as Code

Develuper
Defiined Role

with 
SuperUser

Developer 
Defined Role

with

Check for 
errors and 

compliance

Add mandatory 
permissions

SuperUserSuperUser
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Auditing, enforcement, and automation while allowing 

self-service access to create and manage roles. 

Roles as Code

Developer 
Defined Role

with

Check for 
errors and 

compliance

Add mandatory 
permissions

SuperUser
Auto-Deployment and 

Managed Updates
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OS Pipeline
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Vector 5: Innovate

“What does IT stand for?

Innovate. Together.”
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•Think "services" not servers.
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Cloud Computing Environments: 
AWS Gov Cloud
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Cloud Computing Environments: 
AWS Commercial Cloud
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Cloud Computing Environments: 
Azure
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F I N D  
L I F E ?

W H E R E  
C O U L D  W E

Europa
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M A R S  2 0 2 0

Mars 2020
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Mars 2020
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Vector 6: Align

“Vison in a Vacuum 

leads to Products 

that Really Stink.”
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Aligning
• Understand:

• Engage:

• Empower:

• Deliver:

• Expect:

• Reward:
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Cloud Maturity Scale

Lift and Shift

Cloud Native 
Architecture
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• Benefits:
– Hardware Maintenance and Upgrades by Cloud Provider
– Potential for Reduced Cost

• Concerns
– Potential of Increased Risk of Outages
– Cloud does not plan outages or respect flight freezes!

• You still need to
– Continue to Patch, Upgrade, and Secure Instances
– Manage Scaling and Load Balancing

Example of a Webserver Lift & Shift



This data compiled by Caltech: Information Technology Directorate of the Jet Propulsion Laboratory

• Benefits:

– Infinite AutoScaling

– Reduced Risk of Outages

– Serverless

• No Instances or Servers to Maintain

• No Maintenance or Patching

– More Capabilities and Options as services Improve

Example of a Webserver Cloud Native
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Adoption

“Vision 

without Execution 

is simply 

Hallucination”
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Adoption Strategy & Action Plan
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Cloud Computing Currently in Use Today @ JPL

•Just a few examples

• Spacecraft telemetry processing
– MSL, SMAP, DAWN, Jason-{2,3}, M2020, & more

• Science data processing
– OCO-2, SMAP, ARIA, SWOT, NISAR

• DSN archival data storage

• IT Infrastructure Services
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Does this Work?

• Adoption of Cloud by JPL 
Missions is rocketing upwards.

• Upgrades to the Cloud are now a 
critical component to JPL’s 
infrastructure.

• In the last Quarter, IT has 
released over 21 new cloud 
Infrastructure Improvements 
including 11 major Rollouts
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Thank You
• Presentation by:

– Michael Stefanini, JPL
• Senior Engineer and Associate CTO for IT

• Manager of the IT Engineering and Project Management Office

• Manager of JPL Cloud Services
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