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Introduction

Systems should be resilient to a cyber attack, but increasing
frequency, sophistication, and success of adversarial
incursions has shown that traditional preventive
approaches are insufficient

Consequently, the toolbox must include an approach that
supports resilience. A core need is the ability to perform an
impact analysis to support reasoning about the various
consequences of adversarial activities.

Complexity makes impact analysis difficult to accomplish:
“siloes”, evolution in the system, and other factors.

This paper describes a model-based approach aimed at
enabling the defense to analyze the various potential
consequences of adversarial activities on critical objectives
and compose an appropriate response.

Note: This is ongoing
work



Overall Technical Approach

Goal: Take a “Holistic Approach”

— Combine disparate information at different levels of abstractions in a common framework to
provide a basis for cyber security reasoning

Capture information about the system:
— processes, software, data flows, control flows

— underlying hardware and software infrastructure (operating systems, protocols, ... ) —include
CVEs (common vulnerabilities and exposures)

Capture interconnections between abstraction levels (cyber attacks “move through
system”)

Develop visualize tool where SMEs can inspect system, search for assets, and navigate
abstraction levels

Identify risks by analyzing modeled system:
— What-if attack propagation
— Potential paths from end points to system assets, processes, or mission objectives
— Centrality/interconnection/resilience of system assets

Verify model using SMEs interactions and information about real system
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Knowledge Capture Approach
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(Simplified) Model Architecture
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Analysis Approach
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Analysis Approach
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Analysis Approach
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Analysis Approach
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Visualization System
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Model of System — Different Levels

°° «— |

B

Workflow/Process

Software

Information/F

Pre-Decisional — For Planning and Discussion Purposes On ly

iles

Hardware

Storage

12



Visualizing Analysis Results
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Current State and Advances

Current State

Lack of Cyber and Mission SME access to
captured information

Cyber SME’s unable to navigate
information in real time, e.g., adjust
focus

Traditional models lack critical detail,
e.g., cyber information

Unable to rapidly update model
information to keep pace with cyber
environment

Unable to propagate change through the
model — attack propagation

Veracity of evidence is not clear

Simplify access and manipulation by
developing visualization tool

Intuitive interface for real-time
exploration of the entire model

Model now includes protocols,
underlying libraries, versions, CVEs as
part of metadata

Confirm validity of model w.r.t. the real
system, scan/query systems in real time.

Analyses that propagate attack vectors,
visually displayed

Capture sources in the model with dates
to identify when information is valid



Conclusions and Next Steps

By holistically considering system, can perform what-if
analyses and understand impact on process

Developing a reusable strategy for visualization and analysis
that could be applied to multiple problems.

Current Progress:
— Developed initial model of the system
— ldentified analysis types and implemented initial analyses

— Developed initial visualization tool prototype to iterate
with SMEs

Future Work:
— Automated attack tree exploration
— Incorporate timing information

— Continue to develop visualization look, feel, and
performance
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Related Works

Model Construction [Burgess2004, BM2011]

— Graph-based model

— Servers, Firewall, Routers, Databases, Software, Files, Workflow
Processes

— Edges represent a relationship between different components

Incorporating NVD [AY2008,FSWJ2008, FW2008]
— Use NVD to focus on privilege escalation

Mission Impacts [Goodall2009,Grimaila2009,Thiem2005]
— Map files to mission objectives

— ldentify critical mission components

Cyber Environment [Jakobson2011,Ralston2007]

— Military

— SCADA

— Space-based asset
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