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Introductions

* Jonathan Chiang — IT Chief Engineer
» Matthew Derenski — Cyber Security Engineer
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Agenda

* Provide a brief background of JPL

« Understand JPL use cases for AWS

* Describe JPL's early engagement with AWS

« Review JPL’s implementation of its governance plan

» Ultilizing governance to achieve organizational
efficiency

- » Measure the value
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What is JPL?

 We are a Federally Funded
Research and Development
Center (FFRDC) managed by
Caltech

 We have 21 spacecraftand 9 [
iInstruments conducting active |
missions

 We manage NASA's Deep
- Space Network (DSN)

"_- We ‘dare mighty things”
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AWS

Ho\'N JPL uses AWS

HPC/Data Processmg
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Europa Clipper Model Payload ~— Nask

Baceling reconnaissance instrument

CARVE

Carbon in Arctic Reservoirs Vulnerability Experiment



How JPL uses AWS

Public Outreach

EYES on THE

SOLAR SYSTEM

Explore the
Solar System

"Mars Exploration Program

-'_Eyes on the Solar System

—y __tﬁght Sky Network
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'How JPL uses AWS

Storage, Backup, and Disaster Recovery

Station Fires
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How JPL uses AWS Rapid Development

Collaboration

DEVOPS ™

MINUTES

CHALLENGES OF GETTING TO MARS CURIOSITY'S SEVEN
MINUTES OF TERRCR TEST

‘amazon
webservices™

B Oracle FLZFTTSS
= Network Security Data Explorer .
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Early AWS Engagement

 |ssued 60+ root level AWS accounts to various
project teams

* Added all accounts to consolidated billing

~» Associated a single project/task number for
chargeback and bill back
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The Problem

amazon
webservices™

Dear Ama [ Fale WP

We've recq amaZ.
webservic

Dear Amazon)|

Instance Id
IP Address:

amazon
webservices™

Dear Amazon EC2 Customer,

We've receive

has been py Instance Id: &
IP Address: B8

‘We've received a report that your instance(s):

This is spec
pe Instance |d: FESR=ES

. 1P Address: iiuieie
Please im

abuse repg| has been port

It's possibld Thisis specific|
secured. T

provides sof

has been port scanning remote hosts on the Internet; check the information provided below by the abuse reporter.

Please immed
abuse reporte]

This is specifically forbidden in our User Agreement: http://aws.amazon.com/agreement/

Case numb| . N . . . -
Please immediately restrict the flow of traffic from your instances(s) to cease disruption to other networks and reply this email to send your reply of action to the original

It's possible th abuse reporter. This will activate a flag in our ticketing system, letting us know that you have acknowledged receipt of this email.

secured. The |
provides somg

Additional
* Destinati
* Destinati
* Destinati
* Abuse Ti

It's possible that your environment has been compromised by an external attacker. It remains your responsibility to ensure that your instances and all applications are
secured. The link http://developer.amazenwebservices.com/connect/entry.jspa?externaliD=1233
provides some suggestions for securing your instances.

Case humber:

* Log Extrg Additional abi Case number: ESSSISSEESaS

<<
Mar 23 19
Mar 23 19

* Destination

* Destination Additional abuse report information provided by original abuse reporter:

* Destination * Destination IPs:
Mar 23 19 ! ;
* Abuse Time * Destination Ports:

Mar 23 194 * Log Extract; * Destination URLs:
m:: ;; :; << ) * Abuse Time: Fri Mar 23 23:36:00 UTC 2012

Mar 23 19:36 * Log Extract:
Mar 23 19:36 <ce
Mar 23 13:36 Mar 23 19:36:59 50.18.0.41:17332 -> 128.173.10.105:25 SYN ******5*
Mar 23 19:36 Mar 23 19:36:59 50.18.0.41:17332 > 128.173.10.122:25 SYN *****+5+
Mar 23 19:36 Mar 23 19:36:59 50.18.0.41:17332 > 128.173.10.140:25 SYN *****+5+
Mar 23 19:36 Mar 23 19:36:59 50.18.0.41:17332 > 128.173.10.21:25 SYN *****+5+
Mar 23 19:36:59 50.18.0.41:17332 -> 128.173.10.240:25 SYN ****#*5+
Mar 23 19:36:59 50.18.0.41:17332 -> 128.173.10.44:25 SYN **#**+5*




Key Principles of JPL’s Governance Model

<-Understand your users and their use cases
<> Apply policy and accountability
<> Provide auditing and traceability
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Account Management

Consolidated Billing

AWS Root — MFA, Managed

By IT Sec

IAM Accounts

Resources
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Organizational Efficiency (DevOps)

* Automated Configuration
Management

* Monitoring, Notification,
Escalation

* Networking
 VVerification and Validation

Development

Operatlon
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Measure the Value

» Calculate the cost of implementing governance
along with the cost of cloud resources

* Consider the benefits of organizational
efficiencies gained by cloud and governance
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Thank You

Please fill out an evaluation form
when you have a chance. |
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