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 Determine how to reduce commanding errors 
during spacecraft operations 
◦ What are the most likely root causes?  
◦ How sensitive are commanding errors to each of the root 

causes?  
◦ How would a reduction in the probability of each of the root 

causes effect the probability of a commanding error?  



 Review Commanding Errors observed on JPL flight projects 
over the last decades.  

 Review the Human Reliability Literature 
 Develop a Classification Tree for Commanding Error Root 

Causes.  
◦ Iterate with experts on this tree.  

 Develop a Bayesian Belief Network Model based on 
Classification Tree 
◦ Iterate with experts on the model.  

 Seed the model with Prior and Conditional Probability Tables 
by combining observed errors with expert knowledge.  

 Analyze, synthesize and iterate.  



 There are two general types of errors: 
◦ Errors of intent or “mistakes” 
◦ Errors in implementing the intent or “slip”. 

 Factors that determine whether or not an error 
occurs can be classified into: 
◦ External Factors : Factors that are external to the human 

operators and indirectly affect them.  
 Adequacy of Models and Simulations, Test-beds and Prototypes, 

Procedures, Auto-checkers, Configuration Management., GSW/FSW 
Interactions.  

◦ Internal Factors: Factors that effect the cognitive abilities of 
the human operators directly. 
 Level of stress and adequacy of training.   
  

5 



Is caused by Is caused by Is caused by Is caused by is caused by

User - Friendly (True, False)

Maintained(True, False)

Set Up (Adequate, Inadequate)

Fidelity (Hi, Low)

User - Friendly(True, False)

Maintained(True, False)

Set Up(Adequate, Inadequate)

Fidelity(Hi, Low)

Flight Team 
External 

Configurations
(Adequate, 
Inadequate)

Process Requirements
(Complete, 
Incomplete)

Process Maturity
(Adequate, 
Inadequate)

FSW Config(Adequate, Inadequate)

Coding(Adequate, Inadequate)

Design(Adequate, Inadequate)

Requirements(Complete, 
GSW Config(Adequate, Inadequate)

Coding(Adequate, Inadequate)
Design(Adequate, Inadequate)

Requirements(Complete, 
Incomplete)

Stress
(Hi, Medium, 

Low)
Intra-team
(Adequate, 
Inadequate)

Inter-team
(Adequate, 
Inadequate)

System Behavior 
Training 

(Adequate, 

Operations Procedures 
Training

(Adequate, 
Inadequate)

Stress (Hi, Med, Low)

Communications
(Adequate, 
Inadequate)

Commanding 
Error

Mistakes
 (True, False) 

OR
Slips

 (True, False)

Internal Factors
Adequate, 

Inadequate)

Process  
(Adequate, 
Inadequate)
Compliance

External Factors
(Adequate, 
Inadequate)

Verification & 
Validation
(Adequate, 
Inadequate)

Hardware Testbeds
(Adequate, 
Inadequate)

Software Simulations
(Adequate, 
Inadequate)

Procedures

Software
(Adequate, 
Inadequate)

Post-launch FSW
(Adequate, 
Inadequate)

GSW
(Adequate, 
Inadequate)



Command Error 



0
0.02
0.04
0.06
0.08
0.1

0.12
0.14
0.16
0.18
0.2

Slip

Mistake

Sensitivity of Probability of Slip to Variable  
= Probability (Slip| Variable= Inadequate)-Probability (Slip | Variable=Adequate) 
 
Sensitivity of Probability of Mistake to Variable  
= Probability (Mistake| Variable = Inadequate) – Probability (Mistake| Variable = Adequate 



0
0.001
0.002
0.003
0.004
0.005
0.006
0.007
0.008

Improvement Potential Contribution of Variable to Probability of Slip Reduction  
= Probability (Slip| Variable= Baseline)-Probability (Slip | Variable=Adequate) 
 
Improvement Potential Contribution of Variable to Probability of Mistake Reduction  
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Scenario 
Probability of 

Slip Error 
Probability of 
Mistake Error 

Baseline Case 4.67%% 4.57%% 
Baseline Case +  

Poor Communications 13.4%% 11.5%% 
Baseline +  

Poor Communications + 
High Stress 14.6%% 12.4%% 

Baseline + 
 Inadequate Procedures 19%% 22.6%% 

Baseline + 
 Inadequate Procedures + 

Inadequate V&V 24.8% 29.9% 

Baseline + 
 Inadequate Procedures + 

Inadequate V&V+  
Poor Communications + 

High Stress 33.7% 36.8% 



Slip Occurred? 
Mistake 
Occurred?  

Internal Factors 
Inadequate 
External Factors 
Inadequate (49.8%) 

External Factors 
Inadequate 

Yes Yes 58.40% 47.30% 

Yes No 45.80% 24.40% 

No Yes 31.80% 62.60% 

No No 98.90% 98.60% 
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 Modeling 
◦ It’s possible to represent a large body of knowledge and literature about 

the JPL commanding errors in a compact causal model.  
◦ Model validation is accomplished by soliciting much subject matter 

expertise and assessment against multiple case studies/ error scenarios.  
 Model Results 
◦ External factors, such as the software and hardware that are used for the 

generation and radiation of command are NOT the strongest contributors 
errors and mistakes.  

◦ Internal factors, such as training in operations procedures, high stress, 
and communications make a stronger contribution to commanding errors.  

◦ The estimated probabilities for errors and mistakes is an order of 
magnitude greater than the actual statistics at JPL.  
 Prior probabilities have been assigned conservatively.  

◦ The relative importance of key factors seems counter-intuitive in some 
instances.  
 Tracing back the rationale in the model gives us insight and helps to 

clarify the reason for such discrepancies.  
 
 

 



 In the near term, the optimal path is to invest 
in the people: 
◦ Training 
◦ Lower stress 
◦ Better communication – team work.  

 
 Maintain a rigorous review process of the 

test-bed results- functionally verify whenever 
possible.  
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Baseline Probabilities* 

* These are the derived probabilities of the intermediary nodes for the baseline case.  The baseline case is 
characterized by  the prior and conditional probabilities specified in previous charts.  



 What percentage of the times are hardware testbeds user-
friendly?  

 what percentage of the times are hardware testbeds 
maintained adequately?    

 what percentage of the times are hardware testbeds set up 
adequately?  

 what percentage of the time do they have hi fidelity?  
 what percentage of the times are software simulations user-

friendly?  
 what percentage of the time are sofware simulations 

maintained adequately? (i.e. represent the current state of the 
system.) what percentage of the time are software 
simulations se up adequately?  



 what percentage of the time do they have hi 
fidelity?   

 What percentage of the time are the flight team 
external configurations adequate?   

 How likely is it that the process requirements are 
complete?  

 How likely is it that the process maturity is 
adequate?  

 How likely is it that the configuration for the post-
launch flight software is adequate?  

 how likely is it that the coding for the post-launch 
flight software is adequate?  



 how likely is it that the design of the post-launch 
flight software is adequate?  

 how likely is it that the requirements specification 
for the post-launch flight software is adequate?  

 How likely is it that the configuration for the GSW is 
adequate? How likely is it that the coding for the 
GSW is adequate?  

 How likely is it that the design of the GSW is 
adequate?   

 How likely is it that the requirements for the GSW 
are complete?  



 What is the likelihood that the stress level on the 
operator is low, medium or high?   

 What is the likelihood that the intra-team 
communication is adequate?  

 What is the likelihood that the inter-team 
communications is adequate?  

 What is the likelihood that the operator's 
knowledge about the system behavior is adequate?  

 what is the likelihood that the operator's 
knowledge about the operations procedures is 
adequate?  
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