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Abstract

A formal approach to managing and mitigating
security risks in the saftware life cycle is requisite to
developing software that has a higher degree of
assurance that it is free of security defects which pose
risk to the computing environment and the organization.
Due to its criticality, security should be integrated as a
Jormal approach in the sofiware life cycle. Both a
software security checklist and assessment tools should
be incorporated into this life cycle process and
integrated with a security risk assessment and
mitigation tool. The current research at JPL addresses
these areas through the development of a Software
Security Assessment Instrument (SSAI) and integrating
it with a Defect Detection and Prevention (DDP) risk
management tool.

1. Introduction

Information Technology (IT) security, until
recently, has been relegated to an add-on requirement
and design element in software engineering. With the
growing number of system security defects being
discovered and as the impact of malicious code grows,
addressing security in the software life cycle is an
increasingly crucial activity.

There are several factors that need consideration
when addressing security in the life cycle such as
security requirements from the various stakeholders, the
environment the software will run in, including hardware
and other integrated software modules, current security
mitigations, expected life time usage, and so on. These
factors need consideration in addressing security in the
software life cycle.

The process can be aided by the use of tools. A
security template for a risk management tool can aid in
the process of determining what security risks need to be
addressed and mitigations and their effectiveness. Use
of modeling for security requirements specification and
property-based testing are showing to be effective
instruments for aiding in this process.

Previous papers have discussed the use of modeling
and property-based testing (PBT). [1] As the complexity
of software and requirements increases, software
modeling becomes more difficult due to state space
explosion. The model-based verification instrument
seeks to breakdown the state space explosion through
the use of a developed flexible modeling framework
(FMF). The property-based testing instrument then
verifies the security properties specified in the
requirements. Both the FMF and PBT can work
together or be used independently.

In addition, other tools in the research project are a
security assessment checklist, training for software
engineers and developers, and a vulnerability matrix that
classifies vulnerabilities and identifying security
property violations. These tools in conjunction with a
security risk management instrument can reduce security
vulnerabilities in the life cycle. The instrument has been
funded by the National Aeronautics and Space
Administration (NASA) Independent Verification and
Validation (IV&V) Center and is shown in Figure 1.

This paper will focus on the use of a security risk
management instrument, the Defect Detection and
Prevention (DDP) instrument, and the integration of the
previously developed tools with this instrument.

2. Current State of Software Security

There are several reasons for the number of
vulnerabilities and security exposures in software. Two
key issues are, 1) “The attitude today is that you can
write any sloppy piece of code and the compiler will run
diagnostics;” and the developer relies on the complier to
indicate any errors, and 2) “The constant demand for
novelty means that software is always in the bleeding-
edge phase, when products are inherently less reliable.”
To these reasons should also be added lack of skilled
developers and training, and lack of resources such as
code analyzers that can check the security of software
and systems. As McGraw points out, “Security is like
fault tolerance, a system-wide emergent property that
requires much advance planning and careful design.”{2]
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3. Security Risk Management

The planning and design for security begins with
elicitation and specification of security requirements.
However, these requirements must address identified
needs based on the environment and customer needs.
They must also be integrated with requirements for
reliability and safety. Managing and mitigating, security
reliability and safety risks are three foci that require
being addressed collectively in the life cycle.

The National Institute of Standards and Technology
(NIST) as well as the Software Engineering Institute
(SEI) address security risk in the life cycle. However,
while they provide guidelines for managing security risk
they fail to integrate it with other risk factors like
reliability and safety. [3]

Each risk area may have an impact on the others
both in risks and in mitigations. Using a risk
management tool can aid in analyzing relative risks,
mitigations, and their effectiveness. JPL has
successfully used DDP effectively on flight projects to
manage and mitigate reliability and safety risks. Not yet
included is a security risk template to integrate security
risk with these other risks. The DDP tool aids assessing
the impact of a risk in one area on another as well as the
impact of mitigations on each of these risk areas.

A reliability risk may negatively impact security
such as a software system that fails insecure. Likewise a
security risk may also negatively impact safety such as a

weak authentication process may allow an unauthorized
person to access a safety critical system such as a
medical prescription database and modify data.
Similarly, a security risk mitigation may positively
impact safety such as a strong authentication scheme for
such a system above. A security risk mitigation may
negatively impact reliability as well such as anti-virus
software that has to examine files for malicious content
on a system that has performance parameters that may be
impacted by real-time scanning. Risk assessment,
analysis and mitigation is discussed in more detail in [4].

3.1 Assessing and Rating Security Risks — The Defect
Detection and Prevention (DDP) Tool

Rating risks and potential mitigations is a difficult
activity that is resource intensive. Automating as much
of the process as possible is essential to managing risks.
The process as shown in Figure 2 involves domain
experts to evaluate the risks and a system security
engineer to input the data into a database which can then
be used by a risk management tool like DDP. “DDP
explicitly represents risks, the objectives that risks
threaten, and the mitigations available for risk reduction.
By linking these three concepts, DDP is able to
represent and reason about the cost-effectiveness of risk
reduction alternatives.” [5] “The single most important
aspect of the DDP approach is that it supports multiple
experts [who] pool their knowledge” allowing them “to



take the sum total of their pooled knowledge into
account as they make decisions.” [6]

The goal is to evaluate the relative risks and the
various mitigations. = DDP can discover optimal
solutions to risks and mitigations in terms of
effectiveness and costs by iterating through the risks and
mitigations. DDP can plot data points with drill in

Systems Security Risk Engineering

Management

Domain Expert A

Risk Data Input’

capability to find the optimal range and what are the
factors that best meet the needs of the enterprise. The
tool also provides the capability to compare risks and
mitigations individually (see Figure 3). DDP can then
merge that data with the data for reliability and safety to
analyze the change in risk factors and the impact of each
domain area on the other (see Figure 4).

Risk Reduction & Mitigation Processes
| _Risk = impact*2 * likelihood"2 * ease |

Identification
Analysis
Mitigation

Tech. Personnel Weighting

il

Domain Expert C

m\\k Secuyity Engineer
:> Risk:

Risk Mitigation

uonejuawajduy)
uonebmin sy
Effectiveness

institution IT SECURITY PLAN &m
r;—}Hﬁsecumw CONTROLS m

Risk Cost vs.
Risk Reduction
Effectiveness Output

Domain Expert B

2 3 4 5
TIMPACT ]

Criticalit
“High

Primary
- Risks

il

Figure. 2: Security Engineering Risk Assessment/Management Process

58 mitigations = 2% (approx 1017) ways of selecting: search using “simulated annealing”.

Significant improvement possible;

o

excellent case for more funding! .Sweet spot!

Region of diminishing returns

4 Low Cost,
High Benefit

Benefit

(expected attainment of objectives)

1000

Low Cost,

3 High Cost,
High Benefit
y a4

High Cost,

Low Benefit T e T amme

Low Benefit

Heuristic search for

a)st

entire cost rangs to reves! shape of the cost-benefit trade space

Figure. 3: Cost/Benefit trade-off analysis



1 Tl‘uln!ﬂr‘wfn treted ¢ 1 THLIN 2

v

il
11111 ll 11

- descending order-of wser-assigned weights -

One bar per requirement, here sorted in

Bilue segments = user-assigned weights
Green = risk reduction due to mitigations

Red = remaining risk

DDP Risk /

Mitigation Comparison

Figure.4: Graphical presentation of risks sorted into descending order of risk levels

3.2 Software Life Cycle Risk Mitigations

Security risk mitigations for the life cycle first
require a controlled software engineering process that
begins with requirements inception and follows through
to decommissioning. A process for customer and
stakeholder requirements specification will provide
some mitigation for missed requirements and poor
specifications, Mitigations can include checklists and
modeling. The requirements should address institutional
requirements, institutional security risks from both
internal and external threats.

A security checklist can provide system engineers
direction in determining the scope and environment of
security settings both for software and the network
systems and environment in which the system will run.
The checklist should include a process for identifying
stakeholders, how the system will be used, what its
purpose is, etc. [7] These items should be specified in a
Concept of Operations document and guide the system
engineer in developing the requirements specifications.

Security requirements may include authentication,
access controls to the system(s) and data, secure
communications, fail secure requirements, et.al. After
they have been specified, they can then be modeled
using model-based verification techniques. [8] Model
checking “can identify vulnerabilities and undesired

exposures in software. These often arise from a number
of development factors that can often be traced to poor
software development practices, new modes of attacks in
the network security arena, unsafe configurations, and
unsafe interaction between systems and/or their
components.” [9)

One of the problem areas facing modeling
techniques is state-space explosion where the model
grows rapidly as the complexity of the system increases.
[10] To address this problem, research at JPL has led to
the development of the Flexible Modeling Framework
(FMF). [11]

The FMF builds up a model of the system from
components which are first verified for correctness using
the SPIN model checker. They are then combined with
other modeled components and re-verified for
correctness. In this approach security properties of a
system can be verified while maintaining system fidelity
and reducing state-space explosion (Figure 5). [9]

An additional advantage of the FMF is in the ability
to re-use the model during the maintenance phase of the
life cycle where many security violations arise.
Additionally, there is a potential for component and
model reuse which can reduce the cost of model
development on other software systems that may use
these components.
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These security property specifications should then
be tested during the development, test and verification,
and the maintenance phases of the life cycle. Another
tool being developed at JPL is a property-based testing
(PBT) instrument (Figure 6). This instrument can use
the security properties specified and used by the FMF.
The PBT technique is code insertion as comments. The
footprint adds negligible size to the code. [11] The PBT
adds element to security risk mitigation by providing
another element to the life cycle process. Taken
together the current software security risk mitigation
instrument offers a means to reduce risk in the life cycle.

Other elements that reduce risk that need to be
considered in the life cycle process involve system and
network environmental factors such as what other
processes and services may be running on the system
that may impact the system. Impacts may include the

need for software to protect the system from malicious
content such as anti-virus software. This software can
be disk and processor resource intensive during system
scanning. Impact on the software system should be
considered and addressed in the risk analysis activity as
part of the DDP process shown above. Further risk
mitigations are the use of ‘whitebox’ and ‘blackbox’
testing, fault injection testing and vulnerability scanning
of the software running in both a test environment and in
its intended environment. Lastly, documentation is a
large risk mitigation element. This is particularly true
for use in the maintenance phase of the life cycle.

The software security assessment instrument can be
used collectively or individually as needed. Figure 1,
shows how the various pieces of the instrument can work
in concert to provide a higher level of security
assurance. Coupling the security assessment instrument



with DDP as mitigations to the life cycle, provides
further benefit for being able to determine the level of
risk and the effectiveness of the mitigations of the tools
in a changing threat scenario.

3.3 Persistence of Security Risk Management

Security risks are somewhat different than other
risks in that the environment is not controlled. External
factors from the outside environment affect risks and
their relative severity. The risks are not static. The risk
threat scenario is highly volatile and is impacted by
varying attack methods, including probes leading to
breakins which may even be coupled with Distributed
Denial of Service attacks.

The risk assessment analysis process therefore
needs to be persistent and continued through the
maintenance phase of the life cycle until the software
and/or system are decommissioned. When
decommissioning software or a system, there may exist
other systems that are dependent on that software or
system. Decommissioning must take into account and
address these risks as well, especially if there are
dependencies that rely on the software for security such
as access controls.

Additionally, as the threat scenario changes risks
and mitigations require re-evaluation and rating. The
use of DDP can help facilitate the process by providing
a process for modifying the data and re-rumning the
process for maintenance activities to ensure that the
software remains robust as new forms of attacks are
discovered and exercised.

4. Conclusion

By addressing security risks in the software life
cycle through formal approaches, the security of systems
and organizations will improve greatly. By making it a
persistent process, the security of software will attain a
higher level of security assurance and provide the
capability of responding to new emerging threats and
provide a greater degree of trust in the software.

It is essential that security be addressed in the life
cycle to reduce vulnerabilities and unwanted exposures
in software and systems. It also gives the customers and
stakeholders a greater level of assurance that the
software will not pose a security risk to them and to their
environment. The approach must be an inclusive formal
approach that begins with requirements elicitation and
specification and ends with the decommissioning of the
software system.
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Abstract

A formal approach to managing and mitigating
security risks if the software life cycle is requisite to
developing software that has a higher degree of
assurance that it is free of security defects which pose
risk to the computing environment and the organization.
Due to its criticality, security should be integrated as a
Jormal approach in the software life cycle. Both a
software security ckecklist and assessment tools should
be incorporated into this life cycle process and
integrated with « security risk assessment and
mitigation tool. The current research at JPL addresses
these areas through the development of a Software
Security Assessment Instrument (SSAI) and integrating
it with a Defect Detection and Prevention (DDP) risk
management tool.

1. Introduction

Information Technology (IT) security, until
recently, has had only minor attention in software
engingering. With the growing number of system
security defects being discovered and as the impact of
malicious code grows, addressing security in the
software life cycle is an increasingly crucial activity,
There are several reasons for the number of
vulnerabilities and security exposures in software. Two
key issues are, 1) “The attitude today is that you can
write any sloppy piece of code and the compiler will run
diagnostics;” and the developer relies on the complier to
indicate any errors, and 2) “The constant demand for
novelty means that software is always in the bleeding-
edge phase, when products are itherently less reliable.”
To these reasons should also be added lack of skilled
developers and training, and lack of resources such as
code analyzers that can check the security of software
and systems. As McGraw points out, “Security is like
fault tolerance, a system-wide emergent property that
requires much advance planning and careful design.” [1]

2. Current State of Software Security

There are several factors that need consideration
when addressing security risk and risk management in
the life cycle. These may include security requirements
elicitation from the wvarious stakeholders, the
environment the software will run in, including hardware
and other integrated software modules, expected life-
time usage, and so on. These factors need consideration
in addressing security in the software life cycle. The
process of risk management can be aided by the use of
tools. A security template for a risk management tool
can aid in the process of determining what security risks
need to be addressed, available mitigations and their
effectiveness. Model checking and property-based
testing have also shown to be effective instruments for
reducing risks.  Asg a result, JPL has developed a
software security assessment instrument to aid in
reducing vulnerability risks in software.

Modeling and property-based testing (PBT) are two
techniques that can aid in reducing security risks. [2] As
the complexity of software and requirements increases,
software modeling becomes ever more difficult due to
state space explosion. A model-based verification
Flexible Modeling Framework (FMF) instrument is
developed to help mitigate state space explosion. A
Property-Based Tester (PBT) verifies code for the
security properties specified in the requirements. Both
the FMF and PBT can work together or be used as
independent instruments, In addition, other tools that
are under development are a security assessment
checklist, ftraining for software engineers and
developers, and a vulnerability matrix that classifies
vulnerabilities and  identifies security property
violations. These tools in conjunction with a security
risk management instrument can reduce security
vulnerabilities in the life cycle. The instrument has been
funded by the NASA Independent Verfication and
Validation (IV&V) Center (Figure 1).
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3. Related Work

Addressing security risk has taken a greater
importance in the software life cycle. The Gartner
Group points out that “IT assets that put an enterprise at
risk must be identified through an IT risk assessment
inventory that covers multiple domains in an
organization.” [3] Not directly included in their
assessment is I'T security in the life cycle. Other security
risk management approaches also address enterprise
security risk management from a system or site
qualification perspective.[4] ISO9000 and the
Capability Maturity Model Integration (CMMI) address
the importance of managing risk, although they do not
mention managing security risk. CMMI provides
models for improvement and management of risk in the
software development life cycle.[5,6] Likewise, the
Software Engineering Institute (SEI), provides several
publications and guides for an analysis team to conduct a
risk evaluation for their organization.[7] The National
Institute of Health’s (NIH) Center for Information
Technology (CIT) has addressed the problem of IT risk
management by providing an application/system security
plan template that identifies several types of security
controls [8] as guidance in integrating security into the
institutional processes and the project life cycle. It can
be used in coordination with the security risk template
and process discussed below.

While, software security has taken on an increasing
importance in the life cycle, many approaches do not
cover the relationship and integration of the life cycle

and  ingtitutional risk management processes.
Additionally, the process of refiring software and
systerns often is not addressed in security risk
management and mitigation; nor is it addressed in
vulnerability assessments. When software and systems
are 1etired, undesired security exposures and
vulnerabilities may be intreduced if other systems
dependent on communicating with them are left in an
open state waiting for non-existent communication. This
state can be exploited by a rogue system that
masquerades as the retired system or by other means.

4. Establishing a Software Security Risk
Management and Reduction Process

The planning and design for security begins with
elicitation and specification of security requirements.
However, these requirements must address identified
needs based on the environment and customer needs.
They must also be integrated with requirements for
reliability and safety. Managing and mitigating, security
reliability and safety risks are three foci that require
being addressed collectively in the life cycle.

A risk assessment methodology is needed to aid and
guide this process. The National Institute of Standards
and Technology (NIST) “Risk Management Guide for
Information Technology Systems,” presents a nine step
process to risk, [8, 9] A nisk analysis methodelogy must
quantify the cost of a risk occurrence, and the cost to
mitigate it as used in Probability Risk Assessment. [10]

In application to IT security, risk is a function of
the impact to a system when a vulnerability or exposure
is exploited and the likelihood of its success, along with
the frequency at which such events are perpetrated.
Quantifying risk in these terms depends on the relative
cost of the potential loss or disruption to the
organization or the IT environment should the risk event
occur. A simple algorithm to quantify IT security risk
can be defined as: Risk = impact * likelihood *
frequency.  The frequency of an exploit being
perpetrated is based on three factors: how easy it is to
perpetrate an attack, the likelihood the attack will be
successful, and the impact if it is successful.[11]

A key characteristic that makes security risk
management an even more complex undertaking is that
attacks having a greater potential for success and a
greater propensity for damage will likely be perpetrated
more frequently. Sophistication of attacks and exploits,
and system complexity factors make it difficult to
ascertain their risk. Consequently, risk management
must be a persistent process as security risks will change
over fime as will the effectiveness and types of available
mitigations.



Security risk is similar to other identified key risk
areas like safety and reliability. These risks areas may
impact each other as well and must be considered
together when managing risk. A reliability risk may
negatively impact security such as a software system that
fails insecure. Likewise a security risk may also
negatively impact safety such as a weak authentication
process allows an unauthorized person to access a safety
critical system such as a medical prescription database
and modify data, Similarly, a mitigation for a security
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risk may positively impact safety such as a strong
authentication scheme for such a system above.
However, a mitigation like use of anti-virus (AV)
software to prevent infection by malicious content may
impact the reliability of a software system when the AV
software scans the system for malicious content
degrading processor and disk performance when the
processor is needed for other real-time processes. [14]
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4.1 Assessing and Rating Security Risks — The
Defect Detection and Prevention (DDP) Toel

Rating risks and potential mitigations is a
difficult activity that is resource intensive.
Automating as much of the process as possible is
essential to managing risks. The process shown in
Figure 2 involves domain experts to evaluate the risks
and a security engineer to input the data into a
database which can then be used by a risk
management tool like DDP. “DDP explicitly
represents risks, the objectives that risks threaten, and
the mitigations available for risk reduction. By
linking these concepts, DDP is able to represent and
reason about the cost-effectiveness of risk reduction
altermatives.” [12] “The single most important aspect
of the DDP approach is that it supports multiple
experts [who] pool their knowledge” allowing them
“to take the sum total of their pooled knowledge into

Figure.3: Risks in déscending order of risk levels [12]

account” for decisions.” [13]
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The goal is to evaluate relative security risks and
mitigations. DDP can discover optimal solutions to
risks and mitigations in terms of effectiveness and
costs by iterating through the risks and their
mitigations. DDP analyzes the data to find the
optimal range for risk mitigations for a cost/benefit
analysis. The tool provides the capability to compare
risks and mitigations individually,. DDP can then
merge that data with the data for reliability and safety
to analyze changes in risks and the impact of that one
domain area may have on another (see Figure 3). [14]

4.2 Software Life Cycle Risk Mitigations

Security risk mitigations for the life cycle first
require a controlled software engineering process that
begins with requirements inception and follows
through to decommissioning. A process for customer
and stakeholder requirements specification will
provide sorne mitigation for missed requirements and
poor specifications. Mitigations can include Security

Checklists (SC) and modeling. The requirements
should address institutional requirements, institutional
security risks from both internal and external threats.
An SC can provide system engineers direction in
determining the scope and enviromment of security
settings both for software and the network systems
and environment in which the system will run. The
SC should include a2 process for identifying
stakeholders, how the system will be used, what its
purpose is, etc. [15] These items should be specified
in a Concept of Operations document that guide the
system engineer in developing the requirements
specifications.  Security requirements may include
authentication, role access controls, secure
communications, and fail-secure requirements. [16]
After specification, the requirements can be modeled
using model-based verification techmiques. [17]
Model checking “can identify vulnerabilities and
undesired exposures in software. These often arise
from a number of development factors that can often



be traced to poor software development practices,
new modes of attacks in the network security arena,
unsafe configurations, and unsafe interaction between
systems and/or their components.” [18]

One of the problem areas facing modeling
techniques is state-space explosion where the model
grows rapidly as the complexity of the system
increases. [19] To address this problem, research at
JPL has led to the development of the Flexible
Modeling Framework (FMF). [20} The FMF builds
up a model of the system from components which are
first verified for correciness using the SPIN model
checker. They are then combined with other modeled
cotmponents and re-verified for correctness. In this
approach security properties of a system can be
verified while maintaining system fidelity and
reducing state-space explosion (Figure 4). [17]

An additional advantage of the FMF is in the
ability to re-use the model during the maintenance
phase of the life ¢cycle where many security violations
arise. Additionally, there is a potential for component
and model reuse which can reduce the cost of model
development on other software systems that may use
these components. These security property
specifications should then be tested during the
development, test and wverification, and the
maintenance phases of the life cycle.

Another tool being developed at JPL is a property-
based testing (PBT) instrument (Figure 5). This
mstrument c¢an use the security properties specified
and used by the FMF. The PBT technique is code
insertion as comments. The footprint adds negligible
size to the code. [18] The PBT aids in security risk
mitigation by providing another element to the life
cycle process.

The use of the software security assessment
instruments in the development and maintenance life
cyeles reduces over-all risk to the organization and to
those who use the software. Used together, they
provide a much higher level of assurance that the
software will be free of security defects. Used
independently, they can still provide a higher level of
assurance, but will not be as effective.

In integrating these tools and instruments in the
risk analysis as risk mitigations, their value increases
with the complexity of the code and the extent of
maintenance that will be required, especially if the
software, while still in the development phases, will
be used by the organization while it attempts to detect
and fix defects as part of its testing process and
environment. It is imperative that these factors be
integrated into a security rtisk analysis if an
organization is to znalyze its risk profile.

5. Conclusion

The software security assessment instrument
developed at JPL can be used collectively or
individually as needed. Figure 1 shows various
pieces of the instrument can work in concert to
provide a greater level of security assurance.
Coupling the security assessment instrument with
DDP provides further benefit for being able to
determine the level of risk and the effectiveness of the
mitigations of the tools in a changing threat scenario.
As a security risk mitigation instrument, both the
FMF and PBT provide significant gains during the
maintenance phase of the life cycle when software
upgrades or exiensions to the system are released.
This gain can be modeled with the DDP tool giving
management a better view of the potential payback
for use of these instruments during the early stages of
the life cycle when it is easier to develop and check
the model, and test to verify that security properties
are not violated in the development phase. When the
software system enfers the maintenance phase, the
FMF model can be modified and re-used to re-verify
connecting components where changes are made. and
the PBT tool can be used to assess potential security
property viclations in the code.

By addressing security risks in the software life
cycle through formal approaches, the security of
sysiems and organizations will improve greatly. By
making it a persistent process, the security of
software will attain a higher level of assurance and
provide the capability of responding to new emerging
threats with a greater degree of trust in the software.
It is essential that security be addressed in the life
cycle to reduce vulnerabilities and unwanted
exposures in sofiware and systems. The approach
must be an inclusive formal approach that begins with
requirements elicitation and specification and ends
with the decommissioning or retirement of the
software system.
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