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NASA Presentation Overview @

. Dawn Mission Overview

- Problem Statement: Dawn Fault Protection (FP) Testing Challenges
“Gee, that’s a lot of tests”

. The Solution: Automated Rule-Based Test Case Analysis
- Results

. Conclusions and Recommendations

. Author Bios
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NASA Dawn Mission Overview @
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NASA Dawn Mission Overview (cont’d) @

. Dawn's goal Is to characterize the conditions and processes of the solar
system's earliest epoch by investigating in detail two of the largest
protoplanets remaining intact since their formations. Ceres and Vesta reside
In the extensive zone between Mars and Jupiter together with many other
smaller bodies, called the asteroid belt. Each has followed a very different
evolutionary path constrained by the diversity of processes that operated
during the first few million years of solar system evolution.
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NASA

Dawn FP Testing Challenges @

. From a design and implementation standpoint, the Dawn FP design is
‘simple’
Launch vehicle separation and solar array deployment is the only time critical
event — all other fault scenarios are of the “safe and wait’ variety
All parameters are table values

All responses are sequential command sequences stored as software tables

- The simplicity, however, can be deceiving — ‘the devil is in the details’

The Dawn FP design has no architecturally supported method for managing
these complex behaviors and their resultant interactions

Rather, these behaviors are managed by targeted enabling and disabling of
potentially conflicting monitors and responses

Further expanding the test space is the fact that the architecture allows for
parallel response execution

Complicating matters further are complex interactions between FP and the
Attitude Control (ACS), Power (EPS), and Thermal (TCS) subsystems

- We must rely heavily on test data to properly ‘tune’ the system and reduce

the risk of false detections and
2008 IEEE Aerospace Confe 3 Mar 2008
Batltrop / Friberg / Horva




NASA

Automated Test Case Generation g
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NASA Automated Test Case Assessment @

. The objective of the automated test case evaluation was to provide a means
to identify recurring problems and prioritize cases for follow-up
Investigation.

. Key level 2 requirements were selected as the basis for the pass/fail
subvector.

. The assessment is performed by computing a vector that scores the test
results against a set of proscribed criteria concerning those requirements.

- For all fault injections identified by failure modes and fault tree analysis in
combination with any unintended fault injections identified by failure
modes and fault tree analysis, the spacecraft shall achieve an end
configuration that satisfies all end state constraint rules.

Criterion 1: Achieve configuration that satisfies all constraint rules.
Criterion 2: Never command the spacecraft to a hazardous configuration.
Criterion 3: Achieve stable state for a period of at least 30 minutes.
Criterion 4: No unexplained fault detections and responses occur.

Criterion 5: No conflicting commands.
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NASA Automated Test Case Assessment (cont’d) )

. Assessments were performed using several different analyses:

Count of events of interest
- Flight computer reboots
- Number of active response sequences
- Alarms, etc...
Thread analysis
- Identify individual chains of events within scenario.
- Evaluate step-by-step states commanded by each chain of events.
- Identify conflicting commanded states.
- Identify flight rule violations

. Assessments presented in several ways:
Table of scoring vector for each scenario
Graphs with trends for different classes of problems
Histograms showing distributions of problems.
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NASA Representative Mid-Campaign Results )
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NASA

Representative Results (cont’d)
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NASA Conclusions and Recommendations @

. The use of automated test generation, execution, and evaluation was
Instrumental in validating the Dawn fault protection design.

. The Dawn activities are a next step in a path towards more capable closed-
loop end-to-end system testing.

. Asa follow-on, JPL has begun to apply additional techniques to Dawn:

Adaptive testing in which an intelligent test harness uses evolutionary

computing and modeling of the mission to evolve scenarios that flush out
weaknesses in the system.

Model checking that evaluates correctness of the system behavior around
selected scenarios.
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