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Objectives: Gain a better quantitative understanding of the effects of 
requirements changes on fault content of implemented system. Gain a 
better understanding of the type of faults that are inserted info a software 
system during its lifetime. 
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Identify re1 a ti ons h i ps between req u i remen ts change 
requests and implemented qualitylreliability 

++ Measure structur I characteristics of requirements 
change requests (6 
Track CR through implementation and test 
Analyze failure r 
while implement 

rts to id ntify faults insertc? 

Deve l~p  training materials for software measurement 
for software engineerdsoftware assurance personnel 
o DARWIN user’s guide nearly complete 
+ Measurement class materials being prepared 
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Follow-on to previous 2-year effort, “Estimating and Controlling 
Software Fault Content More Effectively”. 
Investigated relationships between requirements risk and reliability. 
Installed improved version of structural and fault measurement 
framework on JPL development efforts 

o Participating efforts 
Mission Data System (MDS) 
Mars Exploration Rover (MER) 
Multimission Image Processing Laboratory (MIPL) 
GSFC efforts 

4, ,411 aspects of measurement are now automated 
Fault identification and measurement was previously a strictly 
manual activity 

Minimally intrusive 
Consistent measurement policies across multiple projects 

+ Measurement is implemented in DARWIN, a network appliance 

8 



v
)
 

0
 

m O
 
c
 

m 
0
 

0
 

* A
 E
 h
 

T
- 



JPL 
California 
Institute of 
Technology 

eas I ur I 

0 
Build i 

Measurement I 
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This is the main page of the DARWIN measurement system's user 
i n t e rfa ce . 
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Chart of a system's structural evolution during development. This is available under 
"Manager Information". Clicking on a data point will bring up a report detailing the amount of 

change that occurred in each module. This plot shows some of the individual builds for 
release 5 of the MDS. 12 
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w (Non-zero) Modules for build 2002-02-07 of project project-1 b, sorted by Cliurii since baseline. 

Modulename 
Churn From 

Baseline 

I _ -  ~ ~~ _ _ _ -  .__ _ _ _ _  ~ - _ -  - 
sbnnpff03( double x. doublet c0. doublet cl .  doublet c2. double& c3 ) 
/c&eNear(const MdGwMathDbUVect  pos. Mds FwMath%bl3Vect near, doublet lambda) 
lfsc%r(AXIs aO. Axis al. AXIS a2. Quatcmont 40. Quatcnnont ql .  Quat&on& q2 ) 

;?%230847 
1515 488980 
'459 185853 

~ -- ~ - -~~ - _  

__ - - ___ __ - - -  - _ _  _- -__ -____  

____ __ _ _ _  _- - _ _ _ _ _ _ _ _ ~  __-____ ---.. -- F E 8 4 4 6 5  

1225550063 
__ - - - - - icarter2cyim( Dnn dun. const Mds Ew Math Dbl3Vcct csltesPos, constMds Ew Math Dbl3Vcct cartesvcl. cmd Mds Fw Math Dbl3Vcct cattcsAcc. double' v )  

F & G t G h a r ' a r s v ( D  
____ _____-- 

This report shows the amount of change that's occurred for each module 
shown in this particular build (2002-02-07). 13 
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lu 
I Metric 

I Exec 

Definition , 

Number of executable statements 

NonExec 

N, 

Nodes 

Edges 

Number of non-executable statements 

Total operator count 

Unique operator count 

Total operand count 

Unique operand count 

Number of nodes in the module control flow graph 

Number of edges in the module control flow graph 

Paths I Number of paths in the module control flow graph 

MaxPath 

Ave Pa t h 

Cycles 

The length of the path with the maximum edges 

The average length of the paths in the module control 
flow graph 

Total number of cycles in the module control flow graph 

Standardized definitions were developed for each measurement 14 
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Metric 

Exec 

Technology 

C I 
Domain 

1 2 3 
.60 .49 .47 

V I  

4 

NonExec I 

.49 .70 .07 

2 8  .64 .65 

.64 I .53 I .I8 

% 

.28 I .64 I .65 

.35 I .90 .04 

M axPat h 
AvePath 
Cycles 

.87 .35 .29 

.86 .34 .33 

.67 .22 -.02 

Nodes .87 I .31 I 27 

Edges .88 I .31 1 .27 

Paths . I 7  1 ' .IO I .89 

Eigenvalues I 4.79 I 3.13 I 2.24 

Table above shows measurement domains resulting from PCA 15 
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2 new tokens representing 2 faults 
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rr es II Fa 

ID 

/ 1 IAR-00182 

I 4 IAR-00182 

IVlUS_Keplsource/lVIds/tw/ I imel I mgt/c++ CurrentTime.cpp 
WIDS_Kep/source/Nlds/~w/ f ime l  rmgtlc++ 

make.cfg 

IAR-00182 MUS_Kep/source/iVlds/tw/ I &me/ I mgt/c++ 
I ma ke.cfg 

/ make. c fg  2 IAR-00182 
MUY_Kep/source/Mds/~w/  I imel I mgt/c++ 

/ RTDuration.cpp 2 IAR-00182 
NIUS_Kep/source/lVIds/twl I ime/ I mgt/c++ 

IAR-00182 MUS-Kep/source/Mds/t-w/ I !me/ I mgtlc++ 
I 
IVlUS_Kep/source/Mds/~w/ I imel I mgt/c+i- 

IAR-00182 
NIUS_KeplsourcelMds/t-w/ I imel I mgt/c++ 
/ 
IVIUS_Kep/source/lVIds/~w/ I imel I mgt/c++ 
/ test RTDura t i0n.c pp  0 IAR-00182 
NIUS_Kep/source/Mdsltw/ I imel I mgt/c++ 

WIUS-KeplsourcelMds/Fw/ 1 imel I mgt/c++ 

MU~_Keplsource/Wlds/F-wl I imel I mgt/c++ 
I 
NIUS_Kep/source/Mdsl~w/ I imel I mgt/c++ 
/ 
MUS-Kep/source/Mds/~w/ I imel'l mgtlc++ 
/ 
IVIUS_Kep/source/Mds/~w/ I m e /  1 mgt/c++ 

IWUS_Kep/source/lVlds/~w/'l imel I mgt/c++ 

IVIUS_Kep/source/Mds/~w/ I imel I mgt/c++ 

3 

2 RTDuration.h 

RTEpoch.cpp 

RTEp0ch.h 
/ 2 IAR-00182 

2 

/ IAR-00182 Test RTDurat ion  .e pp 1 

TestRTDuration.cpp 0 

TestRTDuration.h 

TestRTDurati0n.h 

TestRTDuralion. h 

testRTEpoch~cpp 

IAR-00182 

2 IAR-00182 

1 IAR-00182 

0 IAR-00182 

/ 1 IAR-00182 

, /  

I TmgtException.cpp 0 IAR-00182 

I TmatException. h 0 IAR-00182 

California 
Institute of 
Technology 

e S e 
Avai lab1 e aiIure/FauIt Information - Ex 

Directory File name I Version I Problem Report -1 

23 
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d e n t if i cat i n nting T 
MDS Fault counVMDS Rep.source.Mds.Fw.Car.c++.ArchetvpeConnectorFacto~.cpp 1 42 
MDS Fault counVMDS Rep.source.Mds.Fw.Car.c++.ArchitectureElementDefinition.cpp 1 35 
MDS Fault counVMDS Rep.source.Mds.Fw.Car.c++.ArchitecturelnstanceReuist~.cpp 1 79 
MDS Fault counVMDS Rep.source.Mds.Fw.Car.c++.ArchitecturelnstanceReclist~.cpp 2 8 
MDS Fault counVMDS Rep.source.Mds.Fw.Car.c++.ArchitecturelnstanceReuistrv.cpp 3 0 
MDS Fault counVMDS Rep.source.Mds.Fw.Car.c++.ArchManacledInstance.cpp 1 36 
MDS Fault counVMDS Rep.source.Mds.Fw.Car.c++.Callablelnterface.cpp 1 48 
MDS Fault counVMDS Rep.source.Mds.Fw.Car.c-t+.Callablelnterface,c~D 2 3 
MDS Fault counVMDS Rep.source.Mds.Fw.Car.c++.CGlMethodReuistration.cpp 1 4 
MDS Fault counVMDS Rep.source.Mds.Fw.Car.c++.Collection.cpp 1 12 
MDS Fault countlMDS Rep.source.Mds.Fw.Car.c++.Collection.cpp 2 37 
MDS Fault counVMDS Rep.source.Mds.Fw.Car.c++.ComponentComponentLinklnstance.cpp 1 0 
MDS Fault counVMDS Rep.source.Mds.Fw.Car.c++.Com~onentComponentLinklnstance.cpp 2 65 
MDS Fault counVMDS Rep.source.Mds.Fw.Car.c++.ComponentConnectorLinklnstance.cpp 1 0 
MDS Fault counVMDS Rep.source.Mds.Fw.Car.c++.ComponentConnectorLinklnstance.cpp 2 50 
MDS Fault counffMDS Rep.source.Mds.Fw.Car.c++.ComponentObiectLinklnstance.cp,p 1 27 
MDS Fault counVMDS Rep.source.Mds.Fw.Car.c++.ComponentObiectLinklnstanceAr~uments.cpp 1 0 
MDS Fault count/MDS Rep.source.Mds.Fw.Car.c++.ComponentReqistration.cpp 1 2 
MDS Fault count/MDS Rep.source.Mds.Fw.Car.c++.ConcreteComponentlnstance.cpp 1 8 
MDS Fault counffMDS Rep.source.Mds.Fw.Car.c++.ConcreteComponentlnstance.cpp 2 0 
MDS Fault count/MDS Rep.source.Mds.Fw.Car.c++.ConcreteConnectorlnstance.cpp 1 42 
MDS Fault counffMDS Rep.source.Mds.Fw.Car.c++.ConcreteConnectorlnstance.cpp 2 27 

Output format: 
<Source file name> <source file version> <fault count> 

24 
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Which fault counting methods 
fault rno 
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Fault Counthg Method vs. Model Quality 
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Fault Counfing Method vs. Model Qualify 

Model I RSquare 
ode1 I -tokens 

chanaed 
0.6’1 

Model 2 - number of 
“sed” commands 

0.19 

ode1 3 - number of 
chanaed modules 

O.’l4 

0.19 1 3.88 

0.76 

Comparison of Model Quality 
29 
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2.1. 
2.2. 
2.3. 
2.4. 
2.5. 

2.6. 

1, Introduction 4. Developing Fault Models 
1.1. Purpose 4.1. Data Requirements 
1.2. Scope 4.2. Module-Level Fault Models 

2. Measuring a Software System's Structural 4.3. System-Level Fault Models 
5. References Evolution 

Data Requirements APPENDICES 
Creating a New Project in Darwin 
Importing the Source Repository 
Initial Structural Measurement 
Analyzing Structural Evolution Repository 

A. Importing and Measuring a Source Repository 
A.1. Creating a Development Environment Copy of the 

A.2. Creating a Copy of the Repository on Darwin 2.5.1. Establishing a Baseline 
2.5.2. Computing S tructu ra I Change 

Structural Measurement Outputs 
A.2.1.  Creating the Repository Structure 
A.2.2. Copying Files Into the Repository 

3. Measuring the Number of Faults Repaired A.3. Measuring a System's Evolution 
3.1. Data Requirements 8.  Identifying and Counting Repaired Faults 
3.2. Identifying Changes B. 1. LogSpecifiedVersionDiffs.pl 
3.3. Counting Faults B.2. strip.pl 
3.4. Fault Measurement Outputs B.3. bagdiff4.pl 
3.5. Potential Sources of Noise B.4. final.pl 

B.5. extract.pl 
B.6. CPPLexer.pm 

30 
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