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JPL 
Roadmap 

Part I - Motivation, approach and experience 

Part II - Software specific focus 

Part 111 - Live demo! 

(separate slides) 

Guide to the DDP tool 
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Technology Infusion Impediments JPL 
ew mission concepts enabled by new technologies (autonomy, agents, . . .), but.. . 

available 
Needs: 

Clearer definition of mission requirements 
Early identification of technology-specific engineering difficulties 
Ability to decide among architectures, technologies 
Projected status of competing technologies 

Challenges: 
Groundbreaking nature of new mission concepts and autonomies: 
Past experience provides only a partial guide 

- 

Our worries 
are 

spacecraft, 
but these 
problems, 
needs and 
c ha1 lenges 

are very 
widespread ! 



People + Process + Program 

Human information gathering 
and decision making 
done by relevant subject 

a expefls 

Software Support % Ris k-Ba 
Process 

Stakeholders -+ 
objectives -+ 
risks -+ 
mitigations -+ 
costing -+ 
selection -+ 
documentation 

Information 
repository, 
calculations, 
visualizations, 
decision support 

JPL 
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Risk-based Roadmapping 

hat do 
you want? 

What can get 
in the way? 

JPL 

“Objectives” 
“ Re q u i re m e n t s” 
“Goals” 

Mick Jagger 
(Rolling Stones): 
“You can’t always get 
what you want” 

Descoping - strategic 
abandonment of 
objectives . 
Reprioritize objectives; 
primary, secondary.. . 
Determine attainment if 
given additional 
resources ($, mass, ...) 

SMC-IT July 13th 2003 

“R is ks” 
“Failure Modes” 
“ Defects” 

Dr. Michael Greenfield 
(NASA HQ): 
“Risk as a resource” 

Trade risk for other 
resources. 
Use risk as an 
intermediary between 
other resources. 
Issues outside of 
technologist expertise. 
Issues unique to flight 
development . 

What can you do 
about it? 
“M it i gat io ns” 
“So I ut ion 0 p t ion s” 
“Preventions, Analyses, 
Controls,Tests - PACTS” 
Matt Landano 
(JPL): 
“Do the right thing & do it 
right” 

Can’t afford all possible 
mitigations, so must 
choose judiciously. 
Know the purpose(s) of 
each mitigation. 

Software Risk Estimation.. . Feat her 



bject ives Risks Mitigations 
JPL 

A m Y I  u I7 f i  I O  
a U Ib I I  u-eeem€ v I U  

Insufficient detail for decision making. Elaborate! 

In flight s/w upgrades 
Code/Data separable 
Real-time control loops 
Sync to external clock 
Tolerate memory errors 
Run time memory =... 
Storage = ... 
CPU utilization = ... 

Req u i rem en ts risks 
Unstable 
Incomplete 
Unclear 
Invalid 
I nfeasi ble 
Unprecedented 
Large size/complex 

Requ i remen ts practices 
Documented 
Formal CM 
Peer review 
Formal inspections 
Formal reviews 
Criticality analyses 
Verifiability check 

... ... ... 

Mitigation 
Risk x Objective : u u x Risk: 
How much of objective will be How much will risk be reduced 
lost if risk occurs? - “Impact” if mitigation applied? - “Effect” 

Elaborate enough to be able to say by how much 
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Day I - day of the pessimists! 
Objectives - what you want 
Risks* - what could occur to detract from attaining objectives 
Impact (Objective x Risk) - proportion of the Objective lost 

if Risk occurs 
* A// risks, including those whose mitigation is planned: 

Makes available for scrutiny explicit assertions of risk reduction 
Allows risk and its mitigation to be involved in trades 
Reveals dependencies on mitigations (what if can't do it on time 

Day 2 - day of the optimists! 
Mitigations - what could be done to reduce risk 
Effect (Mitigation x Risk) - proportion by which Mitigation 

reduces Risk 

Day 3 - day of the realists! 
a 

JPL 

Decision-maki ng guided by 
accumulated information 

Select - Mitigations to perform 
Objectives to discard 
Resources to ask for 

Getting the right people is key!!! 
Mission scientists, technologists, relevant disciplines' engineers, 

assem bl y/i nteg rat ion, testing , QA, operat ion, programmat ics 
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Day 1 - day of the pessimists! 

I t -  > -  
1;- 
W a= 

Q, - I 

JPL 

I l l l l ~  
.3 1 I 

.7 i m attaining objectives 

Objectives - what you want 
have weights (their relative importance) 

i .1 .l m Risks - what could occur to detract from 

................ ,9 

Impact - proportion of 
objective lost if risk occurs 

Impact (Objective x Risk) - propoflion of 
the Objective lost if Risk occurs 
Combine additively I1 & 12 = I1 + 12 
(therefore objectives can be more than 
100% killed!) 

Sum the rows: how much each 
objective is "at risk". 
Sum the columns: how much each 
Risk causes loss of Objectives. Disagreement about an impact 

number usually (always?) resolved by 
refinement of Objective and/or Risk 
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Day 2 - day of the optimists! 

Mitigations 
- what could be done to reduce risk 
have costs ($, schedule, high fidelity test 
beds, memory, CPU, ...) 
have type (prevention, detection, alleviation) 
have status applied / not applied: major 
purpose is to decide which to apply! 

Effect (Mitigation x Risk) - proportion by which 
Mitigation reduces Risk 
Combine as serial “filters”: 
E l  & E2 = (1 - (I-EI)*(I-E2)) 
e.g., a 0.8 effectiveness Mitigation catches 

80% of incoming Risk, 
a 0.3 effectiveness Mitigation catches 
30% of incoming Risk ; 
100% -> 20% -> 14% so together have 
86% effectiveness 
(1 - (1 - 0.8)*(1 - 0.3)) = (1 - 0.2*0.7) = 
(1 - 0.14) = 0.86 

Note: a law of diminishing returns as apply 
additional M it ig at i on s 

Risks 

JPL 

Effect - proportion by which risk 
reduced if mitigation applied 

Sum the rows: how much each Mitigation 
reduces Risks; “solo” or “delta”. 
Sum the columns: how much each Risk 
detracts from Objectives (1 ) when 
Mitigations off, (2) when Mitigations on. 

Note: some mitigations can make risks 
worse (increase likelihood or impact)! 
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Motivation 
Steve Cornford's flow-down image: 
assurance activities Ffilter out9' risk 

I I 
I 
I 

JPL 

SYSTEM TESTING 
PERFORMANCE TESTING 

over-ltered risk unfiltered risk 

L 

r 

MISSION FAILURE MODES 

DESIGN RULES 
MATERIALS SELECTION 
ROBUS T DESIGN 

I 
I I 

I 
I ! 

QMLVENDORS I RocEssTRoLJ J I 
I 

I 
I 
I 
I 
I 
I I , t  1 

INS P ECTlON S 
I 
I 
I 

I 
I VER'FICATloNS I ' ' 
I 
I I I 

I 
I 
I I 

I RELIABILITY ANALYSES 1 
4 

I 
I 
I 
I 
I 
I 

I I 
I I ,  T 
I ASSEMBLY TESTING I 
I PERFORMANCE TESTING 
I I I 
I I I 

t t t 1 

I MISSION SUCCESS ? 
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Impacts 

I a -  
m b ' -  

0 

Day 3 - day of the realists! 
Risks 

I I I I I ~  
.3 m 

.l .1 
.7 m 

.9 I 
.2 -9 m 

Risks 

IIIIIn 
.2 .1 

.1 
.9 

.7 pJ 

JPL 

I Decision step: select mitigations so as to cost-effectively reduce risk I 
Outcome - Final Report: 

Background: Capsule description of technology, relevance to mission, placement viz-a- 
vis. Competition. 

Risk profile: Detailed list of risks, magnitudes derive from trace to objectives, 
reductions traced to (time ordered) mitigations. 

Risk mitigations: Detailed list of mitigations, how, when and where they reduce risk, 
purposes of individual mitigations (track & control), cost estimates. 

Recommendations: Defensible selections of mitigations, costed plans, justifiable 
expectations. 
SMC-IT July 13th 2003 Software Risk Estimation.. . Feather 



Typical DDP information set: JPL 
50 objectives, 31 risks, 58 mitigations 

0 bject ives 

Mitigations 

DDP process and custom tool enables models 
of this scale to be built and used effectively 

Feat her SMC-IT July 13th 2003 Software Risk Estimation.. . 



Rieks 
I o m  

IW 

1u 

4 3  3 7  3 5  4 3  4 1 1  4 6  3 1  4 1 3  4 5  1 2  3 2  4 1 s  3 3  3 6  4 1 6  4 3  
1 1  1 .  4 8  4 .  4 7  4 1 4  2 1  1 3  .2 4 1 0  1 5  3. 4 1 2  3 8  7 2  

1 1  1 3  I5 2 2  3 2  3 4  3 6  ? R  4 2  4 4  4 6  4 8  4 1 0  4 1 2  4 1 4  4 1 6  
1 2  1 .  2 ,  3 1  3 3  3 5  3 7  . 1  L, 4 5  , 7  .9 4 l t  .,3 . 1 5  

nlsks 
1000 

100 

IO 

1 
3 1  1 4  1 2  3 7  1 3  2 1  4 1 4  4 1 5  3 5  3 8  4 3  4 1 6  4 7  4 3  4 8  4 1  

4 1 3  3 2  3 3  1 1  3 4  4 1 2  1 5  4 1 1  410  4 2  4 5  4 4  3 6  2 2  4 6  

Red = remaining risk 
Green = mitigated risk (but at a cost) 

1 4  3 4  3 1  3 3  4 1 3  1 2  4 1 5  1 1  4 1 2  35 1 5  36 4 S  4 6  4 7  a 1  
37 1 3  3 2  3 8  2 1  4 2  4 1 4  4 1 1  4 1 0  2 2  4 1 6  4 5  a 3  4 4  4 8  

Big-picture view and ability to 
drill down to detailed level 
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Example benefits : 
. Cost & Time Saved (per study cost: $10K - $30K) 

JPL 

- At least two instances of savings $ l M  
E.g., Storage technology study revealed problematic (at risk) overly- 
stringent requirement, whose removal permitted dramatic cost & time 
savings. Tech nology near cancel lation became proposal-win ning 
concept. Requirements honed to requisite level of mission specificity. 

- Savings of critical resources (power, mass, ...) seen in comparison of designs 
before & after DDP sessions 

E.g., Risk-informed redesign of flight experiment systems architecture: 
power needs decreased by 68%, mass decreased by 13%, cost 
decreased by 9%, major category of risk changed from architectural to 
well-understood design. 

. Designs Improved 
WATTS 

0 Tsoo 
Thorough and Early Risk Identification and Mitigation 
- Technology-to-flight entire range of risks identified, and mitigations planned 

E.g., testing commensurate with anticipated mission radiation dosages; 
pinpointed use of antiquated design tools as a contributing risk factor; ... . Technology Adoption 

- Achieved sufficient understanding of benefitshisks to make “go” decision 

@ 
E.g., GUI-driven autocoding adapted to run as flight instrument controller: 
benefits understood, risks unknown; identified risks (e.g., unrelocatable . -  
code) & mitigations. Agency usage, industry business case expansion. L 
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Flight Project risk insights from DDP 

27 Mars Sample Return leves costly requirements on MSL 
140 Current and reliable electronics design and packagim 
235 Technology Program has less than 85% yield 
52'RPS SC Design Issues 
59 Contamination Control and Clean-out and Control for in: 
28 Expectations on MSL exceed resources 
194 MOS implications of autonomy not recognized and it F 
162 A0 pioposals insist on flying heritage instruments 
65 Launch vehicle doesn't prove reliable 
24 Insufficient money for science instruments 
129 Inadequate detailed simulation for EDL engineering 
132 Brushless motots qualification issues 
133 Lubricants issues 
134 Bearing life Issues 
180 Reduced/limited Hazard detection and avoidance 
179 Autonomy does not realize reqts for one command cy( 
197 Lack of L2 cache proves to be surface bottleneck 
193 Inadequate autonomous mass data storage 
41 Rover Avionics adequacy 
187 Don't know how to plan for highly uncertain environml 
169Autonomous Ground System and Mission Operation I s  
61 Inadequate System level modeling 
168 Unable to do in-situ science data processing 
155 Arm manipulator technology issues 
8 MER overruns are not managed wlo further impact to M 
21 7 Inadequate wheel/soil interaction simulation 
21 8 Inadequate terrain in simulations 
192 Inadequate autonomous power management 
137 Actuator life issues 
56 RPS is not developed to our specifications 
14 X2000 components not available 
25 loss of control of prolect design database 
159 In-situ instruments development 
9 MSL LIDAR functionality is not preserved 
50 RPS Personnel Issues 
51 RPS Integration Issues 
209 Insufficient bandwidth 
228 'e Insufficient data storage capability 
148 Sensor inventions don't make it on plan 
153 Sample analysis inventions don't make it on Dlan 

%-I 157 Sample preparation. handlins and transfer isiues 

SMC-IT July 13th 2003 

MSL: fliqht - pro-iect application 

JPL 

/ 
Large number of risks (>150) and 

mitigations (>300) 

Mix of several kinds of risks 
(Technology, Engineering, 
Programmatic, . . .) ~ 

DDP enables both 
big-picture understanding 

L l K E L l H O O O  
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JPL Cost-Benefit trade space insights 
58 mitigations = 258 (approx 10l8) ways of selecting. 

Simulated Annealing used to search for near-optimal selections. 
Sign if ican t improvement possible; Sweet spot! Region of diminishing returns 
excellent case for more funding! 

I I 

cost I Risk basis for calculations: risk detracts from attainment I I of benefits; mitigatioi?@'WSR f%&t!%%%Yhs. I SMC-IT July 13th 2003 Feather 
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Matching Needs To Research(!) JPL 
Needs = Objectives 

Research = Mitigations 

Motivation: Dave Tralli: activity selection 
across an entire program of NASA Earth 
Science Missions [Tralli, 2003]. 

11 0 0  Areas = Risks 

/’ The 198 leaf nodes, placed side-by-side, of the “software” 
portion of the ACM taxonomy of computer science 

9 P’ 
Uh-oh, -actitioners unmet - -  

sn 

*b ve rlap! 
Researcher 

ddressing 

19 researchers 
Feather /IC-IT July 13th 2003 Software Risk Estimation.. , 



DDP Timeline 

Code Q “Failure Detection 

JPL 
Code Q I IV&V “Advanced Risk 1998- 1999- 

2002 ? 
and Prevention Program” Reduction Tool” 

PEMs: Tim Larson, Kelly Moran 
PI: Steve Cornford 

Ms: John Kelly, Burton Sigal, Allen Nikora 
PIS: John Kelly, Martin Feather 

Code R “Engineering of Complex Systems” 
Level 2 Manager: Stephen Prusha PIS: Ken Hicks (Risk-Based Design), 

Steve Cornford (Risk Workstation), 
Martin Feather ( S N  Risk Characterization & Mitigation) 

Cornford Cornford & 
& Barela Blackwood DDP 

DDP conceive experiment software 
V I  .o of DDP using Excel 

1996 2000 2001 2002 2003 

ARRT DDP CosVbenefit 
DDP for Optimization available tradespace 

slw via website capability 
$ from 

customers! 

v - -  y- v v v v v 
-1 998.- 
_ _  

A A A A A A A A  
Compact Micro LTMPF LabView Active Chip Micro 

Cycle Board Sensor 
Resistant Storage 
Electronics 

Sun Thermal Hybrid 
Imaging Holographic Gyro On Pixel 

Sensor Technology Data 

MSL - technology recipient 

Technology 
Infusion 
Maturity 
Assessments 
(partial list) 

SMC-IT July 13th 2003 
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Software Engineering Community 
Starting Points 

JPL 

Risks: Software Risk Taxonomy (SEI) 
Mitigations: several datasets: 

I .  CMM Key Practices (Infrastructure and Activities) 
2. Software Quality Assurance activities from Ask 

Pete (NASA Glenn tool) 
3. JPL QA & V&V activities 

Effects: cross-linkings of the above 
I .  Expert’s best estimates of which ire ~p 
2. Experts’ 1 OOO+ best estimates of how much 

(quantified effectiveness) they help 
Note: Objectives are PROJECT SPECIFIC 

I Seeking experience-based data 
SMC-IT July 13th 2003 

~~ 

Software Risk Estimation.. . Feather 



DDP Trees JPL 
enter, organize & view trees of 

object ives/ris ks/m it ig a t io ns 

1 :Product Engineering 
&....-.a 2: Requirements Risks 
E%+J 1O:Design Risks 

-0 11 :Functionality: Potential problems in meeting functioi 
12:Difficulty: Difficult design to achieve 

: 13:Interfaces: ill-defined or uncontrolled internal interffe 
+-.o 14:Performance: Stringent response time or throughpui i-.-a 1 5:TestabiIity: Product difficult to test 
i-+J 1 6:Hardware Constraints: Tight constraints because of 
' . - - ~  17:Non-Developmental Software: Problems with softwc 

+--a 19:Feasibility: Implementation of design difficult 
o,.--a 18:Code and Unit Test Risks 

' ..El 7n-1 lnit T m d -  I PWPI m n d  t i m m  fnr iinit t m r t  i n m d m n i i m t m  

1 
I 

Taxonomies are good for reminders, navigation & 
abstraction (DDP computes aggregate values) 

DDP software provides trees, matrices, stem-and-leaf views, and 
bar charts to enter, organize & view information 

SMC-IT July 13th 2003 Software Risk Estimation.. . Feather 



Software Risk Mitigations (partial list) 
m a  1 :Concept Phase Activities 

El 
El 3:Attend concept reviews. 

5:Review programlproject plans 

2:Concept of operations and operational scenarios 

4:ldentification of risks and mitigations 

6:Perform Preliminary Hazard Analysis (PHA) 
7:Determine software safety level of effotVscope. 
8:Develop list of safety effortslactivities. 
9:Start Software Hazard Tracking Log He 10:Requirement Phase Activities 

El 
08 28:Design Phase Activities 

El 
El 

29:Assess safety related issues during design meetings. 
30:Design reviews and track any issues related to safety. 

El 21 -Anahno c n h a r c r  iicinn tnnlc 

11 :Provide Generic Safety Requirements. 
12:Assist in the generation of overall requirements. 
13:Perform Software Safety Requirements Analysis. 
1 4:Perform Require me nts Criticality Analysis. 
15:Verify inclusion of any safety critical end of life-cycle requirements. 
1E:Produce CIL. 
1 -/:Participate in requirement working group or JAD meetings 
18:Attend requirement reviews. 
1 9:Review and analyze requirements for industry acceptable and required charac 
2O:Track and resolve any software safety requirements related issues. 
21 :Generation andlor review requirement traceability/verification matrices 
22:Review software development CM. and test plans 
23: Requirements Flow-down Analysis . 
24:Review and provide guidance on program/project metrics. 
2 5:Ve rify software safety requirements. 
26:Determine impact of changes and defects on software safety. 
27:Perform Phase 1 Safety Review. 

SMC-IT July 13th 2003 Software Risk Estimation.. . 
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Quantitatively Relating Software Risks 
to Mitigations 
(fragment of 64 x I07 matrix) 

Mitgn Risk Col = Completeness: Incomplete requirements 
Row = Conduct Formal Reviews 

Mitgns Mitgns 
Software 
Implement 
Manqemen 
Documentec 
Pew review 
Condu@t 
software 
Requiremen 
her  review 
Implement 
Canduct 
Conduct 
Document 
Customer 

[-]Requirt 

SMC-IT July 13th 2003 Software Risk Estimation.. . 

JPL 

Coarse 
distinctions 

(0,0.1,0.3,0.9) 
do suffice for 

insightful 
decision 
making 

n.b. Blank = 0, 
no benefit 

Feather 



LLStem-and-leaP Y *  ( ) visualization of DDP 
sparse matrices: 

JPL 

Emgm, Risks Mitigations -turquoise width z effect 
- . selected 4% their . 

0 
0 

0 

0 0 ~1 nselected 
*- 0- 

0 g** 
L Risks - redmm--=, 

width z log 
outstanding 
C impact 

0 
0 

0 0 

0 item n u m be V” item number in 
M it igat ion tree in Risk tree - ~ I Z I ~ I Z I I Z I  

(*) Tufte attributes these to John W. Tukey, “Some Graphical and Semigraphic Displays” 
Their usage was introduced into RBP (DDP without numbers) by Denise Howard & 
Chris Hartsough, extended further by us in DDP. 

Feather SMC-IT July 13th 2003 Software Risk Estimation.. . 



Quantitatively Relating Software Risks JPL 
to Mitigations 
(fragment of 64 

Mitigations 
& the risks 
they reduce 

SMC-IT July 13th 2003 Software Risk Estimation.. . Feather 



SMC 

Typical DDP screen JPL 

&I 3.1 6.Tolerate mde temperature rai 
3.1 7 +500 dearees C 

Fi5 

3 6 3 Organic (e g . conformal coat a 2 4  " 5  Z a  2 a 2 . 4 . 2  4 5 E g j 3 j - 4  4 5 1 2 Lists of mitigations R 3 6 4 Halooen contaminations 

I 
- 
&I 3 6 6.Biological 
&I 

3 6 5.SmeIl c o n d u d e  partides 

3.6 7.Meei projecl outgass rqmis 

4.l.lnspeclability of 100% iniegrlty of bi 
&1.4:11iiies' 

BI 

BI 
E 
BI 

4 2 Obsenmbility into integr 
4.3.Abillty to package in weird 

~~ 

4.4 Able to mechanically int 
4 5 Elfedwe removal of heat (th 

hoo BI 4 6.lnstitutianal COB packaging 
4 7 Reworkable I 4 I 
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Message to Remember - JPL 
Risk-informed Decision Making! 

What do What can get in What can you do 
you want? the way? about it? 
- Information: make most use of information available early in lifecycle 

Combine knowledge from experts and past experience 
Accommodate both evidence and estimates 

- Process: gather the right information the right way 
Objectives, including their relative importance 
Risks, and by how much they impact objectives and requirements 
Mitigations, and by how much their use would reduce risk 

- Tool support: effectively handle voluminous amounts of information 
Capture experts’ knowledge on-the-fly during intensive sessions 
Present information through cogent visualizations 
Derive additional knowledge via calculation and search 

Specific collection of tasks, purposeful, costed, scheduled 
A traceable rationale, quantitative scoring, reviewable 
Risk-based understanding, thorough, calibrated 

- Utilizable Product: 

SMC-IT July 13th 2003 Software Risk Estimation.. , Feather 
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DDP Sensitivity Analysis 
1) Menzies’ technique showed optimal solution robust 

2) Vary effect values one by one, recompute 
requirements attainment, tabulate results: 

I d  d d 

Change 1 % Change I PACT I Failure Mode I 
-2.02 0.76 Selectimake laser Insufficient power 
-0.834 0.31 4 CCD Qualification CCD degredation 
-0.6 0.226 System Study Q ther technologies are better 
-0.329 0.1 24 Hermetic packaging nm-Hermetic 
-0.246 0.0926 Fibre qualification Fibre degredation 

3) Use results for relative decision making, not as 
absolute measures of reliability. 
Having identified areas of critical concern, apply 
other techniques (e.g., probabilistic risk 
assessment). 
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JPL 
DDP Risk Model - Refinements 111 

Mitigation SubtyDes 
Preventions: decrease likelihood of 

risk arising (e.g., training; coding 
conventions) 

Alleviations: decrease impact 
(severity) of risk if it occurs (e.g., 
defensive programming) 

Detections: identify risks prior to use 
(e.g., testing, analysis), leading to 
repair of risks so detected; net 
result: decreased likelihood of risk 

. .  remaining. 
Repair cost = 
risk’s unit repair cost x 
decrease in risk’s likelihood L I K E L I H O O D  

I DDP - Defect Detection and Prevention I 
SMC-IT July 13th 2003 Software Risk Estimation.. Feather 
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h high 

low 

A 
development time Launch date 

For terrestrial software, think “release date”! 
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DDP Risk Model - Refinements 131 
InducedIAggravated Risks 

JPL 

Mitigation that make risks worse 

- hardware shake test breaks something else 
- software bugfix introduces new bugs 
- turning on/off array bound checking changes timing 
- adoption of design element introduces design-specific risks 

Mitigation induces risk by extent e (-1 I e e 0) 
Risk likelihood before = L 
Risk likelihood after = (1 - (I-L)(l+e)) 

E.g., e = -0.9, Likelihood after = (1 - (I-L)*O,l)) = 1 - .I + . l L  = .9 + .1L 

Mitigation aggravates risk by extent e (e e -1) 
Risk impact before = I 
Risk impact after = I*(-e) 

E.g., e = -3, Risk impact after = 1*3 
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