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* Re-usable
— Standardized

* International space communications
infrastructure

— An international “Interplanetary
Internet”, with components on Earth
and in space contributed by multiple
space organizations, that accretes and
becomes increasingly capable as a
function of time.




Users on the Internet:
September 2002

CAN/US - 182.67M
Europe - 190.92M
Asia/Pac - 187.24M
Latin Am - 33.35M
Africa - 6.31M
Mid-east- 5.12M

Total - 605.6 M
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Consultative Committee for Space Data Sy__fems,
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Current CCSDS Protocol
Deep Space Backbone .

CCSDS Packet

CCSDS Long-haul L

CCSDS Space Link
Extension (SLE)

TCP, UDP

IPSEC

CCSDS Long-Haul Link and Coding

~ Local
Terrestrial
Link

Local
Terrestrial
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NASA Telemetry Standardization

NASA/ESA

° Working 6
Basic Space/6round orxing Group

Communications
Standards for

Space Missions

“Packet” Spacecraft
Telemetry and Telecommand

Baselined by &ms&

CCSDS Recommendat:on for :
Advanced Orbiting Systems
-, File Transfer' FTAM = The

Exfenswn of Thé
Terrestrial Internet
into Space

NASA/DOD/CCSDS File Transfer: FTP
Space Communications .
Protocol Standards Transport: TCP

(CCSDS-SCPS) Project SN Al
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|nternet-m-Space Architectural Alternatlves.
1. End-to-End Operatlon

Distinguishing features

End-to-end protocol operation at IP
and above (Application and Transport
connections run end-to-end)

Each transport (TCP) endpoint must

be tuned to maximize per'for'mance
—and utilization over satellite link




lnternet-in-Space Architectural Alternatives:
2. Proxy-Based Operation

Distinguishing features

*  Dual-gateway (proxy) configuration
End System transport connections do not cross
the satellite/wireless link so End Systems do
not have to be satellite/wireless aware (e.g.,
can be unmodified COTS, simplifying
deployment) | R
Security above transport or via trusted
gateways




Space extensions
to FTP

SCPS-FP

Space extensions
to the Socket x oo e
Interface " = - " mixed- lossenw :

e (congestlon, ‘

SCPS-TP

TCP . ont ﬂ ' Partial Renabmty‘service (BETS);
Tranquility \ Delimitation of record boundaries;

options RFC 1323: Window scaling, time
stamps, sequence number extension

Space-optimized ; ; k Authentication: guarantee of the identity of a source;

Access Control: prevention of unauthorized access:
Integrity: protection against modification;
Confidentiality: protection from disclosure.

IPSec variant

Common Network-
Layer Interface -

Provides both connectionless and managed-
connection routing;

Space_"Opt'm'zed e ~ Supports precedence (priority) based handling;
IP variant ‘ - ; Offer multiple routing options;
Signals errors to the layer above;
Supports packet lifetime control;

Scalable - tailor capabmty to need, e.g., high
communications efficiency in constrained
bandwidth conditions.

The CCSDS protocol suite supports either "native” or “space enhanced” Internet services,
at the discretion of the Project organization
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CCSDS Packet

CCSDS Long-haul Link

CCSDS Space Link
Extension (SLE)

TCP, UDP

IPSEC

IP

- Loca

Terrestrial
 Link

Reliable File Transfer
in disconnected,
long-delay
environments ?
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CCSDS Link +
Physical Security
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smgle hop.

It supports:
* the user application

And consists of:
+ file handling mechanisms

+

* point-to-point reliability
mechanisms

It draws upon:
* underlying space link unit

APPLICATION

(no routing or
custody transfer)

data transfer services

CCSDS Space Link

User
application

Core
Procedures

UT layer




CFDP Operations Scenario.

deployment (AlSati,
Di, JWST, MRO, etc)

point-to-point,
acknowledged

1. point-to-point,
unacknowledged

3. multi-hop, in series

Build 3 CFDP

4. multi-hop, in parallel
- without cross-links



CFDP Build 2 - Blue Book 2 -,

= Supports Scenario 3 (multi-hop, serial transfer

two mechanisms:

A Store-and-Forward Overlay
(SFO) that uses unmodified Build
1 and is not part of CFDP. This
application code provides multi-

hop routing and custody transfer
services

APPLICATION

SFO routing & custody transfer

~=CFDP Fil_e operations -

CFDP point-to- pomt rehabxlzty i
(PDU ack & retransmat) :

(no routing or
custody transfer)

Additional E‘i en

that are part o DP

provide mul’u-hop r utmg nd
custody transfer services. These
can optionally also be augmented
by the SFO for added flexibility

APPLICATION

Blue
Book 2
additions

Extended Procedures: |
routing & custody transfer

CCSDS Space Link

CCSDS Space Link




As an interim measure to support “Mars Network” operations, Scenario 4 (multi-
hop, parallel transfer) can also be supported by an additional “Data Product
Manager” application overlay. The DPM segments user products into pieces that
are small enough to transfer as independent CFDP files during a single contact,
and passes state to the receiving end to enable their reconstitution.

User Application

transmitted data
product 1

segmentation — reconstitution

B requestl
request 2

—>
~=i*  indication 1
—p

indication 2

N CFDP File operations

- CFDP point-to-point reliability

___(PDU ack & retransmit) -

CFDP Extended Procedures:
routing & custody transfer

CCSDS Space Link




"CFDP-Era” (2005+) CCSDS Pro

Deep Space Backbone

_ CCSDS File Delivery Protocol (CFDP)
CCSDS Packet

CCSDS Long-haut Link

CCSDS Space Link
Extension (SLE)

TCP, UDP

IPSEC

IP

Terrestrial
Link

~ Local
Terrestrial
Wired




["ccsDs Data;
Pig lanager

SDS File Delivery Protocol (CFDP)
CCSDS Packet

l‘»




nternet (IPN):
tecture for a
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t.:;"' The Internet is a connected, chatty 'network of net

wired backbone with neghglble delay and errors f‘(w:f‘
"edges"” emerging)

/ &

q_-
T

The InterPlaNetary Internet is a often dlsconnecfed sto

‘network of Internets' based on a wireless backbone wrrh hu
and error prone links
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Deey Space Backbone Region @& Terrestrial Region

Communications ' 1 : gnc-fi?;fs

Relay Orbiter .

Space missions are
increasingly moving from
point-to-point to networked
R architectures
Science

Balloons ' -- internal to each spacecraft
-- on and around other planets

Just like the terrestrial Internet,
standardized space networking
allows us to build low-cost,
reusable infrastructure that can
be shared by many diverse
space missions

¢ g




A region is an area where the
relevant characteristics of
communication are homogeneous

Regions are defined based upon:
- Communications capability
- Quality of Service Peerings

Security (levels of trust)

Degree of resource
management

Etc.

Traversal of two or more regions
will affect the nature of
communications




Interplanetary

Internet:

“network of
regional
internets”

“The
Internet”

Deep Space
Backbone

We need a general, standard way to

communicate end-to-end through

multiple regions in a disconnected,
variable-delay environment
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Bundles: A Store and Forward Appli

The “Thin Waist” of the Interplanetary Inte

Possible
disconnection

Internet a Internet b

l Bundle  New protocol development

Transport a




e2e Applications
(e.g., Bundle FTP, CFDP, Bundle”NTP)

oocoot.no.;io‘inotvaott.t .
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UDP

Long-haul Link | Proximity Link JONET  Ethernet




"Interplanetary Ne’rwor'kiﬂQ

CCSDS Bundling

The Bundling protocol suite will provide general purpose delay tolerant
protocol services in support of many diverse applications in highly networked

configurations:

Custody transfer
Segmentation and reassembly
End-to-end reliability
End-to-end security
End-to-end routing




Baetlc Laver Prodoond \preificaticn

IPN Architecture Bundle Protocol

Architecture (Internet Draft 2) Specification, Draftl.

(Internet Draft 1) September 2002
May 2001 August 2002

Specifications

Code base

————————

15 Rough Code 2rd Proto.Code 3 Proto.Code 4t Proto.Code 5™ Proto. Code
August 2000 May 2002 July 2002 Sept. 2002 Nov. 2002

o S ; o gy o Open Source
Releasel Code
March 2003

Code available at http://www.dtnrg.orq




SERSOR WEE FOR
AUTOROMOUS PROBE
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nieg | infrastructure -
_ protection ‘

Delay Tolerant
Networking

N aAaTION & trts

MELAND SECURITY _ ‘
N evolution:

ECTYT ING T oMK

Broader applicability
Nearer term utility
Larger research community




Delay Tolerant Ne

a broad community ;eff ‘ rt

Fielded DTN
Deployments
Other
DTN communities

llinternat

o —Socisly

DTN
Research

http://www.ipnsig.org ‘

http://www.dtnrg.org

http://www.ccsds.org

Interplanetary
Internet
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Bogometer

* Wetland drainage is a problem inks ta more Technology
* Nodes fixed in place g o the foot ot
+ Measure level of water below node

- Want alertif levels change
- Don't want to damage wetland by

visiting nodes Juan Alonso, SICS
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.+ design and implementation of the gereral
f Delay Tolerant Network (DTN) architesture.
with special focus on wireless sensor and
sensorfactuator networks (SNY The aim of

"

* "Drive-by" periodically Networki

4] e Or ‘n g the general BTN architecture is to achieve
- Maybe once a month? ermparaity omeser and amor
crallenged networks. Of particular interest
. for this research proposal is using DTN to
achieve interoperability between wireless
SNs and the Interret. In practcal tenms. this

* Three sorts of entity
~ Nodes are embedded systems
- Routers are PDAs or better
The Sink is a host on the Intemet
* Stack
- Convergence Layers
* Router - - ~hnde: UDP 8021 1h
* Regbos - - Sink: TOP, whiatever
- DTN bundle layer
- Application layer

means being able to access, operate and
control wiraless sensor networks through the
Intemet.
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Fielded
deployments of
DTN technology

DTN Research Group:

Focal point
for DTN

Reference Software
Configuration Control

International Standards




e2e Applications
| (‘efgf,‘ Bundle FT‘P,‘ CFDP}, Bvundle AN‘TP)

ajpung

BUNDLE
Custody transfer;
e2e security, reliability, routing
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My ccsbs CCSDS Reliable Space Link
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~ CCSDS Space Applications Protocols (Packet, CFDP, Messaging, Stfeaming, etc.) |

CCSDS Long-haul Link

CCSDS Space Link
Extension (SLE)

TCP, UDP

IPSEC

IP

Terrestrial
Link
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.

~ (TCP, UDP)
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CCSDS NP

CCSDS Long-Haul Link and Coding

CCSDS Link +

Local
Terrestrial
Wired




CFDP File operations ©

BUNDLE

TCPIIP i ; i APPLICATIONS
CFDP File operations

BUNDLE

CCSDS Long-haul Link

APPLICATIONS

BUNDLE
CCSDS Proximity Link

APPLICATIONS

CFDP File operations

BUNDLE |








