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Abstract
A standard data interface for spacecraft and intelligent spacecraft devices will have
a major impact on the cost of building and flying satellites. 1 he Space Messaging
Service is a key element in a proposed “ open” standard for Space Project Mission
Operations Control Architecture (SuperMOCA). The rationale for a messaging
service is examined. 7he selection of the Manufacturing Message Specification and
Fieldbus standards as the initial basis for a comprehensive se t of Space Messaging
Services is discussed, Some modifications to the industrial stundards required to
address the space en vironment are proposed.

O Introduction

In the initial phase of Space Station Freedom, a major effort was launched to establish a
comprechensive information management architecture for operation of the spacecraft. A number of
innovative concepts were developed during that period of time. Larly design efforts determined that
a messaging service on top of a packet transport service, would greatly enhance the operation of the
Space Station. However, the 1990s saw Space Station Freedom scaled back from its original scope
and many of these innovative concepts were dropped. Despite the re-direction of Space Station, a
small group of interested parties continued to meet and discuss the challenges of a comprehensive
command and control system for space missions. The Space Project Mission Operations Control
Architecture (SuperMOCA) has emerged from those discussions as a effort to develop an “open
specification” for civil and military space projects. This article will discuss onc key element of the
architecture, the Space Messaging Service.

Figure | provides a graphical representation of the four basic elements in the Mission Operations
Control Architecture. The four elements are:

¢ The Information Architecture provides for the organization and management of the abstract
objects that represent the real assets, resources and opcrat ions environment of the spacecraft.

. The Control Interface provides a user friendly mechanism to operate and manage the spacecraft,

. The Decision Support Engine operates the spacecraft and processes commands for the safe
execution of the mission. The Decision Support Engine operates on the abstract objects and
environment constraints contained in the Data Architecture and System Management
Architecture databases.

«  The Space Messaging Service provides a comprehensive set of inter-processor communication

services for ground-to-space’and space-to-space messaging.

Manufacturing Message Specification (MMS) was the subject of intense investigation in the early
days of Space Station Freedom.Developed as an“open” industrial standard for control of robots and
intelligent factory decvices, analysis for Space Station| reedom determined that MMS encompassed
all of the scrvices required for the operation of the space station. Rather than create a completely
new set of communicationscrvices, SuperMOCA willbuild onthe industrially proven capabilitics of

LGiround-to-s paceinthis paper refers 10 the ground-to-space uplink andthe space-lo-ground downlink.
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MMS to develop servicesideal for the spacecraftenvitonment. The Space Messaging service will
also draw on the emerging IYicldbus specification which is derived from the MMS standard.
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Figure 1. The four basic clements of the Space Project Mission Operation s Control Architecture
1 Problem overview

A spacecrafl is basically a robot operating in the hostile environment of space. Some spacecraft arc
simple machines with no moving parts and passive sensors gathering data. Other spacecraft arc
complcxclectro-mechanical devices operating in deep space, far from earth. And still other
spacecraft arc complex systems populated by astronauts. Regardless of simplicity or complexity, the
robot model is a good fit to the spacecraft paradigm. 1 he Space Messaging Service (SMS)
envisioned for SuperMOCA would provide a sc( of services to meet the requirements of this diverse
array of spacecraft. in addition to providing services for ground-to-space communications, the Space
Messaging, Service will also provide services to supper  spacecraft-to-spacecraft communications and
onboard-system-to-o nboard-systemcommun icat ions (Figure 2).
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Figure 2. Communication paths supported by the Space Messaging Service.

The Space Messaging Service is sandwiched between tile Decision Support Engine and the lower
layers of the communications stack (see¢ Figure 3). The messaging service defines a set of messages
with structure and syntax to support a dialog between systems. The miessage type, structure and
syntax makes possible the construction of software that can generatcand interpret messages. And
that software can bc reused from mission to mission. Furthermore, the message structure and syntax
makes it possible to examine and evaluate messages to determine their impact on the spacecraft.

Why do wc need a messaging scrvicc? Why not simply provide a packet exchange scrvicc and leave
message definition up to the specific spacecraft implementation? At first, this may seem a reasonable
approach because packet based systems arc a common practice today. owever, the creation of new
message schemes for cach mission is a very expensive proposition. In addition, it makes each
spacccraft unique and forces the development ofa unique mission operations facility.
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Figure 3. The space process control system operatesover a communications stack.

2 Industrial Solutions
MMS was dcsigned to support tbc automation of factor its. Many factories today employ intelligent
devices to perform complicated operations without human intervention. Some of these devices arc:
robots, numerically controlled tool systems (lathes and mills) and programmable logic controllers
(PLCs).Figure 4 depicts the environment where the scrvices of MMS were designed to operate. As
n “open” specification, MMS provides the manufacturing sector with an automation solution where
products from different vendors can bc integrated into a factory with little or no traditional software
development. MMS can be implemented over a full protocol stack to provide a fully integrated
factory system. Using the full stack, network segments can bc linked together with commercial
network routers, and tbc factory floor linked to tbc corporate Management Information System. The
MMS Enhanced Performance Architecture (1:PA)was developed to support factory cells which
require high performance data exchange and do not require direct access to other factory devices or
the corporate information system.
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Figure 4. MMS was developed to support the automation of factories systems.

I'here arc 87 services provided by MMS to manageintelligent devices across a network. A vendor’s
product will identify itself with the product name, serial number and version number inresponse to
the MMS Identify service request. Thedevice will also provide its list of managed objects, its list of
capabilities and its list of supported parameters in response to the corresponding MMS service
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request. And programmable devices can have programs downloaded across the network, initiated and
managed using the MMS domain and program invocation scrvices

TheFicldbus specification is being designed for devices operating inctitical process control systems
like chemical plants and refineries. The [Fieldbus will support tight, critical control loops and operate
directly over a data-link layer designed for environments with explosive potential. As such, thc
Fieldbusis not intended to operate over a wide area network. A local controller will manage the
Ficldbus and operate as a bridge to corporate Management Information Systems (sccFigure 5). The
sensors and actuators employed in chemical processing, plants are candidates for Ficldbus
implementations. These devices arc relatively simple when compared to the type of manufacturing
devices that would use MMS. As such, tbc developers of the f ‘icldbus have incorporated only the
basic MMS services into the FFieldbus specification. I.ike MMS, Ficldbus provides service for thc
device to identify itself across tbc network. And Fieldbus provides services to monitor the status of
devices and control the operation of actuators. [{owever, the Fieldbus specification goes beyond
MMS and provides for an embedded data dictionary to support integration of tbc Fieldbus devices
into the network.
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Figure S. The Fieldbus is being developed to support automation in facilities with tight process

control loops. The network is designed to be used in environments with explosive
potential.

3 A Real World Example

In many ways, a tracking station is like a factory. Today’s tracking stations employ intelligent
devices to perform complicated operations with a minimum of human intervention. The tracking
station antenna is a robot that moves under computer control to acquire the signal from a spacecraft
and follow that spacecraft across the sky. The operation of receivers, transmitters and various signal
processing cqu ipmentis very similar to the way Programmablel.ogic Controllers operate motors,
thermocouples, relays and switches in a factory.

This view was put to the test in Deep Space Station 13 (1> S- 13), theDeep Space Network's
experimental tracking station at Goldstone, California. The monitor and control system was built
using MMS services over a local area network. A workstation was installed as a Station Control
System to manage the station resources. Each element (or subsystem) of the station is operated
through a computer. The antenna, receivers, total power radiometer, microwave switching and
weather station were all computer controlled. A cominercial MMS package was tailored (o slip into
each subsystemto provide network communications (sec Figure 6).

The subsystem controllers execute programs to operate their connected (or dedicated) hardware. The
subsystems operate autonomously and function as MMS server with respect to thc Station Control
System. The Station Control System operates as an MMS client to configure, control and monitor the
operation of the subsystems. IFor example, the Station Control System will connect to the antenna
controller, configure the controller for a spacecraft track, initiate the antenna controller to track the
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spacceraft and monitor the antenna controller through the activity. The antenna controller responds
to the Station Control System’s commands and provides performance data as required (scctigure 7).
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Figure 6. Deep Space Station -13 employs MMS services to monitor and control all of the station
subsystems from a single workstation.
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Figure 7. The Station Control System connects to the antenna, reads its current configuration and

writes a ncw configuration to the antenna control subsystem to initiate its operation.
The Station Control System monitors performance of the antenna by reading its status
and disconnects from the antenna at the conclusion of the activity.

The subsystems can also operate as a client to other subsystems. For example, the antenna controller
requires measurements of received power from the total power radiometer. The antenna controller
can connect to the total power radiometer controller and read the received power as necessary. Once
configured and initiated, the entire station will operate during a spacecraft pass without invention
from the Station Control system and will continue to operate should the Station Control System fail
and return toservice at some later point in time.

A key part of the Station Control System was the incorporation of a commercial software package
developed for factory automation. This product provides the man-machine-intcrfacc, device
communications, event reporting, performance monitoting, report generation and a variety of
associated automation services. The product implemented at [) SS- 13 represents a class of products
frequently referred to as “Supervisory Control and Data Acquisition” (SCADA) or “Application
Enablers” software packages. These products arc designedto beinstalled and configured through
table entries, eliminating most of the traditional softwarc development effort. MMS based device
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communications is well designed for table drivensoftw arc packagpes. Using the combination of MMS
and SCADA products, substantial cost savings were achieved over “traditional” approaches. In
addition, the application of commercial products provided enhanced reliability through its large
customer base. When the ) SS-13 was initiated, only two companiesbuilding SCADA products
provided MMS device drivers for their products. Today, six companies offer MMS device drivers for
their products,

4 The Ground-to-Space Communications

In many ways, control of a spacecraft is very similar 10 the control of a robot on the factory floor. A
factory robot is composed of motors, actuators and sensors thatoperate in concert to produce real
products. Similarly, spacecraft are collections of sensors and ¢lectro-mechanicaldevices that operate
in space performing real tasks. The services of MMS provide support to establish communications
with the factory robot, determine the robot's ident ity, and status, and control its operation. The
following scenarios arc offered as examples of how an MMS based Space Messaging Scrvice (SMS)
might function.

Consider ground-to-space communications for a simple spacecraft in near earth orbit. A ground
station would establish a connection with the spacecraft and request its “identity” and “status”. The
“identity” and “status” data returned would be¢ used by the ground system (both mission control and
groundtracking station) to verify connection to the con ect spacecraft and determine its current state.
A series of SMS Reads by the ground system obtain detailed information about the configuration,
health and status of the spacecraft. Simultaneously, recorded data would be transferred to the ground
using the File Management services and new programs for instrument operations arc uploaded using
the Domain Management services. As the communication session nears it end, mission control
would perform a series of SMS Writes to reconfigure the spacecraft based on real-time evaluation of
health and status data (see Figure 8).
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Figure 8. The ground system connects to the spacecraft. The spacecraft identifies itself, reports

its status and begins to transfers its data product as a file. “['he ground station requests
additional status information from the spacecraft and writes ncw configuration data
before concluding the activity.
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5 Onboard Communications

A spacecraft is like a self-contained, mini-factory. A spacecraft has its own power-plan( and
cnvironmental (thermal) controlsubsystems. And the onboardinstruments produce the spacecraft
(mini-factory) product, the data. 1o understand the application of an MMS based Space Messaging
Service (SMS) onboard a spacecraft, consider a spacecraft composed of intelligent subsystems and
instruments interconnected across a computer bus or local area network.

The spacecraft instruments, the power subsystem, the thermal control subsystem and all of the other
subsystems would bebuiltwith intelligent controllers designed tointer face as servers on the bus or
local area network. The subsystem controllers would reflect their status and performance through
variables accessible by SMS Variable Read scrvices. T'he subsystems would be configured and
controlled through SMS Variable Write and Program Invocation scr-vices. And the subsystems would
employ SMS Eventservices to reflect their changing state.

The spacecraft central control system would employ a SuperMOCA Decision Support Engine and
operate as aclient to the instruments and subsystems. The central control system would obtain the
status and performance of subsystems and instruments using SMS Status and Variable services. The
central control system would operate the subsystems and instruments using SMS Variable Write and
Program Invocation services. The control system would enroll in the instrument defined SMS Events
to receive notification of their changing state. And the control system itself would receive ncw
instructions in flight through SMS Domain Upload services.

6 Putting it all Together

The goal today is to build spacecraft “faster, better and cheaper”. 1'0 achieve this goal, wc must
creale an environment where the cost of developing and building spacecraft can be amortized over
many missions. If the common elements required by most spacecraft could be built as scaleable, off-
the-shelf components, the manufacturers of those devices could amortize the development costs over
many spacecraft. Spacecraft built from off-the-shclfcomponcnts will require standard physical,
electrical and data system interfaces to support their integration into the vehicle. MMS has been used
to build intelligent factory devices that can be integrated with little or no software development.
Similarly, a Space Messaging Service would provide spacecraft developers with a similar data system
interface for their intelligent devices.

An intelligent spacecraft component would be delivered with a SMS data system interface and an
instruction book. The instructions would describe its operation and explain how to monitor and
control the device through its SMS interface. The manufacturer would not deliver source code,
program stubs or remote procedure calls. And the spacecraft developer would not need to integrate,
compile or link software from many manufacturers into the spacecraft command system. Instead,
SuperMOCA Decision Support Engine would be configured to operate the spacecraft components
through Space Messaging Services.

The standards do not impose a rigid structure on manufacturers, but can expand the flexibility of their
products. And the standards will not stifle the manufacturer’s creativity, but re-direct that creativity
toward better products. In the future, two vendors of spacecrafl power subsystems might compete for
selection by offering SMS data system interfaces. One might provide a basic subsystem interface
while the other advertises a sophisticated, event driven, self-diagnostic subsystem interface. For this
example, let us assume that the project selects the sophisticated power subsystem for its spacecraft.
IHowever, the launch schedule prevents the projectfromimplementing the sophisticated features and
only the basic functions arc integrated during spacecraftassembly.

After launch, anomalous thermal conditions arc identificd onboard the spacecraft that threaten the
mission. The mission controllers decide to use the advertised SMS event and diagnostic services to
determine if the power subsystem is operating as requir cd. Mission control instructs the central
control systemto enroll inthe power subsystem SMS |.vent services associated with “exceeding the
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maximum operating temperature”. The central control system is also instructed to invoke the power
subsystem’s diagnostic program when the “maximum operating tempcrature” event notice is
received. The results of the event and program invocation services assist mission controllers with
fault isolation.

The discussion above illustrates the potential impact of a standard Space Messaging Service. With a
standard datasysteminterface, the manufacturers of spacecraft components can focus on building
devices instead of unique interfaces. With standard interfaces, software components will be
developed for use on mulitple spacecraft. And with stan dard interfaces, the ground support facilities
will have a common basis to support all spacecraft. The services of MMS provide a foundation for a
Space Messaging Service that is robust and flexible.

7 The Influence of Space Station

Space Station had a major influence on the selection of MMS as the basis for SMS. And a kcy issue
for Space Station was controlled access to station resources. While the developers of the Space
Station information system wanted to provide ground based users with as much access as possible,
the safe operation of Space Station and the safety of the astronauts was of paramount concern. The
anticipated data rates and real-time control requirements made evaluation of individual messages for
their impact on Space Station operation impossible. MMS provided Space Station with a messaging
service that would facilitate evaluation. Since a limited set of MMS services would impact station
operation, messages which invoke those services would be the only ones thatneed to be evaluated
before they affected the station operation. The MMS message structure would have facilitated
detection and analysis of the real-time flow of messages to-and-from the Space Station to safeguard
its operation. A Space Messaging Service based on MMS will provide the same utility.

8 I’"hc Evolution of the Space Messaging Service

MMS was developed for the factory floor with communications over local area networks (I.LANs) and
enginecrs available for emergency intervention. A Space Messaging Service would begin with MMS
and evolvescrvices that address the unique requirements for operating in space. A fcw of the issues
that must be addressed arc:

e All MMS messages arc encoded using the 1S0 Basic Encoding Rules (BER). The selection of
BER for the manufacturing environment provides a robust solution for heterogeneous systems
that are constantly changing and are not severely bandwidth restricted. However, the space
environment remains bandwidth constrained, Since the BER arc not very efficient, alternative
encoding procedures such as PACK encoding will be investigated for the Space Messaging
Service.

e Most MMS services are confirmed services. Confirmed services arc initiated by a client and
rcqu irc a response from the corresponding server. While the factory environment can support
these services under all situations, the space environment requires some special considerations.
I'or example, a client application in a factory will establish a connection to a server before
conducting an MMS dialog with the server. ‘I'he MMS Initiate Connection service is a confirmed
service and some commercial implementations of MMS require a positive response from the
server before other MMS services can be invoked. Translated to the ground-to-space scenario,
the ground stat ion wou Id initiate a connection and wait for a response from the spacecraft before
reading or writing data to the spacecraft, This clearly will not serve spacecraft in deep space
where a round-trip light time may be hours. A Space Messaging Service will provide services
with optional confirmations to address these space communication issues.

¢ TheFile Management services specified by MMS were intendedto meet the limited requirements
of the manufacturing systems on the factory floor. While the MMS file services provide most of
the functions required for the space environment, additional services will be added (o the Space
Messaging Service to support a full network file server.
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. An emergency onthe factor-y floor can be addressed by a plant enginecer. Short of the Space
Station with an onboard astronaut, an emecrgency aboard a spacecraft must be addressed remotely.
Therefore, the Space Messaging Service must provide services to support spacecraft emergency
situations.

+  The Consultative Commitiec for Space Data Systems (CCSDS) Packet Telemetry standards have
become the standard for space data systems around the world. The Space Messaging Scrvice will
provide scrvices designed specifically to support the CCSDS Telemetry standards.

The Space Messaging Service will be designed in a modular fashion that will permit the implementor
ofa spacecraft systemto select only those services required to support a specific device. For
cxample, an intelligent MMS device can be built using only a handful of the 87 MMS services. Only
the software required to support the limited MMS services is incorporated into the device making it a
small and efficient software implementation.

9 Summary

The days of hand-crafted spacecraft arc coming to a close. The current budget environment will
support only a | imited number of custom, one-of-a-kind spacecraft. Drastic action must be taken to
reduce the cost of building and flying spacecraft if space research and exploration is to continue.
While space may be new, the problem of reducing the cost of things is not. In the early days of this
century, only the wealthy could afford automobiles. FEvery automobile was a hand-crafted work of
art. When Henry Ford decided to build a car that everyone could afford, the assembly line was
invented, But assembly line production required interchangeable parts, and interchangeable parts
required standard measurements. Consequently, the Ford standards laboratory became a critical part
of the automobile plant. While the target and problems may bc different, the general solution remains
standard interfaces.

A Space Messaging Service would provide a standard data system interface for spacecraft and
spacecraft devices. Manufacturing Message Specification provides an excellent starting point for the
development of such a standard. Designed to support the automation of robots and intelligent devices
in factories, MMS provides 87 communication services to build automated, distributed systems. The
successful application of MMS factories around the world provides confidence that a sophisticated
messaging service can be constructed and used for automation of robotic systems. Manufacturers
have used MMS to build equipment that can interface and inter-operate with equipment and software
from other manufacturers, without the exchange of software elements such as intermed iate definition
languages that must be rc-compiled and re-linked. Installation of MMS devices involves the creation
or configuration of tables or files. Manufacturers safeguard their proprietary interests by delivering
executables instead of source code. And because installation does not require the integration,
compilation and linking of software, manufacturers can maintain tight control over the behavior of
their equipment or instruments,

A Space Messaging Scrvicc would provide these same benefits for the construction and operation of
spacecraft. The manufacturers of spacecraft and spacecraft components will be able to focus on
building devices instead of unique interfaces. A standard Space Messaging Service will promote the
development of software for usc on mulitple spacecraft. In addition, a standard will provide ground
support facilities with a common basis for operating spacecraft, And, the reliability of spacecraft
systems and support facilities will be enhanced as components arc used and reused over multiple
missions.
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