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‘1’tlc (:assini Scicncc Opcralims  and l’lanninp, CkllIJmlcls (S01’(;)  ate lIIcatIt 10 g i v e  [hwirli  itlvcsligalols  and tlIc
lluyg,c.tIs l’lobe Opcltilions  Ccn[tc (111’W)  lIIotc. ciilcct coutfol of aid m}musi[)ilily  fm tllcil ihstlull~cnls aIId thcit data and to
Icd LIcc  II)issiotl opcxali(ms  cost.  SO1’Ck Sivc tlIc itlvcslip,atols ttlc ability 10 c(MIIIIIan(l  the.il itlstt Lll IIcnt  dilcclly,  l)LII also the

l“CS]lOIISibi]ily  to  do S() C{)l”l CC[ly. ‘1’hc. s~)l’~k Ilcl]l 1c4111CC  IIliSSi(ll)  O])ClatiollS  COSt b y  a]\[W.’ill~, ~hC illSll lllMVlt (lCSip,llCIS (11S()

to t)c. (IIC o}]cl:ltots.  ‘1’tlc.  SO1’CS  allow tllc qmat(ns (o lmIticijmk dilcctly even ttmLl~,ll  tl)c.y ate. at a (Iistallce.  f’roIII J1’1,.

“J’tm SO1’[k atr ditc.c( cxkt)simls of ttlc Ca$sihi  [ilound Systctn to llIc invc.stifwtw’s  hol Im irlstitutiot], Ihcy pl{widc
links to tllc. ]cs(  of the. Ciissihi {irould  Systel]l  f’m both uplink ad downlit[k  functioms. “1’IIC.  Sol’(:s Usc the Salllc soflwalc  as
ftlc Il”st  of” lIIC (ilolllld lhta Sys(clll. ‘1’ky  also ]]]ovide  a jI1a[fol  III fot p(jccl and invcsti~atm  I)twidcd  l]lallflitl~  aIId analysis
tools.

‘1’IIC  CLIIICIII  SOI’C  dc.sip,ti i s  tat.gdcd towatd Cawitli AsscIIIhly  ‘1’cst and 1,auIIclI ()[~ctatimls  (A’I’I  0) and cluisc.
III I] II OVCIIICIIIS  jJaIII~cd  dLII in: CI uisc imlwlc tmdwatc uJI:,Iadcs,  chan~,m ill SO1(WHIC atct]itcch]lc,  cl Iatlpcs to ttw dda
cotl)ll)tlilic:llioll”  systc.  tIIs and f3111atIcd scc LIt ity fcalurc’s. ‘1’tlc S01’(:s,  witlmul lJloJwt J)lc’cautiorls,  could  Imsc a  SCCLII i t y
Iiill)ility. ‘1’lIc ]~lliloso])lly of tlm scmrily  lcquitci[)cnts  [III(I Wlllc ]Jdt(iculal Illcawtcs will IX discussed.

Kcywwds: Cawilli, gyound Systcl[l,  S}mce cx[llwalion,  j)lalwtaly scicncc,  distlitmlcd opmatiohs,  S01’{;.

-1. IN’1’l<O1)LJ[:’I’10N”

‘I’l Ic futding  cllvit  olIt IIcnl fw planctal y scic.llcc and slmcc cxplol at ion ]Ias  chanp,c4i, llLdg,c[s fot- Il]issioll  opcrat iom
aIKl d a t a  at)alysis atu bcitlg, cut. A t  tllc SaIIIC tit[lc.,  scimcc  inslf LIIIICDIS  ate. tmcotl]inp,  II I( M C.  cajmblc and coII~})lcx a n d
ilivcslip,atws dcsitc IIIOIC dilccl cotltlol of the.ir itlsllumct]t~  and quickc.r accms to tllcit datii. ‘Ihc SOI’C is dcsip,m41 to a(klrtw
lIICSC.  Ilcc(l<.

‘Jhc  SO1’(~ is a coln~mtitip,  plalfw III that  set  vcs IIIotc futwtions  tlmn a n y  olhcl sin~,k COi IIj ILItCI ill ttm (kssihi
(iI(NIIId  Systcl]l. ‘1’IIC  S01’(: uses a colnbinatiot]  of J1’1,,  illve.stiy,atol, pu[)lic dw]min  aIKl co]l~llmicial softwa]c.  It is USC41 fot
ix)tll dcvc.lol~lllc.llt  and ]Ilission  olxvations. ‘J’hc  SOI’C  is calmb]c of Iwi Iollninr, bolt) U[)litlk  ald dovwlink  func t i ons .  1[
IN ~)vidcs  a j)lat[m III f{)l  evc.j y(liing, flol[l Illission ])lanninp, ald Cml}lnan(l  scqmvwihp,  to tclct]lCtI y 1 ct t icval, disl)lay  and dah
analysis. “I’IIc Ic. afc cul]ently nitm .SOI’(; s, six in tlm IJllitcd Stiltcs  atI(i tt][cc in Ihtlol)c.

l>cdicatcd c[)]t[]l~lltlicatic)rls  lines and hardwatc atc used to coIIIIcct  each Sol’(~ to J]’].. “1’t]is is bottl aII a(ivantar,c  aIKl

a  d i f f i cu l ty .  II a l l o w s  tlw il~vc.stip,atol  to haw  a Cholmd  Systct II IImct)inc  al his ot IIct  lIolIIc itlstitution aIId  inllmc\ ttm
lmIdc II of IcIIIolc systc.111 :I(lll]iilistltiliotl,  confip,ulalion  tIlana~,cmcnl  atd  lnaintctmncc. ‘1’llis  is fut(llci  co][l})licatcd by cxJml
illl(t Inaintct)ancc  issues when ttw S01’(: is lmatcd  in anothcl countly. IIccausc of thcil nlullifacetcd to]c wd rcnlmtc.  locatiotl,
sl)ccial  Cill C 111 USt [)C. t/lkCll  t{) kCC.J) tllC  S01’(;S [111(1 tllC It’St Of ttlC (il(~llll(l S~StC.111 (’OIII1llIICIS  SC. CIVIC’.

MaIs Obsc.IvcI  VJaS the first J1’1. Illissio]l  to usc tllc S01’(; c{mccj~l.  ‘Jhc [~it~sit)i  S01’(1  dc.sip,ll i s  based IIc:[vily ( m

tiIc  M a t s  Otmcl vcl nmdc.1. l;4Vc.ly Cflolt IIHR been lIdc to IIlilke tlw SO1)(ls a$ l]luch l ike ttm Otllcl ]Ilacllitlcs  in tile (kssini
(;101IIK[ Systcm  as Jmsiblc.  IIowc.vcl  , ttm S01’(:s scl vc.  ii cw]lt)itmtio]l  of futwtiohs th:it lIIakcs tllc[[l unique..

‘1’llis  papa will cx])lwc.  tlw systmll  cn~,itlcct it]g, of the SO1’C a~ wc.11 a$ tlm ways tlw S01’0 :illow il]vcsti~atots to
]mllicijmlc. ditcct]y itl m i s s i o n  opcldtims.  All ttlitlg,s (icsclik~<] ill t}]is  l)aJxV :ilq)]y to t}lc A’1’l  .[) atd CI Lli SC ~)]iaws of tiw



]llissioa.  ‘J’tmt  is, from about .laaaat y 1996 unt it Sata III olbi[ inset tioa miaus two years, JLIIW 200?. ” ‘1’IIc  cxcq)tion is the
apliak J)loccss that is tIol used utllil post laaacb.  With oac w Iwo slIlall cxcc])lims, tlIctc ate. ao scictlcc activities planacd fw
CI aisr.. l)csi~,r~, iitll]lcl]le]lt:ltiorl  aad plaaniag fm tho teal plmc will fake [dacc aftcl lauach. It is fally eslwctc41  tlml tlm tout
S01’(; clcsi~a will bc. slImIgly b;ised olI llIc ct Lli SC. S[)l’C dcsip,tl.

‘J’tlc ultitnalc p,oal of llIC SOI’CS is to c]]}powct scicatists.  I’IIc wkkd cost of ]naintait]ing,  a cotlll)atcr systct]l a~ a
distatd si[c. will bc. IIIOIC tlmn offset by tbc. imca+cd cflicic]lcy  of baviap, scicuwc itlvcstig,alors ]mrlicilmtc  Il]orc directly ia
Illissioll  qwtatioas.

~. CASSINI  GI<OLJN1)  SYS’I’I;M OI<GANI7,A”I’1ON

‘1’IIC.  (hssiai [iIoLIad  SystcIII  (GS) is diviclcd into two lVII ts. ‘1’tlc hflissioll  O1~ctatimls  Sys[c  III (h40S) is IImdc. up of
lIco}Ilc  atd ptoccdutcs  and tbc (iroutd  1 )ata SyslclIt  (Gl )S) is ]I]adc 111) of cotnpatcts,  hadwarc ml soflwarc.  ‘1’hc (:assi tl i
(iIoIIad  Systc.tn is divided iato c.i@t CICIIICIIW. ltaclI clcvclops iiIId qmatcs its pail of tllc MOS and tbc (;1)S. As IIIUCII  a~
]mssib]c  c.aclI clcll]cnt develops what it opc.latcs,  altlmlg,tl tlwlc. atc cafes  WIICIC a faactiott dcvck)jr41  by OIIC elctncat  is also

11SC41 by aII()(lKI. ‘1’IIc C.lCIIICI)(S bavc autlml it y to  dwi(ic to IIIake  w buy tlIc. CO IIIIWIICIIIS  that tbcy dcvck)l). ‘1’he.y t law tllis
aatlm it y fw botb tlm MO.S and tbc (;1)S pm(ioas. S[)1’[;s  alc diffcvcat ia larr,c pal I tmcaasc all IIosl a l l  tbc twls aIKl

]M(x-cdutcs aIc. dc.vclqd  by OI ,ititc.lfacc.  wit}) ollIcI clelncl)ts. ‘J’llis discassioa will Coaccat[alc oa Sol’(~  tclakd fuadions  of
foal of tlIc c.luacats,  two vii Iual tealIIs ad tbc scicacc itlvcstigatws. liig,arc 1 shows the ]clatiotlshil)  allmag, (IIC
otp,:llliz:iti{~tls listed Ivmc ald (twit coattibutioas  10 the Vii Iaal ‘I’cal I Is. It is aot lIIca Il to bc. a cotn[)lctwtlsivc  (Icsctil)tioll.

Eqcl r:+.:]

l;i~aw 1 - [ilou]d  Systctll olg,atli~atiol]

h4issim Oj]ctatioas Systcla

111’()(:
11~, & sci-  ““-1~.—

‘1’bc  (hmad SyslcIII  h40S is a collcctioa of pc.qdc aIId pIwdaI  es tlIat ~EI fol In Glmmd Syslcm functions. IIotll tl~c
itlvcsligators awl IIIC  Gloutd  SysIcm MOS ate paII of tlw Cassini M[)S. ‘1’tm S[)I’C lmvidcs  tlIc ][maas fw IIIC  itlvcsti~,atms
to Cxc.cute Illany of tllcse plodlll’cs.

2,2. (ilolllld lhta Systcll)

‘I’l Ic Cil X is lIIC  collccti(ms of coln]mtc,ls,  adwrks and soflwfate u s e d  10 ]m t“orl]l Itiissioll opclalioas.  lirmtl tlIc
S01’(: pcI spcctiw.,  thu c ale. tbm ]n:iju software sets, t w set vcrs  oa tbc [kssiai o~)cl at ions nctvw k aid ticdicalc41  data and
voice lines ftmll J1’1. to cacll S01’{:. “1’IIc (iloall(l Systc]n  ptovidcs life of IIlission  storar,c fw botl) file aIId telclllctry dattI,

2.3. ILICIIICIII  dcsclildiol]s

‘1’lIc.  iavc.sti~alms  haw  a a  iatctface wiltl  ( l i e .  [iroan(l Systell I Wt)cll  tllcy Iwt 101111 Ci]oLIIId  SyslcIII faadiotls.  ‘J’IIc
1 )ist t ibutc.d opcrat  ims latct Fdcc (IX)]) e.lclncat is Icsponsib]c  fol providia~,  a gaat aatcd point of coatact f(v tt m diW ibuled



[J}lct aliol}s sites, doing  syslcln cn~,iaccring,  of ltm SO1’Ck an(] lull licilmlinp, IIIC ]Ilission JJlannin:,  a n d  scqmncitl~  funcli(~ns.
‘1’tw I Ma and (l)llqming Sc.1 vices (lXX)  dc.lncnt is rcsJmlsitde fot IIminlailling  tlIc cotllJJuling  inffas[laclutc of the Gt(mtd
SysIclIl  1!11(1 fol ]I)aintaining, ttlC (lalabaSc of OJ)C1-atiOl)al f i l e s . ‘1’hc. Real-’l”in)c olwt aliens (1{’1’0) elcr[wmt is lcsJmnsitdc.  fot
cootdinatinr,  ]C.al-litnc opcralims,  cfi]~turing and stminp,  sJmc4wfl  and instrumnt tclcnwtry  aIId  soling COIIIIIIaIIdS  to lIIC
SIWCC1 iIf(. ‘1’hc [I]diak ~)pc.rat ions ((11 ,()) c]cnmrd is rcsponsih]c  fol- gcm ati IIg, and iategl at inp, ttm CO II Ima I Id SC41LIC11CC.S.  ‘J’hc
Illissioll  jdanuing, virlual (cam (h41]V’1’)  and scquclm  vit tual leatII (SV’J’)  alc rcspmsihlc  fm mission plannih~, and scquelmill~,.

z ,3.1. l’lincipal invcsligators,  [mm] !c.adcm and the 11 uygcns  1’1 ok OJ)ct ations Cent I c

Oa tlm (ksini sl)accctaft,  thctc. arc cig,lll  i]lstt ulllc.nts  In(widd by pt incipal invcsti~a[(ws  ( 1 ’ 1 ) ,  f e a r  f a c i l i t y
il~sll ultwnts ]xovi(icd JJ’1. d tllc }luy~,cns ]’IObC  J)tovidcd  hy t}lc llIIIO])C+III  SJlacc AgpIcy. 1 krcl I of the. pI inciJml investigator
and tlm lJI)OC cuIIc.  ally has a SOI)C.  ‘f’hc facility in SlI-UIIICnt  @III lcadc Is (’1’1,) ~cccivc. SOIWS slmtly afteI  launch, ‘1’tw l>ls
and ‘1’1s aIc. JIaI t of tlm Scicncc  Jnstl”ullmnts office. (S10). ‘1’IIc  six instralilcltts on the ]Iuy$,c’as  ]’l(hc do not  twcivc S01’[:s

since 111’(X~  is tlwir sole. rc.J]tcscntativc  for mlntnand  and tclemc.tly  intcl faces. ‘1’hc  two lypcs of (Iassini  otl)itct iaslt ulncats
aad tlm IIuygcas I)totm intmact  with the. Icst of tllc Grouad  Sys(c III iu diffclc{lt  ways. IJor silllplicity,  they will bc lcfcrrcd 10
collcctiwly  as invcstigatms.

‘1 ‘lIc p incipa] i nwst ip,atms  /11 C COlllJlhCly lc.s1mw4it)lc  for al I as])ccts  of tlm Opel at iml of thcit itlst t at ncnts. q’hc tcatll
lcadcts aIc mponsiblc  for the scicncc ojmralions of tl]c facility instlulne.nts.  1)01 is responsible for ttlc cn~,incming,  o~matioas
of llIc facility instt ulmmts. “I”hc f ac i l i t y  instfutlw.nl  scicncc tcatlls atd IX)] togcthcl J)crloritl  the saIIm functions as tllc
J)ritlciJxil invcs[ig,atm  tc.aIIIs.  111’0{1  is rcspmlsit>lc  fw all olm slims of llm ]uobc and the polm  itlsll alllcnts. ‘J’Jw JwirlciJ~al
invcslifyltols and 111’0(:  arc rcslmsiblc 10 develop thcit owa telctnctl y and comllmrd syslcrrls  for the.ir instt utllcnts. Sornc of
tlmt soflwal-c  lrlay k inslallcd or) tlIc S01’(: in coordination with ttlc [i~oul)(l SysleII1.

2.3.2, l)isti it)tltc~l.oj)ct:ltiolls” lllt~tfacc

] )()] is I C.s])olisiblc.  for the. systc.r~l  dcsig,n o f  IIIC. Sol’[k< 1)01 i s  also t i l e  (hound Systcrll’s  liaisol) to tlm
irlvc.stiga(ws for OJmtatioaal  issms. IX)l is aot an ir~[erlIdiar y, bat rathct  a faci l i tator. ‘Ihc iavcst iga[ws aIc. C.III}I(WWC41 to

(Ical w i t h  a n y  oltm clctncat  011 llm Ground S y s t c . i n .  IX)] tmcolncs  irlvolvcd if tllctc  is a qucsli(m aboLit w h i c h  Jmr 1 of tlw

~il(lllll([ Systc.111 an invc.stigator should cic.ai with w if ]mvill~, cn~illccl”iltg  lcJltcserltati(nl J)}lysical]y at J ] ’ ] ,  wm]d t)c ]Icll)ful,
J)[)J  &WS no[ have. IIIC. au[hcwity  to t-cj)lcscnt tlm ir~vc.s[igators on scicrltific issues. JX)J Jmrticipatcs ia botl) ttm MIW’ ml
SV’I’ as ]IaI ( of its lc.spo])sit)ility for crlp,irmviag, oJrrations  of tl]c facility instl urllcnls.  IX)] is lmJmisit)lc  fw designing and
pal liciJm[ilt:,  ia the, Vcl ificatioa aad Validation (V&V)  of tile Sol)Cs.  1)01 alw  Imrlicipalcs in {irwnd  Systclll V&V fw Itm
Sol’(:s.

IX:S Jmrcllascs,  irlstalls, a(iministcts  and IIlairltains  all tllc compaling a n d  nclwwk [mdwarc  use-d by ttm [imurd
Systcll). As a rcsul(, tlm coli}puting, platfmn w-W fm the S01’(1s is OIIC of the stardad  cotlf;gulations 11se41 tllroag,t)(m[  (1IC

(irould  Systcrll  and l’lojcct. 1X3  cootdinatcs dcvcloi)llmlt  ard nmiatcmmc  of the (icdicak41 cla(a and voice. lillcs tlmt com~cc(

caclI S01’(: [0 .1I’1, ard  lhc rcmolc corllrllllrlicaliotls lCI Ininal hardware (1<(:’1’) that accortl[)anics  cacl I SOI’C:. 1)(:S obtains ttm

Icxpiil  e41 C. SIIOI  1 pcl Il)issioas fbI all tlm S01’(: softwm c and }HII dwal  c.

llctwma  J]’], and each of the SO1’C sitr.x there is a data line and a voice ]inc.. ‘J’hc. dala line is cithcl a 56 khps 01- a
64 kbps NASA C{~\\\lllllt}ic:lti(}l~s  (N ASCOh4) sclial line.. ‘1’hc voice line. cm~rwls the Mission SujpI [ Ar(a (R4SA) atd all
of tlm dist~itmtcd ol)cratiorls sites toscttlcl.  I’here is a nlullimission firmvall tl)al l)lotc.cts all of tlw ollclatims  IIctvwlks at
.tI’l.

1 )[S dcvc.lops and oJwatm  (IIC CIcntml I Mabaw  (Cl )11). ‘1’hc Cl )11 is used by clclIIcIIts  in the. CiIoLInd  Systctl) arKl

otilcr KIoaps  wittlin tlIc ptojcct  as a repository for and a ltlcans 10 exchatIp,c ol)cratioaal files. Sorlw of ttlc files arc (iownlink

lclatml. ‘I’l Icy w c usd to dcscr’ibc tcle.rnetl  y, dcfInc  Ic.lctllclr  y displnys 01 dcsct ibc l}Ic  pet 101 IImt Icc. of lhc  spIcccI  df(. l’Ioccssc41

data luo(lucts IIIay also k sto]d 011 the. CI)II,  [Xhc.r film arc used in tlm uJ]lirtk pocc.ss. ‘l’tIcy  arc mlatcd to Illissiol) ~)]annin~,

sc4prcrlcc p,cacr al ion, scqucncc i rlte~i aliorl and cmllrnand  file cwali(m. LJalikc sorllc  J)trvioas .JI’lj  rtlissions,  tllctc i s  no
lclclllctly stmcd ill the. C:l)II. 1X3 is msp(msiblc fol })toviditlg, lilt of Iaission stwap,c  of all files in tlm (:1 )11.



‘1’bc Cl)]] sc.I vc.lr midcs oa lhc Cassini opclatiotis nclww k and [hc Cl)]l  clients tc.side ml llIc S01’[:s. ‘J’JIc [:JJII uscs
KcIbcIos  as i[s LISCI  :llltl~ct~ticatic~l~ system. ‘1’bc Cl)ll SIOIM  file.s in gtoups by tylm and lIas IIIC cal]ability [o grant read, write
and dclctc ptivilcg,cs to users bawd ml file lypc.. IXS ptovidcs Olbcl-  sctviccs  incllldinp, tbc Cfissini clcch<mic Iitmry  ([:1(<  1,)
atld tlIc sc)lltliotls-otic  rl(ccl-scrviccs”  (SOS) user Imll) desk. lWS pcrfwns  systmtls and r]clwotk  a(llliirlis(t:tli(~ll to suIJ}mIl  lbc
collllmtitlg,  inf[astluctutc.

~.3.4. Real-rl’inm Olmatiotis

1<’1’0 dc.ve.lo])s,  adlniniste.ls ml operates ttm lcletllctty and Comltland systctlls  fw the Cassini Grouttd  Systctll. ‘1’hc
tclctlmtly sys[ctll intct faces 10 tbc l)C.CIJ Space NeIwo  Ik (1 MN), takes Ibc tclemc[t y ftmtt tbc spaccrlaf[  ml tltake.s it availab]c
I() llIc usc.ts 011 a cctlt[ al set vet. ‘1’he cmulltand systcr}i take.s tbc. spaceu aft cotnmand film and scads tbc.rll (o IIIC  ] )SN fol-
radiati(m to tbc sJwx3ctaft. 1<1”()  is responsible fot ]novidins Iifc of mission stotag,c of al] tclullctt-y.

‘1’IIc  ‘1’clctlmtt-y Iklivery  System (’1’IX) set-vcl is a Icad only (iatabaw tlmt contains nll tlm tclcllwry  Scncmted by t}m
spumafl,  instt uamn[s atlcl IN obc. ‘J’IIc  “I’l Xi set vet lc.side.s on tlw (%sitli qmat ions network and ttm ‘J’l X c]icnts  midc on
lbc S01’(:s. 3’lIc olltput caa be stotcd in a file. otl ttm S01’(:,  scat to a display ptog,tfilll, ot sent to an cxtmml pI og,ran  I

(ty[)ically wt ittcl] by an invcsti~atot tcattl).

1<’1”0  Inmitots  spacecraft aad scicncc inslrattwmt  be.allb and safety tclctlmtty. 1<”1’[)  clocs ttlis to chcc-k fbl- alatrn Iitnit
violations and to idcmtify  aaci respond [o spacecraft and instt ulllc.nt anotl~alies.  On nmt p c.vious  J1’1,  ptojccts,  thclc WIS a

tCaIII in tlm (itoand  Sysle.tll that analyml all tllc tcletlwtly fot data quality dulitl~, tackins station oveilal) w teletnc(ty tcplay
and  tllildC. Only the bc.st quality data avail ab]c. to itlvcstig,atots. ‘1’bc.lc  is no sucli cajmbility ill tlw Cawini [ittmnd Systcln. I’hc.
iavcslip,atws  tllakc tlmc sorls ofjudg,tncnts tlmttlsclvc.s about tbeit- own te.lctnc.tty.

‘]’he. Cotllmand ([:MIJ) systtml  is a Il)altimissirm facility. 1<’1’0 pet fot ills tllc colllnlanding  fut~ction f’u Cassini, ‘1’lm
itl[m[ to (:MIJ i s  tllc in(egtated spaccmfl  commaad  seqwncc 0 1  wal-tittm con~llland. CMIJ fw IIIa(S tlm scqwncc fot
tt allstl}ission  to ltw lMN aIId  radiation 10 tbc spacemifl.  1<’1’0  sends instl uct ions to ttm I)SN indicat ins IIOW to contiol its
al)lc IIlm, ttam]~ittms and lcc.e.ive. m.

~.3. S. [ll~litlk Operations and Vittual ‘1’cams

Lll O is w.sjmnsiblc. for (I]e  ul)link  {)lant)ing a n d  tlm dcvclol)tlw.nt  of tile se.qucnciap,  d planniup,  sof(wate.  ‘1’IIC

M i s s i o n  Scqmncc Systctn (MSS) is tbc set of ]Itog,t:irl]s UW’41 to clcale, e d i t  a n d  disJday  Inission ]~lannin~, spacwvafl

CO III IIIand scqacncc. files ald sequc.nccs  of gIoLInd events. MSS is tllc }M inlal y sof[wal  c tool for tbc M I’V’1’  and SV’I’.

‘1’lIc M1’V’J’  and SV’1’  do not c.xist as pet lwlnct~t entities. UI O ICWIS tbc vil tual tcarlls, but lbc virtual tcalns and atu.
madc aJ) of tnetllbcts of otbe.t-  cle.tnc.nts fmn witllit} tile (houIId Systclll aIId gtou]x ftotll mtsidc  tbc {hound Syste.111,  “J’hc
N41’V’1’  and SV”l’ cmnc. togclilc[ only  to do lllei] wotk WI  a ]nissiot) plIaw 01 scqLIcIIcc. ‘1’tw h41’V”l’ is tcslwnsib]c fot tlw
ttlission J)lat)ning functions. 3’hc tnission  plan serve.s as a tctlljllalc fu tbc invcstigyitots  and other c.letlicnts  iti the Gmtnd
Systclll to dcvelq)  Ilmir colntlmnct sequences. ‘l’tie SV’1’  take.s tlic nlission l,lan nnd uses it to dmdop  Ille sc41iIcnLw t}mt m
loaded into tlm slmccct aft and scque.nccs of g,i ou nd events.

‘1’hc.  p incip:il  inwsligatots  and 1 J 1’[)(: arc direct tmn~bcls  of both tbe M I’V’1’  an(i SV’1’. ‘1’hc terrIII  lcadcts arc
tile.rllbcls of tlm Ml’V’J’ fot scicllcc issilcs only. ]hl~,inect  ing, issitcs in tllc h41’V’I’  aIId SW’ for tbc facility instt Llll)fMtS :iIv

bandkd by IX)].

la tlic {:a$sitii arcbitcctLlrc.,  itistuttlmmt intcttlal cotlitnan(ls atc ml })tocessed  by  MSS .  lnsltLllnent intetrlal c(~llitlmds

aIc. ]SISSC.(1 tlIIoup,t I IIIC. N4.SS  as law biaaty stlin~,s. {htl It ltaads  tlial t] I a y  aflwl otbcr patls o f  tlic spacect ~ift or otlIer
iastl utilctlts, pmve.r commands fol cxatlll)lc, arc liskxl individually in the Cotlltmad sc4111cncc fIlc. ‘1’tiosc. coll]tmnds can tl~c.a
bc inclidcd in lIIc. sc41i1c11cc sitnulalion and vciificalioll. ‘lhc MSS is used to sytilax and cotlslrain chcc~ ltw sc4]iKvlcc film
bcdwc. tllcy arc. subll~itted  10 tbc CIJ13  fron~ tbc SO1’Cs.  “1’hc i nve.st igatots fit c rqmnsiblc  for dcvelopitig wbakwer sof(wat  c is
used to gcnctatc. tbc binal y lwids  of itisti iltlmnt inlet-id coti)t[laads



~.4. Vet ilicaliotl and v~llidatioa

V&V tc.sts tlm [hound IXita Systcm and tl)c hiissioa  Ojmrations SySICIII  o n  the S01’0.  I’hclc. atc two lCVCIS  of
V&V in wllicb IX)] participates. 1 ilcnlcnt ICvcl V&V tcsls [tic SO1’G. (itound Systetn V&V Icst ltm Gloand Sys[ctn as a
wlm]c.  ‘1’lw  invcsti:,atms  also par-ticipatc  in ttm V&V process.

1 lmcnt ICVCI V&V is ckmc is phases. “Jim first }hasc is j)ct formed in tlm h4SA on a computcf has the salnc software
,,,

:Illd hal’d Wtll C CO1lflF,llI”at  lOI) aS a s~]’~.. ] hC tCSt S lIIC]ll(t C. thoSC SySt  Clll  S tll:lt :IIC. 011 thC s[ll)~: :Illd thoSC. SyS(CIl)S  ti):lt })/l\JC all

intcl face dilc.ctly with the SOIW, l’hc goal is not to tcsl every fcatwc  of tllc sof(walc, bul to test that the sof[warr  is
col]fi:,ulcd  and inslalled correctly. ‘1’hat  11)01 c dc.lailc41 lcvc.1 of accq)lancc  tesling, is done by lt lc clet Ilcnts that dcvcloj)  tt m
S(lflwarc. WIIca [tic fitst }imc i s  concladcd  sacccssfally, ttlc tmw con{if,atatioa  is stmcd o n  tajw and s e n t  (0 tl}c
illvcstip,atofs. 1 [ach SO1’(:  is Ilm tested individually usitl~ lhc SaIIIC set 01 test cases.

‘~’hC plltl)OSC  O f  [il{)Lll)(i SyStClll V&V  iS t o  tCSt thC data fioWS and p1’0CC4hll  CS O f  thC WhO]C {ilolld SyStC.111. ‘1’hC.

S01’(:’s  and invcstigatm’s  roles am to pclfma t h e .  fanctions ttmt it woald i n  Icgalar Groand Systcl[l olwtalions. IX)]
Iml licipates in tllc dcsip,n of Grouad System V&V and acts as a coordinator [iurinp, t}m tcstitlp,.

3. 1’1{0(:1;ss1;s

‘1’hc S01’(3  arc at tllc tcllllinus of the. {iloand Systc[[l  }]toccssing  loop, ‘1’tm S01’[:s  at-c the last stq) in ltm (itomd
Systml)  fl.)1 instt lllllC.l)t  t(’lcllldty  a n d  t}le. fiISt s t o p  fol itist[al]lcnt Colalllands. “1 ‘hey aI c the t[ ansfct point bc[wccn  (iroand
Systcln ]Ilachinm and the. investigator’s proccssinp,  systcm. ‘J”tm followiap, subscctimis  ~,ivc a tuic.f dcsclip(ion  of the. uplink
illl(l downlink  lmccsscs in the Gssini Gmand Systcla and tlm way ia whicl) ttle SO1)(:s allow the invc.s[ig,  ators to participate
in tlmsc. ])1 occ.sscs Iellmtcly.

j. I. IJl)link l)toccss~s

‘l”t)c. uplink  J)I-OCCSS begins with the IIlission  I)laa, and cads with ttlc tlansl)lissioa of a cmnmaad  scqacacc  {0 the
s]mccctatl.  ‘1’t]c Ml’V’l’ is Ic.sponsiblc, fm taking tl]c lnission ])lall and plodacing  a tli~,h  IC.VCI list of activities. ‘1’hc SW’ them
t akcs tllal I ist and pjoclaces a series of prodacts  that cads wittl an intcgratc41  scquc.ncc. of s]mcccmf(  cm))i)~an(is, ‘J’hc lnission
])]allllitl~ IIIay stat  I six months bcfmc tlm scqucace is IIlcallt to bc ul~linkc.d.  “1’tlc  Scqacncin:, cycle itself is dc.signed to last six
weeks.
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liiy,atc 2- Llplink l]ioccss

‘I”lw M1’V’1’ talws the mission plan mm phase. at a t ill}c and pmlaccs a 1 ist of key events and opel at ional constraints
sl]ccificd to the lcsolution of about onc day. “1’his  is wlmtc scicacc  j)I iot itics aIe. set tir)(l scicncc  cmlflicts  rcsolvcci.  ‘1’tm list of
cvcl~ts is lmscd to tlm SV’1’.  ‘J’hc  SV’I’ then mfinc.s thal plan to about onc miau(c. tcsolution in ttm activity planning, Jmwcss,
‘J’llc ol~scltillioll:ll” clcsip,n  pmccss next specifics the. scqucncc  to the subsccoad  Icvel of dclail. Oacc  the (hcI vatiwlal dmi~:n  is



LWIIIplctc, each invcs(igalm Icam  (either pl incipfil invcstifwtm,  II I’(X  or in lhc caw  of facility inshunwats,  IX)])  p(uluccs

[IIc. sutwcquc.ncc  of colJJIIlands  fm its insti-umcnt.  l:i~,ufc 2 dirigl am this plmcss.  ‘1’hc  bold line rcj)lesc.nts  tlm ptirtlaty flow.

lnvcsti:,atms Inust have their  own systm[ls 10 fwne.mte. their owa  inlcraal mIIIIIands.  ‘1’hcse  systeIIIs may umsist of
Iml-dwa!  c, software. or both. If Ihc. system is n)ade. of softwm, at the. invest ig,atol’s disct cl ion tlmt sof(watc  can bc. run on an

itlvcstip,alot’s wotkstalioa OI on the  S01’[1. l’hc file submitted is called a Spaccctatl  Activity ScqLIcnce. ljilc. (SAS1+’).  ‘1’he
SC.(plCllCC  of instl  Llll)Cl)t  itltclaal commands arc passed directly throu~h the Gmmd  Systcm as binary stt in!’,s.

An qwrational  Inuck is a SCI of constraints on power, instl”ummts and subsystems. As ]ong, as each instr’umcllt  arK\
sutwystc)l~  on tlw sJme.craft  stays within its allowed cnvclq)c,  tlwrc is Inucl] less wmk Iequilcd of tlm SV’1’ to integmlc and
validate scqumms.  No uniqtrc. sequcnccs  (those  tl)tit  ate not in aay opct-at  ional  Imdc) arc plannc41 duI  i ng cwisc cxccpt for the
itwti uIIwal C]lcckout activity at ]aunch p]us foLll  (em Illonths.

(Io[ntllands  that Inight  aflcct othcl palls of tlm spcccrafl  ( i .e . , Collllllallds that Change tllc J)(WCI  Sliitc of tllc.

ins[l ut]lci]t) m Iistc.d ind iv idua l ly ,  no t  as patt  of ttlc. binat y stl ing in the. scqLIcnccs submitlcd by invcsti~:itors.  “1’hcsc
cotlllllaads arc callcxl systctll Icvcl commands and alc the wspomil]ilily of the SV’I’  to intc:,latc  and vali(latc.

“1’hc inst rumemt sequcrms arc the.n colilt~incd with scqucnc.cs fl-om othcv SV’1’  mctabcls  to fot I [1 tllc intqy atc41
sc.quct[cc. ‘J ‘Imt intqyatcd  sc4]uencc  is rcvicwcd and ulxlatcd m accdcd to resolve. ;iny 1 clnainin~ conflicts and to s([iy  witt Iia the
:issip, ncd oJm:itional mmlc.s. (:olnlnands c<in also Ix sent to the space.cl:ift on short notice citlm tu change a slnalt pall of {In
al]ciidy uIJo:idcd scqucncc  or to rcspmt to aaomalics.  ‘1’hese.  al c known  ;IS le:il-tilnc cot[lt[mds.

‘1 ‘Ilis cycle of upliak act ivitics is rt’jwaled as nccdc41  within the set lc41Lllc to JMoclucc  tlm intcfy:i[cd scquencc.  ‘1’hc
lwi ncilxd iavcs(iF,:itors,  tc.aln Ic.adc.ls  ;IIKI  111’0~.  alc able to part icijmtc in t}m M l’VrJ’ aa(l SV’1’ activit  ic.s hcausc o f  t h e
S01’(:s.  ‘1’lm slmccct af t  scquenccs  and al I tllc interlncdiatc ]mduc(s usc41  10 p,cnctatc t lme scqucncm aIC. stcmxl in titKl
cxc})an:,cd througl) the (:1}11. I’hc S01’(: gives the iavcstig,ators the stimc Icvcl of access to ttm (U)lt [is those I[)cll)bcts  of tlm
hlI’V’1’  :in(l SW’ located at .1 I’1,. ‘J’lic. SO1’CS  coal a in the soflw’ai c tools tu c.xan~i  IIC the inter Ildiatc p ducts J)t{xluccd by the

h41’V”l’ and SV’1’  and to pIodLm  tllc lmducts  sutnllit(cd to tlm vittu:il tcaals.

3.2 1 )ownliak ~Moccsscs

‘1’hc  downliak pmccss is lmrc lincat th:in ttm uptiak process . ‘1’hclc  :Il”c ttllcc types of tclcwlctly. lIOLlsckcq)illf,
tclcttictf y tells :itvmt the C.rlginccling status, health an(l safety of zin instr umcnt. Scicncc telctlwlry contains ttm scicacc. d:il:i,
‘J’clctlmtt  y ftol]l  tlw s}]:iczctafl itself is called cag,incc.ring tclcmctly.

At cacll stcj), the. data ale repachgc.d,  tl ansfm tnc.d O] stm cd by tllc systclll. ‘1’hc  first step is wllcn t hc I>SN acquiles
tlm Jaw daI:i ftotn the sp:icccraf(.  I’hat tclcvnctty  is scat ftom the trackiag station to J]’],. ]t is LInpackcd  from tile. ] JSN
wqy)cl’s, syllct]ttmim.  d to fbrtn  the oligina] spacecraft ttansfcr fialtlcs :ind cxJdodcd  into the otip, inal insllumcnt and SLItMySlCIII

p:ickcts tind Illinipackc.ts. ‘1’hc.  intcv lmdialc stc.ps and fin;il results atc stotccl in the ‘1’IJS  smvcr fw LISC by Itlc invest i@ot-
tc:itlls and (iIoLItId Sys(e.tn c]elllcnts. ];ip,ure ~ shows ltm down]iak  process. ‘Ihc lines in bold stmv  tlm pritliaty Imttl.

1< ’1 ’[) Immitms the. it)s{lLllnC.llt  housckmping lclcmlct r y, alon:  witt I sl mccctal( cn~i nccri ng, dat:i, f(}t alarll[ 1 i rll i t
violat iolw. 1<’1’0 cat) detect possit)]c instl umcnt and spaccmaft  anollmlics. 1{”1’0  mtifics  (tic. :ip})lo}]t  i:itc invcstigatorx  w
clcl))cats  in lhc. [hoLlnd Systcll),  :in(i rc.sJ)on(ls witt) rcdl-tit))c  cotnn)atd scq Lmccs if Iwcdcd to pLlt tlm slxiccclaft  or insttunmt
ia [i s[ifc sttitc. ‘1’hc invc.s(i~,atow use. tlm ‘l”IX+  clicnls on tt m S01’[:s  to tctl ic.vc thcil scicncc and Imlsekccpinf  lmckcls and
loLltc tlwin citlm to disJday  softwatc  on the S01’(: or to the.it o w n  tc.lcmtry  ploccssinp,  systc.rlm. ‘l’tIcy  can lnonitor tlw
tclc[]lctiy lbl” inst[ umwt  [il:irln limit violations in mm  ma-titnc. flonl their S01’{:s.  l)Llr-in~ the AI’J O ldiasc. of the rnissiorl
(IKV  c Im bcctl only a oat. w two ]ninute la~ bctwc.cn when the data arc zivailablc in the Space.cI aft Asscrllb]y  1 ;acilit y (SAI;)
:ind :11 Illc .s01’(:s.

Otlm clclnc.nts withia the {iround  Systcrll  ~m fw ]n cngi I)Ccl ing analysis on the spaccct aft tclcv[wt t y. I )01, 1’1s atNl
]11’()[~ l)CI [orll] cagincc.ring analysis on the instl’ulncnt  atd Jwobc tc]ctnctty  Ic’spcctivcly.  ]’]s and 111’0(:  ]ICI form scicacc
analysis on theii scicncc tclctne.t [-y. IX)] lnay Imrfotlil  sol[m level of ptoccssin.p  on f:icility instl ummt tcletllchy twft)rc  that
tctc.llwtl y is Jmssc.d  or] to the tcall) leaders.



Unlike tmgimming and housckping, packds,  (IK tClCtIICtr-y ptocwsit)g, syslctn utdcrshnds tmtllillg, of the irltcl-ilals
of scicmc  pfickc.ts. IJikc  the insttutncnt irltcrtlal  col Ill IIands,  Itm  scirnce packcls  arc sitnp]y llansJxm[cd by the GrouIId Systc]n.

‘J’clclt)clty  frwll llm IIuygcns plobc is ticfilcd  similally. 1’IIC  excclltiol] is that 1)01 knows lmw to pmccss scicncc packets  for
tlm f;wility instt umctlts. IX)]  ptocc.ss  the scicncc tclctllctry  bcfmc it is sent to tlm tca]li lcadc]s,
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Ancillary film alc USCXI to confi~,um tlm tclcnmtly  Jlloccssing ancl display softwalc on tlm S01’(:s  atld to ititc.ll)tct tllc.
tc.lc.illct[y by atl invcstig,alot’s  own pmccssinp, systc.)1}. I’hcsc ancillaty film atc rclrievcd  using tl]c same ~1)1{ sof[watc  that is
used iii the ul]]ink l)locc.ss dcsct ibcd in the p~cvious  sc.ction, “1’hc (Y)]]  is also tlm Itlccllanisll)  by which tllc. invcstip,atms will
lctui i) scimm data ]Jloducts to tim ~ilolllld Systct]) f(H’  Colicction  and Sublllissiotl  to t[lc ]’]a  IIclaIy ])afa Systcjll,

4, GI<QIJNIJ S~ST1 iM If) SIN’(~)A”I’A1’l<OW

As discussed c.arlim, thm m two basic types of datti in the. (itound Systetn.  ltilc datti Inovcs back atKl fm (h to the
(~1)11 Scl vet. ‘1’clcllwt[ y stm:itl~  clata alc stmcd by I}lc Ground Systcl)l  iu tlw ‘1’1)S  swvcI and rctric.ved by llm tlsms. ‘1’hc.  ]-csults
of’ tlw Scquctlcitlg, lMOCCSS  arc taken m cmnmand  c]ata and Sc.t)t to the. spacccl”afl.  ]t s}muld bc c]njhasimd  t}mt ttm ptog,tams aIK{

data flow patlls used  m d IC S01’(:s  arc the sanlc. as thmc. used on the. {Msini  operations network.

fl.1 ];ilc data

1 ‘ip,u] c 4 shows the rdatimship bet wc.ctl [3 )IJ SC] vcr and c1 icnt and Kc! bet os SC.IVCI and cl icmt. ‘II lc (2)1] uscs
KCI1)CI(M  to ]wrfo]In  USCI a~ttllclltic:ltioll. ‘J’hc KctbcIos  systmi~ pcrfotllls  LISCI :lLltllctltic:ltiotl without smdinp, lmsswol-ds  across
Il)c twtww k in ttw clcal. I’hc. bold line shows the pl ilIlal y data flow.

‘J’lm USCI  ]nust  bavc. a valid Kclbcvos ticket bcfmc. the C:I)II SCI VCI will tlansfcl” a file. All files stmcd in tlm 0)1]
SC] vcr ]Ilust bc WI aJ@ in Stmciat d 1 imuat  1 hit a Unit (Sl~l >\]) bc.adc.is. ‘I”hc hcadcts ccmtaitl c:it slop, irlfolfilation aboL[t the fllc.
TIIcic is a s[mcial toolkit [t mt talw.s cam of wrapping, and uflwl appin~, fi lcs. ‘J’hc  [T] )11 scrvct cl lcclw to I]]akc sLIrc that (IIC
Ilcadcrs al c in tl}c. cm ccl form  when the. file is submit  tc(l.
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1 ‘i~,ure 5 slmws tlm flow of files among llm diffclcnt  plqyatn scls in tlm ul]]ilik Jmccss. ‘] ‘t IC’  StCJ)S i 11 t]lC lMOCCSS
ale: an invc.stigator’s own instt-umcnt  commanding systclll, Scqucnm (ienct atot” ( S J  ;~)~]  ;N), SC.(]LWW  ‘i’I:NIS]:LtOl
(SIQ.  ‘l’l<AN), (:o]])lnaml  sul,sys(c.]n ((;MI)), the IJSN and tlIC slmwcitlf(, ‘1’hc ScqLIcncc 01 livcnts Gct]ctat(n  (Sli(i), Ilip,l)

SpcNl SitI)ulatoI (lJSS) aml the Jtjbqyation md ‘J’cst 1,ab (1’1’1,) are branches o f f  the mail) clataflmv. Altl]ou~,tl  it is olnit[cd
fiot)l  this diagtmn, all film arc cxclIaIIgc.d  thIoLI@ IIIC (~Jlll. ‘1’IIc boJ(l ]inc shows tltc  Iwill)a[y dala flow.
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]iot IIIC  itlsllutlw.nts,  the. uplitlk poccss slat (s with invmtip,alol  dcvclopcd  softwaic and lwldwtl{c.  ‘1’}iat systclll clcaics
the ins(l L]nmnt  intcl MJ se.qmmcc md packages it in au SASJ~. lr~vcsti~ators  t]~ay clcatc the SASJ; with a tc.xt editor if they
wisl]. S1 lQ(iliN o]) tlm SOl)~ checks the SASI~ fw syntax cr[ms bcfotc sublllissiotl  to JJ’I..  SIQ(iltN at J]’], ]i)crgcs tl]c
Sll~JSCtjLICllCCS  flO1ll al] thC illStl UlllC.lltS  [Ilid ChlC.llt  S il]k) [Ill illtC.~la(Cd  SCLJIICIKW  S];<). ‘] ’l{AN  thCll lllOdllCC.S t}]’ bitlaly COdC
II)at is scn( to the. slmccctaft.  C~Ml) sends the binary code 10 IJSN, wl]ich the.n radiates it to tlm s}mccctaft, ‘J’hr  11SS and 1’1’1,
take illJmt fron~ fmtl~ S1 Q “IRAN and S1 QG} iN awl validalc tllc se4]L1c11cc.  S1 X t alms input ahoLl[  the s}mectaft fmn



s] io(il tN and inpLll about  gI OLInC] cvcnls and ]Moduce.s aa inlegl ald ] isl of bolt)  Spaccct afl  and glound e.vents and co III Inands

fw 1{’1’0 aII(i  IXN. SIKi is used 10 view lIICSC ]M(dLIcls.

<.3. IXnvtllink dilkl

liigurc 6 slmvs  Ihc wtiys in which [clcnlctly is louted tl]toup,h the. ~ilOUIld  SystclI) and 10 the S01’(:. I’his (Iiagtam

S]IOWS thr data fiow stal-(ilig  at the spacect aft and C.ndillg at the invest i&tol’s  own processing system. ‘J’hc steps in the JM’OCCSS
am.: slxmmaft,  I)SN, {iroLltl(l [~c)tlllllllrlic:lti(ll~ l;acility ((i(~li), T’e.Je IJIctry  ]npLlt Systml)  (’1’1S), ‘1’c]ctnct[y  l)clivcry Systmn
(’1”1 )S),  “J’ClC.IIMI-y Outpul ‘loo]  ~J’O’l’)  and lhta hfonitm and l)isJ)lay (l)MIJ). llcyml “I’(YJ’ ml 1 )Ml ), ttm tclcIIIctIy  can lx

seal  to tl)c invest igat(w’s own J)tocc.ssing  systmn. ‘J’bc bold  ]inc s}mws tllc pt itl)ary data f low.

‘I”lm [iCJ; (akc.s  daIa ftw])  the J )SN and scjmates  it into its original transfcv ft amcs. “1’hc ‘1’1S breaks aJMlt  (hc

sjxwcclitf[  traasfct frames into Ihc subsyslmn  and instmmcnt Jmckets. ‘1’1S pcIf{MII]s  the. cll:i~lllcliz;ltiotl of’ tlw lmLlsc.Jmcping
ill)(]  cv)g, i IICC.1 it)g, J)aCkC.tS. 1 n channc]i7,c(i  tCIC]nCII  y packets, l]IC challlIc]  WI]l ICS  ate ]abclcd wit t I lhc channel  i(htif(cx. [!hannc[

idcntifictx am a S(I ing of a lctte.r followed by four Ilulllbcrs  (i.e., A- 1234).  Llrlctl:ttltlclizcci tcletllc.tt y contains no CIMIIIIC.J

i(icl]~ificIs. Scic.mc  tclc]ne.[ry  packts alc IICVCI  channc.limi,  ‘1’hc packets  f[wn tiIc  [kMIInNIncl  l>ata  Sys(cm (~,l)S) aIKi Attitu(ie

Al(i[:ultition  an(i (k~ntlol  Systcm (AA(X)  spaccctaf(  sLlbsystcn)s  arc btolwn ciowll fLlt(hcl-  into tninil;ackcts.

[?7T11--”--P:”-””””” fFtltl
—-~.— —..——— ———-,.. -,.. ,., ,.,. .. —.. ..— ——.

l’l~LllC () - lX)WIIIIIIK (laIdll OW’

‘lIIc ]mclwts awl mini pckcts, both cimncli?cd  mi tltlcll:~[l[lclizcci,  fl otll ‘1’1S  ale then Imicd into ti~c “1’1 JS SC-I VC1
IiIOII) tlm ‘1’I)S  w vet tlmy can bc quc.fic[i in a vaticty of ways by ‘1’0’1’. ‘1’03” can liwn scn(i the lmckcls to any onc of scvctal
(icstitlations  inclmiing a file, IJMI) CM invcstig,ator  Jwocc.ssin?, systeln.

1 JNfl>  Icquiics  cbanne.limii tcJcIImtiy as i ts  input .  I ~h4JJ CM fult}w[ lM ocess tllc c}mnllclimd tclclnct I y to cimtc
cxtctl(ic4i clmt]nc.limci tclcmmtiy.  lixtcnciul  channclimi tclmtictiy contains  botil {iaIa nurtlbcrs (J)N)  to cllginc.cling  units (ill)
anti aial ii} )illlit  ila~,s. I)MJJ can furitm  pIOCe.SS chiillltCli7c{i tc.lclnelty  to CIGIIC do ivc(i  dmnncls by pc.t J_(mllillg, calcL]la(iot]s  m

cxisliap, Cllanncls.

~. cOh4i’U”J’l  ilW AN I) .NIWWORKS

‘1’ilC. C(HllJ)ll!el  tli[l’liW211”C Col)fip,tll”di(m  used fol thC Sol’<? is Onc O f  (im Stancial’(i  6ompLltcL’

Iilr(mglmut tlm (i] ’oun(i Systc.in. III aciciition,  dle S[)l’C~ iIas  a Re.tlmtc  {~otllll]llt]ic:lliot]s”  ‘J’erlllif]al (1<[!’1’)

nctwotkin~,, kst and scliai cotl]t]ltltlic:lliot~s  halciwarc,

C[)tlfi~Lll ations Llscd

tilat contains all fhc



SOI’C hardware MCI’ hardware———
111’735 [X’LJ  (80 Mb RAM) (~isco 4(KK)  muter
1 cil]irlterll:ll( lisk IIillhfot  Ralc’1’cslct
2x2 Gb exkmal  disk (XU/llSU  (NASU}M  line mode.ru)
]~” C~,]~,r  ,,,(~tli(c,r Ulli[clluptablc 1’OWC1 supply

0)-ROM  cltive Auxiliaty  IIIOdeIII

Mtlln taj~c. dtivc

4m1]I  tape clrivc
600” dpi lrrsw pritltcl-

r, ... , ,

Jd[)Ic 1.

‘1’IIc. SO1’C:S  coatain  AMMOS softwatc suj)})licd by J1’1. AMMOS rcqLliws  some public clotnaitl sollwatc  to operate..
“I’llcill\~cslig:il{Jl slll:ly :icl(lcjtllcr s{JftwarettlalisIl:irl{~f  [Iwil own pmcssiag syslclII.  ‘Ibis soflware may  bc public dmltain,
conllllcvcial  OJ iavcsli:,  atm dcve]o}w.d. “1’hc fo]lowing, lab]e. Sullllllalim wlIat lypcs of soflwalc c a n  bc. p]acc~i  ( m  w h i c h

Software t~[)(’

ldC.InC[I-y proccssiag

file proccssiap,

Se<] uc.llcc

Sequel Kc

c.ngirmt-ing tclcmctly  display

cnpi  rmcrill~ telc.mclr  y dis]~lay

sciellcc  dala ~11 c)ccssitlg,/:lt~ alysis

scicncc  plaat)ing

scicacc  planainp,

Img te.t  III data slora:,c

colnlncrcial

[mbtic donmia

Supplier—-
J1’1/
11’1.
J]’]  .
invcsli@ot

J1’1/
invcstig,alor

invesli~atm

J1)J.
illvc.stigalol

invcsli:,al(u

Illit (1 ])all  y

Ihitcl  patly

on  sol’{:——-
rv41ui d

rc4]uid

t (qui IV41

(qjlional

lquitc41

ol)tioIlal

oplioaal

rtqui d

ol>lional

ol)li(]]d

q~li(mal

(q)tiotlal

On i]lvcs[igafor  \V/S——
prohibitc(l

j)lohibilcd

l)lollibitcd

ol)lioaal
prohibited
opfioaal
q)lioml
pt obibild
optional
o])lio]lal
q)tiot)al
opt ional

'l'tlc S()]'~s  zlrcjllsl ()t]c}>al t[)ft]lc(~;issilli  ~I(mII(l Sys[em.’l’bcy ale.  COVC1C41 by lbc  sanlc sccul-ity  reqLlircltmnls a$

tllc JCSI of  I}lc GI-OUJICI SysteltI colIIIIutcls. ‘1’bc sccurily lcquilcxncats forthc S01’(:s  a r c  to pmviclc u s e r  aad sysleJII lc.vel

:Illlllcf]lic:ilior), privacy, inlcgrity ad matiauous service.

‘1’hc S[)l’[;s prcscmt a uaicluc  sccutity p r o b l e m  fm tllc. pr(]jcc[.  “1’hcy bavc to sul)porl a  w i d e  valicty of functi(ms

iac]udinp, sil)~ultaacous clcvcloptllcnt  aad Illission operations. ‘1’hcy aIc l(m(cxl IUIIIOIely fIOIII JJ’1,, filtlloll:,ll  ttlc. Groultd

SyStCJIl Still tl:ls rc.sp(msibility fm lllailltail)illp,  SeCUJity.  ‘] ’t Icy m u s t  Comtlluaicatc  wit]) I]Ic. (;:lssir)i oj)~r:itiol~s”  J)@woJ~ at JJ~],
as Well as i[)vcstig, alm ~JJOCC.SSil)F, SySt  CII’l S at the ciistlibutcd opclali(ms sites. ‘I’tlc~~tlssir} ic)]>c[:lti{~lls  rlctw!olk isljlote.cte(l  bya

fiIe.wall, bat tbc SOI’G do rm[  necessarily have sach  pr-otcctioa.

I’tmlnost i m p o r t a n t  ()lJcrtltior)al  c()r)tt()l  islirllitil)g,  w'll[Jtlas:icccss t()tllc rnactlit]es. liach SO1’~ rllust lx kcp( ia a

l(Klw41  roolll. livety uscl account must bc ap~noved  by tllc (irollll{i Systcrll. Syste\n  lop,s m Icgularly ln(milotcd  and aIIy

uausa:il zlctivily irl\'cs[ig:i(cd, (~orlr)cc(i()r} sft{~r)l  tllcS(J1'(:st {)tt]cs cl\'c.rsc) rltllc[: :lssillic) })cratic)rls Jlctwork arcalsologgcd.

'I'l]c(ir()trt] dSystc.r)l rllLlst ])rf)tc.ct r~otc)rlly Ihc S01’[:s,  bLrt also t he  (hssiai opclatims  JIctwo Ik. [)IIly tbc SOJ’~s

atc al lowed to c(mrw.ct  ltltough the flrc.wdl to tllc selvcrs or] tt]c opclali(ms rwtw( wk. la tatll, only a slmrl l is t  of  invest igator

r)laclliacs  i)l~ al]owc.(] to  c(mrwct  to  t b c  S()])~s. A s  alwady rtlcntimmd,  tbc O)]]  uses KerbcJos  OJl t[Ic  (~awirli OJ)cratior\s

ac’lw(mk to l)tovidc auttlcr~ticaliorl. A l l  ]mwwords  rllust bc. protcctcd  ffol]l Colllprotllisc b y  tmtt)  ol)cr’ati(mal  ~woccdutcs  arK~

tccllt]icfil rncatls.



ApatI lIO]U discmnccting  (1w SO1’G cntitc]y f’IOIII tlm ou[sidc vmld,  thctc i s  no sill~lc satisfactmy sc.cut i t y
solution. WC have adq)ted  a mixed, lnulli-layctcd app]oac}).  A scvious C1lOLlg]I sc.ctll”ity violation fto]u otm of tllc S01’(:s  will
lcsult in that SOIT being discmncctcd  fronl .iI’l, until (1IC lnoblen)  is investigated and wsolvcd. T’tw SO1’{~s, like. tlm Iest of
tllc olmlitlional colnJmtcl-s atc parl of the GloutId Systcl]l  I isii lllana~,ctlmt J)lar).

‘J’llis section will cxarnit]e. Solllc o f  t h e  dcsip,tl Itdwffs  tlwt W’crc [Ila(ic w’ilc.rl ciesir,ning  ti~c Culrmt systcni
mcilitcctut c.. .Sol Im of Iimc tra(icoffs  wcr’c F,ovelmcci  by (iccisims nmic in the [iloLlf  Ki .Syslctn (icsip, n irfolc tim ciclaiis of tllc
S01’(: {icsig,[l  WCIC.  dc%vlnitmi.  SoIm of t h e  cqmcitic.s  aII(i ca]mbiiitics of tiic systctl]  wcic baw41 orI  ttm  h4ars Olmv ve.r
CXJWI icnm witil SO1’C.S.

IX1l-illg  AI’J .(), lim cuncmt plmsc that runs aJy)loxitl)atcly  fm]]l Jarlualy  1996 (Ilrmlg,tl  launci) in Oc[obct  i997, tilcic.
is a ilip,il ICVC1 of SO1’C activity. A lot of (ia[a atc g,ctmtattxi  ciuritl~, slmccI/It’l  WI(I instrulnenl tcsling. Aflc.t  ]aLIIICiI,  tim ieve.i

of sCiC.llCc.  aC(i\7ily  ill (hc @(NlllCi syste]l~ fails off.  ~’hCIL’ is a bl]lst of sCiCllCC OJ}Cra(i{HIS  aCti Vi[y dlllillf,  t\lC illStl LllIICllt

cinxk(mt at laurlci) i>lus fmll-tcc.rt llm~ti~s. AImI  ( ftoltl timt, tile. IIlajority  of intet]~lanctai  y c]uisc  is sim])iy  ]rtiociic ins(l Llttlctlt
nmitltc.nancq o]ice every tim.c Inotltim. At Saturn Olbit ltmr[ion  (S01) minus two years, 2(K)?,  scictlcc ciata collection bc.gins
and tl[c. level of illstrulnct)t  and SOIK activity inctc. am (ilalnaticaliy.

‘1’hc colnpu[ing  harciwm  for tile. SOI’C.S  was pulci}asc.ci il~ 1994.  Aii tim computels in I}tc Gmln(i Systclll, inciu(iing
tim S01’( ~s, will be uJ)gmic<i  twice bcfmc the end of Iim Inission. “1’hc Lll}gl acics wiil take place in 2000 ami ?()()5. ‘1’hc
uI)gt a(ic [iatcs fa] i shorlly bcfot c lim beginning of scicm (iala coiiccl ion in 2002” ar)(i shorn y aftcl SOI i n 2004. ‘J’hc dccisim
10 usc 111’  colnputcts was ]I]a(ic  wl)e.r) al) in(icpc.])cicttt  S(IUIUC evaiua(ion bwuci rccvaiua[cci J1’I ,’s ])Lltcimirl~  cmtlact  it) ligilt of
cotl)J)ctitivc  bi(iciing,  ILIiC.S. A( tile. time ~im S01’{1s WCIC  pmcilawxi, t})cy WCIC  toJl of the ]inc ]]}’ 73Ss. W h e w  liIc tit~lc f(rr
upp,ia(iillr,  tlw mact)ims comes, wc may cmsicicr ilLtrclminf,  two iowcl cnci (by 2000 slanciat~is)  IIiacilitm instca{i of a sin~,le

ilijjl m(i Inaciiim ‘1’his w i l l  a l l o w  sqmtalc opfmtions  an(i (ic.vcl(yutml cnvil(mltmts atI(i/ot a  Ic.ciun(iatlt  systelu h

ojwt atimlh

‘1’IIc GIourId  Systc II) IMIS c h o s e n  10 usc ddicatd  NASCX)M sc.rial dLIta 1 incs to send daIa bctwe.cn IIIC S[)l’~s aIKl

J]’].. “J’hc  itt [angcmcnt  was nla(ic bet wc.cn G)[ic O arl(i  (hcic S al NASA 1 IQ al no (iir’ccl cost to tiw projcc(. ‘1’hc.  NASN)h4
lines Jwovi(ic  Jwivacy, site allttlclltictlli{)tl,  guaranlmxl b:inciwi(iltl an(i accourltabiiity  fbr nhaitltcnattce. ‘1’he.  ciisacivaltlasc  i s  timt

cic4iica(c{i lines rtlc. e.xJmsivc. ‘1’ilis configLlt at im was irlslat lcci in lalc 1995 arl(i ctirly 1996 ar](i wii i ]ast at lcmt liIrxwgh
IaLIIICiI. Af[cr  laut)cll,  mc optim woui(i bc to use. iilc lnte.rnct.  Ar\ lntetnct so lu t i on  woutci stili ilavc to I]lcct ttm awLmxi
bari(iwi(itil,  IImir]tcmancc an(i security  1-c~Juircrrmnts.  Armtlm  op[ion  woul(i  bc to usc a  ciiai uJ1 c.olincction.  Al) lntqyatc~i
Set vices l)ir,itai NCIWOA  (l SI}N) ciiai LII, connection runninr, Asynctlto]mus  ‘1’tansfer  Mocic (A’1’M) ]I]otocol  woLIld ptovicic
lwIII tiata ar~(i voice m tim sallm tine. l’hc. ban(iwidtil of the Iinc is cxJ)an(iablc.  ‘1’ilat wotrl(i aiiow lhc ir]sll ut[lmlts tilat gcncratc
grcatcl  volumes of tc.JcIIIc.tIy to i]avc. higher (iata Iatc con]wcti(ms to JJ’J,. It woul(i also aliow rIlultiJ)lc voice litlcs to cacjI sih

]atlm llmh a sirlglc  voice lim if wc fouwi  tile nccci c.vcl arose.

‘1’hc AMMOS soflwatc cm tlm S01’[: car] bc usc.(i in thtcc broa(i c{)rlfig,llr:lti{)rls.  ‘1’llc  choice is LIp  to the invcsti~ator
wdlicil nmic is usc{i. l’hc. cimicc is ~,ovcl  IIcci in la] ~,c Jurrt by wilat itlvcst ir,ator  cicvciopc4i soflware tim it}vcsti~,ator  CIKWSCS  to
instaii on Ii)c S01’[;. 2’I]C  first anti sirl]picst  llI(Kic is to use titc SOI}C siln}lly as a way to Sct}(i  lc.icv)ml]y to t}m irlvc.stig,ator’s
pt(mssing, systcil~ an(i cxchangc files via tim CIl )1{. in this nmic,  the. S01’(;  is sirtlp]y  a corl~ltll]rlic:t(iorls”  Illcchmlislll. ‘J’IIC,

IICXI Opti(m  taims  a(ivalltagc Of Ihc JI’J. suJ]J}]ie(i  ciisJ)]ay ar](i Jmccssinp,  software. Since. [ttis softwai’c  is tttc satnc ti]al is LIW4i

it] t h e .  Icst 01 tiw C; IOLIIKI  Systelll, tiwrc is a F,rcal acivantagc  to havi]lg  the sarnc ciisJ~lays awliiab]c in both places. Groun(i
syslclll m.ginccrs  an(i scicncc. oJwrations  Jjct-srmncl car~ view awi wotk witi}  ti~c snl)m ciisJ)lays retlmtc]y. l;inaliy,  ttm S01’(:
can bc. uscxi as a pla( for II) to I url the ir)vcs(ig,ator’s  own JN occssirlF, sof(wi[t  e. ‘J’yJJicai  i y, that sof[wat  e has been cicvclopai  on
atmt})cl J)iat f(ml.  .Sornc instruments may J)l CfCl to Llse. tiw .S01’(; for timt Jwr; mc for convenience or I)rocessinp, Jwwcr.  I’llc
~,wil is to liIake. lim cm~fip,uratior]  nlallaF,clnctlt and sccmtity systctrls fiexit]ic etmug,il to accomrnwiatc  a wi(ie langc. of c]I(i  user
systcrll  (ic.sigyls,



~. U)N(:l ,US1ONS

‘1’hc.  SO1’~ is aot an isolated sysle.m, l;O1 bottl Imtdwalc  and soflwalc,  tlIc. S01’(; Illas( bc consistent with tlm lest of
the. (hound  SysIcIn.  la ad(iit ion, the SO1’C is coast rained  by physical dis[ancw, t imc mnc diffcmm ancl a 1 inlitcd band wid[h
Iiak to J]’],. At the s:imc time that the SOl)C~ has these. linlitations,  it must bc nwrc ftc.xihlc than other I[lachines  in the
{imlnd  Syslctn. It pc.rfonns  both u}diak aacl dowali  Ilk ~olcs and must bc capahlc of pet fw Iniag, iavcs(i~,atw  spcci fic fuact ions
incladill~, scicmtific  anatysis.

‘1’JIc  S01’(:S  provirlc  the b a s i s  fm dist[ ibutcd opcrat ioas. ‘1’hc Gssini mission Iasls  ovct ten years and the
invest ip,at(}ts al-c scat lcrd aeloss six states, two f(wcig, n coant ric.s and six t ilne. mats. ‘1’hc.  S01’[:s  onpowc.t iavcstigators  10
ol~cratc. their iastralncnls  directly, reducing the acr41 to have t cpcsentat i\c al J]’1. and fot- tl avc] to J])] i. ‘1’he S()]’[:s h a v e
pc.t-fmlncd  well dul-in~ All ,0. “1’hc S01’0  have g,ivca Itlc. itlvc.stigato]s  till)cly access to thcit tclclnctry. ‘1’hc  S01’(:s  also
Su])pot-(  the. conccld that (he investigators should bc g,ivcn tlm c. coat I 01 and I cspoasibil it y for tt m opct at ioa of Ihcir
iastlalncat.  7’I]C  SOI’G,  in combination with tclccoafcrcncing,, lnake tllc intcl-action  hclwccti iavcstigatws  ml (irouncl
Sys(cit)  l)cisonncl ICSS (Icpcn(icnt  on location.
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