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Our Goals

= Understand fault insertion process
s Measure faults in evolving systems

= Understand the relationship between faults
and structural code elements

s Developing software fault models depends on
definition of what constitutes a fault



Measuring Faults

&« Desired characteristics of measurements,
measurement process

+ Repeatable, accurate count of faults

o Measure at same level at which structural
measurements are taken

+ Measure at module level (e.g., function,
method)

¢ Easily automated



Measurement of Structural
Evolution
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Structural Evolution at the Module
Level

< (Nan-zera) Modules tar hmld 2002-04-02 of project n|d§v_- v COrted by Chuln thi(ape _Ig} )q

sh "t Yow “Go  Gimemiicalor o .
T Back  Fonsrd Relosd.  Home s.uuhmm s-uu “Shop,. 5 5op. :
A g Bk & tocakon] plnsse . buad_ide1 kproh R — T ] €7 Whats Relaind o= — ] €F whats Reloied
5| B0SS ELIAS+JPL's | Mesting Maker Fio's Paion Sed.E1S Massaging E._ JPL Securly 1) :JPL Kinow Who'SCR Help - Tabi Danwin’ PUTTY Docunenia. AcivwePurlUser EAD Home *NASAXS00Die Hory ITY Documenta “AciveParl User. EAL Home | NASAX 500 De. Hory
ry gy
(Non-zero) Modules for build 2002-04-02 of project anonvmous, sorted by Churn since baseline. E
o o | Chumn From |
| Baseline
doProlog(XML Pmaplﬂer constNCODING*m: constchar®s, conmhx‘mdmok,constchar'nm,:onstchm“mxﬂ)w) : ) ‘ ’ [324390307§
Testlntervalic: TestintervalicQ o \'3’15’3’8”}3’32;
test2s() o T miﬁﬁimi

storeAttsQOML_Parserparser,constENCODING®enc, constchar*attStr, TAG_NAME*tagNamePtr BINDING
pfocessMememthndPndict(coands"_Fw:Tme::ngt:'RTEpoch&cment.cmsﬁ\&&;;fw:fﬁﬁézg'i‘n)g;ﬁ'ﬁpomop)
czmzm(mtafgcchzr*argv[]) ’ i ' ) T
PREFIX(scanAits) T o
Tester)
ParachutcEstimator Traits: Thread: pre dictState()
'41dCopy(DTD *newDtd constDTD*oldDrd)

'getContext()Qvﬂ. Parserparser) T S T 2775349448
P -getTypeFromStringNoNS(conststd: string&t) o 2726351943
P getTypeFromString d:string8ctyp) ' B T 2724 884202
getSEDOF (constMds:Fw. Time: Tmgt RTEpoch&time) o - T T 2117817370
[parsePseudo Attribute (constENCODING™enc, ¢ constchiarpirconstchar*end, constchar *namePt, constchar**name EadPir constchar*valPir, constchar**nextTokPt) T 11196.440052
}Aunphmon(omm&mr) N 1806.102760
doContent(XML_Parserparser,mistartTagLevel,constENCODINGenc, constchar™s,constcharend,constehar ™*nextP) ) ' 1709.630505 :
PREFD((contemTok) T © 691654607 |
add_graph(conststd string@spec) ) o - ) © 1690016578 !

iscrete() o o S 0 670521970

stDiscrete:

examples() e ) T l660.459373
PREFIX(prologTok) ' i610.636144
doParseXmDecl(constENCODING*(*encodingFin 1609 995906

CarEwsCi d XAdlnterceptorLinkInstance (constMds: Fw: Ews: HitpRequest&req) T T '570.083463
icartes2sphere(Dimdim, constMds: Fw:Math: Dbl3Vec&cartesPos, constMds: Fw: Math-Dbi3Vec&cartesVel constMds: Fw- Math Dbl3Vec &cartesAcc,double*v) 1545.460083

N Mds:Fw-Math:-Dbl3Vec&pos, Mds Fw-Math-Dbl3Vec&near, double &lambda) T 415293089
nearpoun(ostream&exror) )

1414.782196 |
1 . th

I




Measurement Framework
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No Existing Definition of Fault in

Measurable Terms

|IEEE Standards

o |IEEE Std 729-1983, “IEEE Standard Glossary of
Software Engineering Terminology”

¢ |[EEE Std 982.1-1988, “IEEE Standard Dictionary
of Measures to Produce Reliable Software”

o IEEE Std 1044-1993, “IEEE Standard
Classification for Software Anomalies”

ODC

Previous work (Annual Oregon Workshop on
Software Metrics, May 11-13, 1997)

Frankl, Hamlet, Littlewood, Stringini (IEEE TSE, vol.
24, no. 8, August 1998)



Approach

« Examine changes made in response to
reported failures
= Base recognition/enumeration of software
faults on the grammar of the software
system’s language
¢ Faults found in executable, non-executable
statements

= Fault measurement granularity in terms of
tokens that have changed



Example 1

e Original statement:a=b + ¢ * d;
= Intended statement.a=b +c/d;
= One token changed — “*” = “/”

¢ Coding error
s Count number of faults as 1
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Example 2

= Original statement:a=b + ¢ * d;
= Intended statement: a =b + (¢ * x) + sin(z);

s Substantial difference between first and
second statements

+ Reflects design rather than coding problem

= Fault measurement method should reflect the
degree of change

11



Identifying and Counting Faults

= Each line of text in each module version is a bag of
tokens

¢ If a change spans multiple lines of code, all lines
for the change are included in the same bag

# Number of faults based on bag differences between
version of program

+ Exhibiting failures
+ Modified in response to failures

= Use version control system to distinguish between
changes due to
¢ Repair
¢ Functionality enhancements and other non-repair

changes -



Fault Identification
Example 1

= Original statement. a=Db + ¢;

¢ B, = {<a>, <=>, <b>, <+>, <c>}
= Modified statement: a =D - c;

* 82 = {<a>, <=>, <b>, <-> <c>}
s B —B, ={<+> <>}
« |By| =By, [B; —B,| =2
= One token has changed = 1 fault
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Fault Identification
Example 2

= Original statement: a=b - c;
e B, = {<a>, <=>, <b>, <->, <c>}
« Modified statement: a =c - b;
e B; = {<a>, <=>, <¢>, <->, <b>}
s B,—B3={}
= By =[Bs|, [B,—Bs[=0
= 1 fault representing incorrect sequencing
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Fault Identification
Example 3

Original statement: a = b - ¢;

¢ B; = {<a>, <=>, <c>, <->, <b>}

Modified statement. a =1 + ¢ - b;

* B4 = {<a>, <=> <1> <+> <c>, <-> <p>}
B; —B, = {<1>, <+>}

Bsl =6, Byl =8, |By| — |By| = 2

2 new tokens representing 2 faults

15



Current Work

= Current Work

¢ Application to JPL software development
effort

+Research
+ Production
¢ Develop better models relating

+ Structural measurements of software
evolution during development

+ Number and types of faults inserted

16



Current Work (cont’d)

Faults vs. Cumulative Churn By Module y=0.1974x + 1.13
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Current Work (cont’d)

= |dentifying fault insertion points

¢ Increase resolution, accuracy of fault
models

¢ Determine empirical distribution of number
of faults inserted per unit change

¢ Supported by CM tool currently used in
repository, CVS

18



Current Work (cont’d
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Jim 21-Mar-01): int watcher_parse_wrench_options {char * args)

RListOfRBuf * optlons " The separated options. */
RLlstOfRBufEntr)- option_ entry ™ An entry in the list of options. *

RListOfRBuf * option_parts;  /* Option entry braken into name and value. */
RListOfRBufEntry * option_name; /* The Name of the current option. *!

RListOfRBufEntry * option_val: {* The Value (if applicable) of the
* current option. */

ENode * command_line;

int well_formed = TRUE; / Is this set of options well-formed? *!

options = rstr_split (args, ", O);
command_line = watcher conflg get_command_line ();

RLIST_FOREACH (options, option_entry)
{
option_parts = rbuf_split (option_entry->buf, "=", 1);
option_name = dist_nth (option_parts, 0};
option_val = rlist_nth {(option_parts. 1}:

if {rbuf_equal_str (option_name->buf, "allow-nodrivers™)

/" Wrench will want to be able to start watcher up before any
* drivers are installed. */

enode_attrib_str {command_line. "allow-nodrivers”,

printf ("* Will allow starting without drivers..\n");

true”);

else if (rbuf_equal_str (option_name->buf, “only-transport™))
!

1

* Wrench wants to start watcher with only the specified transport
* {ie. most likely a unix socket or something, to send it commands
* without trying to connect to any GUIs) */

if (NULL == option_val)

{
printf {"only-transport requires a value.'\n");
well_formed = FALSE;

break;

enode attrib (command_line. "only-transpont”, option_val->buf):

* Node containing command line options. *:

CVS Annotation Example
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Measurement Noise

« Not all changes associated with a PR may
actually be repairs

= Pocket PRs”

+ Not an issue for this development effort
because of how CM is set up

+ May be issue for other efforts

s Unequal test coverage — some components
may be more heavily tested, finding more
faults

20



Determination of Fault Insertion
Point

a Line deletion, modification - relatively
straightforward insertion point identification

¢ CVS “annotate” command to find first
version in which faulty line was inserted.

& Line addition — more difficult to determine
fault insertion point

o Approximation — identify insertion points of
lines on either side of new line.

21



Inaccurate Fault Counting in Some
Situations

¢ Example 1 — adding operators/operands

+ Original faulty statement: a = b + c;

+ Repaired statement: a=b —c + d;

+ Bag difference: {<->, <d>}

+ 3 tokens added or changed, however
¢ Example 2 - token reordering

+ Original faulty statement:. a = b - c;

+ Repaired statement: a = c - b;

+ Bag difference: {}

+ Number of reordered tokens cannot be
accurately determined
22



No information leakage
from
before the Big Bang



Summary

Developed a starting point for measuring faults
+ Repeatable, consistent measurement

¢ Faults measured at same level at which structural
measurements are taken, i.e., function and
method level

+ Easily automated
¢ Transparent to developers
+ No additional activities for developers
+ No footprint in development environment
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Future Work

« More accurate counts of number of tokens
that have changed, reordered

= Extend fault type categories
s Extend technique to other software artifacts
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