






















































Reducing Software Security Risk Through an 
Integrated Approach (RSSR) RTOP 

Research Project Description: 

This research project is joint work by the California Institute of Technology's Jet Propulsion 
Laboratory and the University o f  California at Davis sponsored by tne National Aeronautics and 
Space Administration to  develop a security assessment instrument for the software aevelopment 
and maintenance life cycle. The assessment instrument I S  a collection of tools and procedures to 
suppon development of secure software. 

The assessment instrument consists of a Vulnerability Matrix (VMatrix) a database keyed on the 
Cornputer \/Jlnerability Enumeration (WE) number, of variobs exploits used to gain access t o  
systems; a suite oftools to assess the security of both binaries and source code, a property- 
based testing tool t o  slice software code looking for specific vulnerabilities using signatures from 
the VMatrix, an investigation into the verification of software designs for compliance t o  security 
properties, based on model checking approaches initially researched together wdh analytical 
verification of formal specification. 

Current Sponsor: 

NASA Office of Safety and Mission Assurance under the NASA 
Software Program lead by the NASA Software 1V&V Facility. 

Collaboration: 

Collaborative support provided by the Computer Science 
Department, University of California Davis (UC Davis) 
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